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= https://support.microsoft.com/en-us/help/2842146/you-experience-ssl-certificate-authentication-issues-when-you-use-
shar (English)

= https://support.microsoft.com/ja-jp/help/2842146/you-experience-ssl-certificate-authentication-issues-when-you-use-shar
(H#:E)

= https://support.microsoft.com/zh-cn/help/2842146/you-experience-ssl-certificate-authentication-issues-when-you-use-
shar (#32)
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(== javamail-config
(= oauth-provider-config
|%] im_office365_files_api.xml

|X| cassandra-conng.xm

[¥| data-source-mapping-config.xm
| network-agent-config.xml
[¥| server-context-config.xml
1| solr-config.xml
|¥| solr-extractor-config.xml
| storage-config.xml
= modules
= schema
4 juggling.im
[%] resin-web.xml

& Ed e BslEs=|X @0
2. ProjectNavigator 2@] g % ¥ = O | imart/juggling.im [m im_office365_files_api.xml 53 =
2 imart <?xml version="1.8" encoding="UTF-8"} g
= conf = <cauth-provider-config wmlns="http://www. intra-mart. jp/system/oauth/client/config/oauth-provider-config”

wmlns:xsi="http:/Swww.w3. org/2001/XMLSchema-instance™
xsi:schemalocation="http:/ Swww. intra-mart. jp/system/oauth/client/config/oauth-provider-config ../schem
=  <oauth-providers>
<cauth-provider id="Plegse input_your ID">
<provider-typeroffice365</provider-type>
<name message-cd="CAP.Z.IWP.OFFICE365.FILESAPI. OAUTH. PROVIDER. NAME">0ffice 365 OneDriwve API</name:
<description message-cd="CAP.Z.IWP.OFFICE365. FILESAPI.0AUTH. PROVIDER. DESCRIPTION">It is allow the us
possible to access a file on SharePeint online by using the Office 365 OneDrive API.</description:
<icon-path>im_office365/images/office365_48.png</icon-path:»
<oauth-configs
<authz-end-pointrhttps://login.microsoftonline.com/common/oauth2/authorize</authz-end-point>
<token-end-pointrhttps://login.microsoftonline.com/common/oauth2/token</token-end-point>
<client-id>[Please input your application's Client ID]</client-id>
<client-secret>[Please input your application's Client Secret]</client-secret:
</oauth-config>
<extra-config:
<parameter name="resource”rhttps://[Please input your SharePoint's tenant ID].sharepoint.com</para
<parameter name="sharepoint.tenant”>[Please input your SharePoint's tenant ID]</parameter:
</extra-config>»
<foauth-provider:

It is

</oauth-providers>

</oauth-provider-config>
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<?xml version="1.0" encoding="
<oauth-provider-config xmins
xmlns:xsi="http://www.w3.org

'UTF-8"7>
="http://www.intra-mart.jp/system/oauth/client/config/oauth-provider-config"
/2001/XMLSchema-instance"

xsi:schemalocation="http://www.intra-mart.jp/system/oauth/client/config/oauth-provider-config ../schema/oauth-provider-

config.xsd ">

<oauth-providers>

<oauth-provider id="Please_input_your_ID">
<provider-type>office365 </provider-type>

<name message-cd="CAP.Z
<description message-cd="'
Office 365 OneDrive API.

.IWP.OFFICE365.FILESAPI.OAUTH.PROVIDER.NAME">Office 365 OneDrive API</name>
'CAP.Z.IWP.OFFICE365.FILESAPI.OAUTH.PROVIDER.DESCRIPTION">It is allow the use of the

It is possible to access a file on SharePoint online by using the Office 365 OneDrive APl.</description>
<icon-path>im_office365/images/office365_48.png</icon-path>

<oauth-config>

<authz-end-point>https://login.microsoftonline.com/common/oauth2/authorize </authz-end-point>
<token-end-point>https://login.microsoftonline.com/common/oauth2/token</token-end-point>
<client-id>[Please input your application's Client ID]</client-id>

<client-secret>[Please input your application's Client Secret]</client-secret>

</oauth-config>
<extra-config>

<parameter name="resource">https://[Please input your SharePoint's tenant ID].sharepoint.com</parameter>
<parameter name="sharepoint.tenant">[Please input your SharePoint's tenant ID]</parameter>

</extra-config>
</oauth-provider>

</oauth-providers>

</oauth-provider-config>
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<oauth-provider id="yourcompany.onmicrosoft.com">

</oauth-provider>

O a5 A
LR ® & 5 IT intra-mart Accel Platform @ WHRD T+~ MDEIRET B EETRETT,
T+ MDIFEBRAR—ZATREY>TEFHL TLEIL,

<oauth-provider id="yourcompany.onmicrosoft.com" target-tenant="default secondary">

</oauth-provider>

OAuthz%E

client-id. client-secret IZ(% Microsoft Azure BEBE&E N [ 77 s —> 3 0 58F 75 | THREBLEYS4T7 Y MDD, ¥F—%ZhThisE
LTLETWL,

<oauth-provider id="yourcompany.onmicrosoft.com">

<oauth-config>
<authz-end-point>https://login.microsoftonline.com/common/oauth2/authorize </authz-end-point>
<token-end-point>https://login.microsoftonline.com/common/oauth2/token</token-end-point>
<client-id>623d6fb4-8761-4cff-a763-bfbbc3c780f2</client-id>
<client-secret>rGg/kuwrGwBHx/IUyKL5izxcp9NTIMQeXMtePicJoxO=</client-secret>
<scope></scope>

</oauth-config>

</oauth-provider>

BINERE (SharePoint)

Office 365 @ OneDrive APl DBEIFUTDO LD ICEELE T,
resource /XZ X —#|CId, https://< Office 365 M7 7~ b >.sharepoint.com &%45 &I ICIEELF T,
sharepoint.tenant /¥ X —# ICLITF D & 3 IZ Office 365 M OneDrive APl D2/EX SR & 7% Office 365 DT+ hAEELE T,

<oauth-provider id="yourcompany.onmicrosoft.com">

<extra-config>
<parameter name="resource">https://yourcompany.sharepoint.com</parameter>
<parameter name="sharepoint.tenant">yourcompany</parameter>
</extra-config>
</oauth-provider>
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7274 &R

im_office365 _files_api.xml WEB-INF/conf/oauth-provider-config

<?xml version="1.0" encoding="UTF-8"?>

<oauth-provider-config xmins="http://www.intra-mart.jp/system/oauth/client/config/oauth-provider-config"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://www.intra-mart.jp/system/oauth/client/config/oauth-provider-config ../schema/oauth-provider-

config.xsd ">

<oauth-providers>

<!--
<oauth-provider id="Please_input_your_ID">
<provider-type>office365</provider-type>
<name message-cd="CAP.Z.IWP.OFFICE365.FILESAPI.OAUTH.PROVIDER.NAME">Office 365 OneDrive API</name>
<description message-cd="CAP.Z.IWP.OFFICE365.FILESAPI.OAUTH.PROVIDER.DESCRIPTION">It is allow the use of the Office 365
OneDrive API.
It is possible to access a file on SharePoint online by using the Office 365 OneDrive APIl.</description>
<icon-path>im_office365/images/office365_48.png</icon-path>
<oauth-config>
<authz-end-point>https://login.microsoftonline.com/common/oauth2/authorize</authz-end-point>
<token-end-point>https://login.microsoftonline.com/common/oauth2/token</token-end-point>
<client-id>[Please input your application's Client ID]</client-id>
<client-secret>[Please input your application's Client Secret]</client-secret>
</oauth-config>
<extra-config>
<parameter name="resource">https://[Please input your SharePoint's tenant ID].sharepoint.com</parameter>
<parameter name="sharepoint.tenant">[Please input your SharePoint's tenant ID]</parameter>
</extra-config>
</oauth-provider>
-->

</oauth-providers>

</oauth-provider-config>
LEEED & S IT <im_office365_files_api.xml> 7 7 1 L5, ZEIE % R L 7=\ Office 365 M <oauth-provider>®DE&E & B Y BRWN T 72

I LY,
{EIE1% intra-mart Accel Platform ZB#2E L T 3L,
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[AEREHET T r—2ay ] BETEEND FLTERWL

HEB
. TAADSTS70001: Application with identifier <2 <4 7> ~ID> was not found in the directory <Office 365M@F 7+ hID
>.onmicrosoft.com| AFEEL £T

- B&
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- [(RERLVARVRAEZZIFWMY E Lk, | ’RELET
- B&
- RA
- WISHEE
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= TAADSTS50011: The reply url specified in the request does not match the reply urls configured for the application:
<VZ4T7HMND>] "EELFET

L] IE%
- RR
= WINEE

. TAADSTS90094: <7 7'I) /¥ —< a v %> is requesting permissions, which you are not authorized to grant. Contact
your administrator, who can grant permissions to this application on your behalf.] 4L £3

- BR
= WRHEE

TAADSTS70001: Application with identifier <% 4 77> MID> was not found in the directory
<Office 365M 7+ MID >.onmicrosoft.com] AFEELFT
WK

MEARE] - THEREHT T r—> 3> ] BET [T K9V 2 )y 2% MicrosoftdH A ¥4 VEE FRICUTAEAShET,

AADSTS70001: Application with identifier <4 Z 4 77> D> was not found in the directory <Office 365® 5+ > hID
>.onmicrosoft.com The reply url specified in the request does not match the reply urls configured for the application
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Request Id: 63e8b96b-9cd0-4c03-a7a4-77c3ded88700
Correlation Id: 082b2fb1-d1b2-428d-9347-
548f9c750eb3
Timestamp: 2018-09-13T08:4%:552
Message: AADSTS70001: Application with identifier
*af17a2b4-5980-44f8-b68b-9ed1ceTe5e8c-error’ was not
found in the directory
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TAADSTS50011: The reply url specified in the request does not match the reply urls configured for
the application: <2 347> MID>] BREELFT

BR

MEARRE] - THEBE#HET T r—>av] BET A R V%5 L. MicrosoftDEE TY 1 v 1 v &7, EE FEBICLLTA
HAIhET,

AADSTS50011: The reply url specified in the request does not match the reply urls configured for the application: <2 >4 7> b
ID>

B® Microsoft

b i B B

FLREDFERAL, T RICEBEIRILELR.

AADSTS50011: The reply url specified in the request does not match the reply urls
configured for the application: ‘af17a2b4-5980-44f8-b68b-%e81ceTe5e8c.

Request Id: 3ce7ddd5-f405-4caf-a160-0%eed6bb8a00 X
Correlation Id: 3f292747-0125-4768-a33f-815c285c 14ea
Timestamp: 2018-09-13T08:53:302

Message: AADSTS50011: The reply url specified in the
request does not match the reply urls configured for the
application: 'af17a2b4-5980-44f8-b68b-9e91ca7e5esc".
FEHR R EICTD
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AlEENIREENET .
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BEBRRICOWTCIR [ 77V r—2 30 28F7 53 | #5RBLTLEIL,

TAADSTS90094: <7 71) r—< 3 %> is requesting permissions, which you are not authorized to
grant. Contact your administrator, who can grant permissions to this application on your behalf.]
PERELET

BR

MEARRE] - THEE#HET T r—>ay] BET [FA] R0 Y v o L, Microsoft DEE TY A ¥ A ¥ &ETH, BE FERICUTH
AINET,

AADSTS90094: <7 7 & —> 3 v &> is requesting permissions, which you are not authorized to grant. Contact your
administrator, who can grant permissions to this application on your behalf.
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EBETHIVMEEITVREES ZOTHIV T ssea7dbaiiss

LEY. Timestamp: 2018-00-13T08:57:46Z

Message: AADSTS90094: iap 0365:EH is requesting
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<included>
<appender name="0OAUTH_CLIENT_DEBUG" class="ch.qos.logback.core.rolling.RollingFileAppender">
<file>${im.log}/platform/oauth_client/oauth_client_debug.log</file>
<append>true</append>

<!I--
<rollingPolicy class="ch.qos.logback.core.rolling.TimeBasedRollingPolicy">
<fileNamePattern>
${im.log}/platform/oauth_client/oauth_client_debug-%d{yyyy-MM-dd}.log
</fileNamePattern>
</rollingPolicy>
-—->

<rollingPolicy class="ch.qgos.logback.core.rolling.FixedWindowRollingPolicy">
<fileNamePattern>${im.log}/platform/oauth_client/oauth_client_debug%i.log</fileNamePattern>
<minindex>1</minindex>
<maxIndex>5</maxindex>

</rollingPolicy>

<triggeringPolicy class="ch.qos.logback.core.rolling.SizeBasedTriggeringPolicy">
<maxFileSize>10MB</maxFileSize>
</triggeringPolicy>

<encoder class="ch.qos.logback.core.encoder.LayoutWrappingEncoder">
<layout class="jp.co.intra_mart.common.platform.log.layout.OutputStackTracePatternLayout">
<pattern>[%d{yyyy-MM-dd HH:mm:ss.SSS}] [%thread] %-5level %logger{255} %X{tenant.id} %X{log.id}
%X{request.id} - [%X{log.message.code}] %msg%nopex%n</pattern>
<enableOutputStackTrace>true</enableOutputStackTrace>
<stackTraceDir>${im.log}/platform/oauth_client/exception/</stackTraceDir>
<stackTraceFilename>'exception_'yyyy-MM-dd_HH-mm-ss' %logld.log'</stackTraceFilename>
</layout>
<immediateFlush>true</immediateFlush>
</encoder>
</appender>

<logger name="jp.co.intra_mart.system.oauth.client.http" additivity="false">
<level value="debug" />
<appender-ref ref="OAUTH_CLIENT_DEBUG" />

</logger>

<!--
<logger name="jp.co.intra_mart.system.oauth.client.service" additivity="false">
<level value="debug" />
<appender-ref ref="OAUTH_CLIENT_DEBUG" />
</logger>
-—>

</included>

(] D
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OAuth 2.0

. [The OAuth 2.0 Authorization Framework]

https://tools.ietf.org/html/rfc6749 (English)
http://openid-foundation-japan.github.io/rfc6749.ja.html (BZAEE)

Microsoft Azure

. [Azure AD T® OAuth 2.0]
https://msdn.microsoft.com/en-US/library/azure/dn645545.aspx
»  [REa—KE570—
https://msdn.microsoft.com/en-US/library/azure/dn645542.aspx
. [OAuth 2.0 TO TS —ME |
https://msdn.microsoft.com/en-US/library/azure/dn645540.aspx
. lAuthorization Endpoint Errors |
https://msdn.microsoft.com/en-US/library/azure/dn645544.aspx
. [Token Issuance Endpoint Errors |
https://msdn.microsoft.com/en-US/library/azure/dn645548.aspx
. lErrors from Secured Resources]

https://msdn.microsoft.com/en-US/library/azure/dn645539.aspx

Office 365

. [Office 365 API referencel
https://docs.microsoft.com/en-us/previous-versions/office/office-365-api/

. l'Office 365 OneDrive REST APIJ
https://docs.microsoft.com/ja-jp/onedrive/developer/rest-api/

. Office 365 application manifest and permission details ]
https://developer.microsoft.com/en-us/graph/docs/concepts/permissions_reference

. lOffice 365 OAuth Sandbox]
https://oauthplay.azurewebsites.net/

. lOffice 365 APl AF9 - #Al% Ml Blog
https://tsmatz.wordpress.com/2014/06/02/office-365-api/

. [Azure Active Directory & & (ZEaI%(H) - #IF B Blog!
https://tsmatz.wordpress.com/2012/09/01/azure-active-directory/

. [Azure Active Directory ® Common Consent Framework (Client ) - #Ai [l Blog
https://tsmatz.wordpress.com/2014/04/01/azure-active-directory-common-consent-framework-client/

. TAzure Active Directory ® Common Consent Framework (Service {8l) - #Al% [l Blog]
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