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| network-agent-config.xml
M| server-context-config.xml
|| solr-config.xml
1| solr-extractor-config.xml
| storage-config.xml

umlns:xsi="http:/ www. w3. org/2001/ XML 5chema-instance™
wsirschemalocation="http:/ fwww. intra-mart. jp/system/oauth/client/config/oauth-provider-config ../ /schem

=  <oauth-providers>

B Ea egBslEs X 20
5. ProjectNavigator 5:’5] & ¥ = 0O |4 imart/juggling.im [m im_office365_files_api.xml &2 =
=% imart <?xml version="1.8" encoding="UTF-8"%3> - I
& corf = <oauth-provider-config xmlns="http://www. intra-mart. jp/system/oauth/client/config/oauth-provider-config”

<oauth-provider id="Please imput_your ID":

<provider-typeroffice365</provider-types
<name message-cd="CAP.Z.IWP.OFFICE365.FILESAPI. OAUTH. PROVIDER. NAME">0ffice 365 Files API</name>
<description message-cd="CAP.Z.IWP.OFFICE365. FILESAPI.OAUTH. PROVIDER. DESCRIPTION">It is allow the us

It is possible to access a file on SharePoint online by using the Office 365 Files API.</description:

<icon-path:>im_office3s5/images/office365_48.png</icon-path>

<oauth-config:
<authz-end-pointrhttps://login.microsoftonline.com/common/oauth2/authorize</authz-end-point>
<token-end-pointrhttps://login.microsoftonline.com/common/oauth2/token</token-end-point>
<client-id>[Please input your application's Client ID]</client-id>
<client-secret:[Please input your application’'s Client Secret]</client-secret:

</oauth-config>
= <extra-config>

<parameter name="resource”rhttps://[Please input your SharePoint's tenant ID].sharepoint.com</para
<parameter name="sharepoint.tenant”>[Please input your SharePoint's tenant ID]</parameter:

</extra-config>
<foauth-provider>

</oauth-providers>

</oauth-provider-config>

<

n

P

& P2 U701 Ea— [ BE % |5 &FRR| B axV—L =0
0EE
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<?xml version="1.0" encoding="UTF-8"?>

<oauth-provider-config xmins="http://www.intra-mart.jp/system/oauth/client/config/oauth-provider-config"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://www.intra-mart.jp/system/oauth/client/config/oauth-provider-config ../schema/oauth-provider-config.xsd ">

<oauth-providers>

<oauth-provider id="Please_input_your_ID">
<provider-type>office365</provider-type>
<hame message-cd="CAP.Z.IWP.OFFICE365.FILESAPI.OAUTH.PROVIDER.NAME">Office 365 Files APl</name>
<description message-cd="CAP.Z.IWP.OFFICE365.FILESAPI.OAUTH.PROVIDER.DESCRIPTION">t is allow the use of the Office 365
Files API.
It is possible to access a file on SharePoint online by using the Office 365 Files APl.</description>
<icon-path>im_office365/images/office365_48.png</icon-path>
<oauth-config>
<authz-end-point>https://login.microsoftonline.com/common/oauth2/authorize</authz-end-point>
<token-end-point>https://login.microsoftonline.com/common/oauth2/token</token-end-point>
<client-id>[Please input your application's Client ID]</client-id>
<client-secret>[Please input your application's Client Secret]</client-secret>
</oauth-config>
<extra-config>
<parameter name="resource">https://[Please input your SharePoint's tenant ID].sharepoint.com</parameter>
<parameter name="sharepoint.tenant">[Please input your SharePoint's tenant ID]</parameter>
</extra-config>
</oauth-provider>

</oauth-providers>

</oauth-provider-config>

TONATERE
EROTONRAYIDEIRE LTI,
<oauth-provider id="yourcompany.onmicrosoft.com"s
</oauth-provider>
o

LR D &SI intra-mart Accel Platform @ S RD T+~ MDAEIEE TSI EEAEETT .
TF Y MDIE¥AZAR—RA TR > TEHEH LTIV,

<oauth-provider id="yourcompany.onmicrosoft.com" target-tenant="default secondary"s

</oauth-provider>

OAuthz% &

client-id. client-secret ICl& Microsoft Azure BIRE NN 771 7r—> 52 DiEMAZE TS | TREBLIZISATVRMD. F—42ZThThiEEL TLES
(A

<oauth-provider id="yourcompany.onmicrosoft.com"s

<oauth-config>
<authz-end-point>https://login.microsoftonline.com/common/oauth2/authorize</authz-end-point>
<token-end-point>https://login.microsoftonline.com/common/oauth2/token</token-end-point>
<client-id>623d6fb4-8761-4cff-a763-bfbbc3c780f2</client-id>
<client-secret>rGg/kuwrGwBHx/IUyKL5izxcpINTIMQeXMtePicJox0=</client-secret>
<scope></scope>

</oauth-config>

</oauth-provider>

EINERE (SharePoint)
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Office 365 @ Files APl DIZ&EIELTDLIICEELET,
resource /33 X—4#I|ZI&, https://< Office 365 D77 k>.sharepoint.com &7 LDICIEELET,
sharepoint.tenant /35 X—# L F D &SI Office 365 O Files APl DIZ1ER & & 745 Office 365 DTV M EEELET,

<oauth-provider id="yourcompany.onmicrosoft.com">
<extra-config>
<parameter name="resource">https://yourcompany.sharepoint.com</parameter>
<parameter name="sharepoint.tenant"syourcompany</parameter>

</extra-config>
</oauth-provider>

FFrFVNBEErEYyRNTYT

« FTFYVRNEREERYNTYTICDWTI, Tintra-mart Accel Platform v b7y T HAR 1-T FFHUNEERY N7y T 12BRBLTIEIVL,
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Office 365 & DEFIRIZATDOFIETITVET,

EH

. BREIFMIVDIRE

HREIT7MILDiRE

intra-mart Accel Platform Y25 ABEE BITDEETT,

71 B

im_office365_files_api.xml WEB-INF/conf/oauth-provider-config

<?xml version="1.0" encoding="UTF-8"?>

<oauth-provider-config xmins="http://www.intra-mart.jp/system/oauth/client/config/oauth-provider-config
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://www.intra-mart.jp/system/oauth/client/config/oauth-provider-config ../schema/oauth-provider-config.xsd ">

<oauth-providers>

<I--
<oauth-provider id="Please_input_your_ID">
<provider-type>office365</provider-type>
<name message-cd="CAP.Z.IWP.OFFICE365.FILESAPI.OAUTH.PROVIDER.NAME">Office 365 Files APl</name>
<description message-cd="CAP.Z.IWP.OFFICE365.FILESAPI.OAUTH.PROVIDER.DESCRIPTION">It is allow the use of the Office 365 Files API.
It is possible to access a file on SharePoint online by using the Office 365 Files APl.</description>
<icon-path>im_office365/images/office365_48.png</icon-path>
<oauth-config>
<authz-end-point>https://login.microsoftonline.com/common/oauth2/authorize</authz-end-point>
<token-end-point>https://login.microsoftonline.com/common/oauth2/token</token-end-point>
<client-id>[Please input your application's Client ID]</client-id>
<client-secret>[Please input your application's Client Secret]</client-secret>
</oauth-config>
<extra-config>
<parameter name="resource">https.//[Please input your SharePoint's tenant ID].sharepoint.com</parameter>
<parameter name="sharepoint.tenant">[Please input your SharePoint's tenant ID]</parameter>
</extra-config>
</oauth-provider>

=
</oauth-providers>

</oauth-provider-config>

EEEDESIT <im_office365_files_api.xml> 771 L5, E#E A fZER L7\ Office 365 M<oauth-provider>MDE% EAEXWERLTE I,
{E1E% intra-mart Accel Platform ZB2&1 L T/ZI0,
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NSTIoa—Ta404

Office 365 E#5 WEREDFIBHRICHKET BN TN ERISHEERBNLET  HRODERI V%) v LTHEBL TS,

T EREHRET T —ay |EE CEEN DELTERW

= [AADSTS70001: Application with identifier <254 7> hD> was not found in the directory <Office 36507 7> KD
>.onmicrosoft.com| B FEAELET

- BR
- WINHEE
= [RERLARVREZFRYE LI INRELEY
- B&
= WRHEE
= [AEREET T r—ar QR B ATRERIC. FHERIS D REELEL IDRELET
- BR
- RA
= NBEE

= [AADSTS50011: The reply address ‘http:/example.org/imart/oauth/redirect’ does not match the reply addresses configured for the
application: <7547 ND>] B FEELEY

= RR
- RR
. WBEE

= [AADSTS90093: This operation can only be performed by an administrator. Sign out and sign in as an administrator or contact one
of your organization’s administrators. ] "4 LE S

= BR
= NISAE
= T[AADSTS90093: Calling principal cannot consent due to lack of permissions. ] A" F4E L&
« KR
= NHE

TAADSTS70001: Application with identifier <2 77> hD> was not found in the directory <Office 365D 7+ k
ID >.onmicrosoft.com] AFEAELFY
RE

MEANEREI-THEEIET T r—ay |TBE CIEFR I RY > 91) v 014, Microsoft Dt A > A VEE FED [ ZDMORMIER: A TAE I E
ED

AADSTS70001: Application with identifier <5477 D> was not found in the directory <Office 36507 7> MD >.onmicrosoft.com

27



intra-mart Accel Platform — Office 365 E#tv 7y T HARK F2kk 2015-12-01

ez

HURBDFEZAN. Y121 RICEENRELELR.
EL<REREFHELELE.

TSR

Correlation ID: 044fdfld-516c-44fb-bT7ef-783091c782c6

Timestamp: 2015-07-29 04:11:53Z

AADSTS70001: Application with identifier b32c80d5-6291-4a41-85db-
f0387dda373% was not found in the directory .onmicrosoft.com

RHA

BRETFAIICEE LZIF1MT7 VMDA EES>TWBHERLHYET,
F 7l Microsoft Azure AD EICHER LT TN —2 a3y OBRD 7 ) r—2avigvILF T+ TT I TOWZ IR > TWA AN HYET,

X TTE

BRET7AIICERE LI F4T VMDA ELWHERESEL TLET W,
IS5AT VY NDDWERFEET 77 r—25> D ZE 5 | #BRUTKKEIWRET7IIIIDWTCKT BE 7717/ DiFE 1B RLTLES

W,
FE 7 TVr—2av g F T+ RN TTIANTIEWNHTEBLTEIL,
BEEMICDWCRI 7T r—25 D a2 E T3 1 5B LTI,

[FERLARY ZAZRITEYE L e, IV RELET

BE

AN E - THEEE 7T r—oay IEE TR 1RS>V 7) 9%, intra-mart Accel Platform OEE ETIARERL AR AEZFEYE L, 1 &
VWIS —AvtE—INRRINET,

ET—

AFERL AR AERFWMOELE.
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Web Application Server IZ WebShere Application Server %I L TW%35& & WebSphere Application Serverfll fAiFDE 5% E wMEFRL TS

W,

TAADSTS50011: The reply address ‘http://example.org/imart/oauth/redirect’ does not match the reply addresses
configured for the application: <7547 MD> I BN REELET

BE
MEAREI-THESEET ) r—2ay JEE I IRY V%) v L Microsoft DBEIE CTH A V4 V& R{T#4, Bl N D [ DM ORAMTIEHR: 11T

THAEAINET,
AADSTS50011: The reply address ‘http://example.org/imart/oauth/redirect’ does not match the reply addresses configured for the application: <2

247 MD>
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ez

HURBDFEZAN. Y121 RICEENRELELR.
EL<REREFHELELE.

TSR

Correlation ID: eb3d57cf-1ale-44if-9fb2-6055d234elbd
Timestamp: 2015-07-29 04:19:07Z

AADSTS50011: The reply address

“httpi/ ‘imart/oauth/redirect’ does not match the reply
addresses configured for the application: b32c80d5-6291-4241-85db-
f0387dda373s.

R&A

Microsoft Azure AD EICHERR L7277V —2a> DD TURLDIRE INFRIETHLAHEMELHYET,

PUIYAPr
TURLDRIE | DEREICERY D R WAFERRL TS Z I,
BEEMICDWCIRT 77— DlEEZETS | H5BLTEIWL,

TAADSTS90093: This operation can only be performed by an administrator. Sign out and sign in as an
administrator or contact one of your organization’s administrators. | B A LEY

R
MEANERE |- THEREET T ) r—ay |EE CIEFA 1RS>y 9 L, Microsoft DEE TH A V(1 V&R, BE FERD M ZDDFEMTIER: 1 1L
THAHRDINZET,

AADSTS90093: This operation can only be performed by an administrator. Sign out and sign in as an administrator or contact one of your
organization’s administrators.

BLURBODFEEAN, Y11 RICHENRELFLR.
LBV EREFELFT Ui

TOOERESR

Correlation ID: cf757ed9-8ee2-4278-867a-5a099ef32916

Timestamp: 2015-07-29 04:16:18Z

AADSTS90093: This operation can only be performed by an administrator. Sign
out and sign in as an administrater or contact one of your crganization's
administrators.
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W R D—T AR E LTIV, 3541 Microsoftit DU TDRFXVMESRBLTLAEIN,
REBRRICOWTIRT 77— 3> DiEHEZETS | #5RBLTESW,

= Office 365 application manifest and permission details : https://msdn.microsoft.com/office/office365/HowTo/application-manifest
FTAADSTS90093: Calling principal cannot consent due to lack of permissions. | A" FAELEY

EE2E 3
MEANREI-TAEEET TV r—2ay |TBE CIEFR I RY>01) v L Microsoft DEIE TH 1 1 > & E1TH. BE N0 [ ZDMORMIER:11TLL
THRHAINET,

AADSTS90093: This operation can only be performed by an administrator. Sign out and sign in as an administrator or contact one of your
organization’s administrators.

BLURBODEFFAL. B PCEEFRELELE.
EL<HLEREFELELE.

TotioEiREs:

Correlation ID: a69a6fb4-56eb-decc-aa08-8154892e5407

Timestamp: 2015-07-29 04:06:54Z

AADSTS90093: Calling principal cannot consent due to lack of permissions.

JR&A

Microsoft Azure AD EICHERR LT TV —2 a3y DD D7 ) r—2aviid$ 2370 A A I — 1 —H TR T7 I/ A RAWEDICARD
TWBHREELHYET,
POIYARS

WHRRATI—TERE LTIV, 5L Microsoftdt DL T D RF XY MESRL TSI,
REBRTICOWTIET 77— DM a2 ET2 | SRBLTIEIW,

= Office 365 application manifest and permission details : https://msdn.microsoft.com/office/office365/HowTo/application-manifest

IS5—AvE—IAHAINS

UTRDIS—XyE—U N AINIZEDR LT EICDWTDEMIET Avtz—Ya—R)T7L Y2 J&BRBLTEIW,

= [E.IWP.OAUTHCLIENT.PROCESSOR.00008] 77t A=Y DFRITEII R Y —/NIYITS5—DRAINFE LT, error =
unauthozed_client
= [E.IWP.OAUTHCLIENT.PROCESSOR.00008] 7V ZAh—2 > DFETEIC BEA Y —/NLYTS—DHRHAINF L7z, error = invalid_client
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[ EIWP.OAUTHCLIENT.HTTP.00003] HTTPEEDWEBICELKLEL,

[ E.IWP.OAUTHCLIENT.PROCESSOR.00001] 77X h—4 Y L ZKY ADERATRETT,

[ E.IWP.OAUTHCLIENT.PROCESSOR.00017] €D 7O/ N1 FF@RId Y R—hLTWEH A, providerType = NOT_office365
[ E.IWP.OFFICE365.COMMON.00005] #BELABWIS—L ARy 2%3%{ELFE L7, statusCode = 401

[ E.IWP.OFFICE365.FILESAPI.00006] HTTP&fS Ikl F L7,

F 7= Microsofttt DRt LT\ Office 365 DY A VA VEE TIFTI—RERIC UTOIIICEHEARMICTIS—ABINRTIINET,
RARINDZIT—ANBRERANDBIETRAETISHEL AT DAL HYET,

BLURBDHEFAL. B PCBEFEELELE.
EL<BLEREZELELE.

TOloERRS

Correlation ID: a69a6fb4-56eb-decc-5a08-8154892e5407

Timestamp: 2015-07-29 04:06:54Z

AADSTS90093: Calling principal cannot consent due to lack of permissions.

32


http://www.intra-mart.jp/document/library/iap/public/iap_message_code_reference/texts/im_oauth_client/E_IWP_OAUTHCLIENT_HTTP_00003.html
http://www.intra-mart.jp/document/library/iap/public/iap_message_code_reference/texts/im_oauth_client/E_IWP_OAUTHCLIENT_PROCESSOR_00001.html
http://www.intra-mart.jp/document/library/iap/public/iap_message_code_reference/texts/im_oauth_client/E_IWP_OAUTHCLIENT_PROCESSOR_00017.html
http://www.intra-mart.jp/document/library/iap/public/iap_message_code_reference/texts/im_office365/E_IWP_OFFICE365_COMMON_00005.html
http://www.intra-mart.jp/document/library/iap/public/iap_message_code_reference/texts/im_office365/E_IWP_OFFICE365_FILESAPI_00006.html
_images/error_06.png

intra-mart Accel Platform — Office 365 E#tv N7y HAR
&%

= —]

WebSphere Application ServerF B DB NNEE E

Web Application Server IZ WebSphere Application Server 2% 5155, SSLAFAZE DRIEEA FHELFT,

SharePoint Online =FIFA 9 2 &DEREICDWLT

»  https://support.microsoft.com/en-us/kb/2842146 (English)
= https:/support.microsoft.com/ja-jp/kb/2842146 (B ZEE
= https://support.microsoft.com/zh-cn/kb/2842146 (F132)

R TFRE LTEAINTWAEEBAE% WebSphere Application Server bS5 RAMANPISEBIMTZ2RELNHYET,
WebSphere Application Server 8.5.5 DIiF& DFIAHBILET,

=
b N

52kR 2015-12-01

Office 365 E##REIL. Office 365 DY —ERZEFALTW27sH, FEHEMR (L ERSSLIRE) N EEINDHZELHYET,
REMBREZT>TESSLBEDIS—NRETZIHAIE. T—ABICHRL. BEIRSSLEFAE 2B LTI,

= Baltimore CyberTrust Root%3E 19 %
= VeriSign Class 3 Primary CA - G5%3E/09 %

Baltimore CyberTrust Root%3EINY %

1. L TFOURLNSEEAZ 771 )L %4 > O0—KRL T, WebSpheret —/\WDEBDT ALV RNJICEBELET,

= https://cacert.omniroot.com/bc2025.crt

2. Aza—hb[tFal)T—|-[SSL AFAES JUREE]ZRIRLET,

‘ For: |§“Nrﬂm29

L32F
+ HAF I EF AT ETr—
k- -
(3 AN b bV W
H -2
i =3
=l EFallza—
0=l EFallFa—
EFallzy—FaAw
e |
SSL EEBA®E HL LF IR

A==

HSAEFallFa—

3. [RANTBLUEERE]) V%IV ILET,

33


https://support.microsoft.com/en-us/kb/2842146
https://support.microsoft.com/ja-jp/kb/2842146
https://support.microsoft.com/zh-cn/kb/2842146
https://cacert.omniroot.com/bc2025.crt
_images/websphere_01.png

intra-mart Accel Platform — Office 365 E#tv 7y T HARK 2kk 2015-12-01

SSL EFEASEE LU

v Hl =gl AT AT —EERAL TR P BIREC D) -3/
avlCv IS —aBAOES, FESFEII RO DICE
L Secure Sockets Layer (SSL) #ret A FFanEd . 2L,

—EIEREEED f|SF A CIE. SSL ¥ FEENT 2 BT

a

#pkaHE

TR A o 2 T o — R B
=g HRFRD BT

FIPS © B2

V] SSL B EESERELAEIC, BRICSU A LEEFT S

A || et

SSL iEASE LU SIS
SSL #hk BT S|
Secure Sockets Layer (SSL) ZO0F b1, UE—F- =i —7F SSL R
OE2 EIF TR O EF 2 7IBEEIREUET . SSL 2% T b
AT —ld, TER A ~D B ER L T D R ok TFT A SSL
Ma@F IO REOENICERATEEY . BFa7B{EEEAL o
FBICTIE, TR AR CHL THEES N/ SIEASH LT SSL @RS —
I E A, BA7HLUEAS
I8/ =0 DB T, Secure Sockets Layer (SSL) HIZE FEgro |- A —
IR FERITEE T 2080 RY Lz, D=3/ T P
I3, 7FUT—2 3OS P RBESEICD0T 1 DOEEFERT e —
BIEWTEET. ChITLY., 427 5A{E0 eI o ag o boAb TR =ty
iz, SBI0, FI4ILFOEIL L LD SSLEREA — 18 =S| alat/E (CA) 95
TEIET, B —FRETISAR VLR B TEET, Fiats

4. [NodeDefaultTrustStore]') V%0 ) v LETS,

SSL sFERES

SSL IFRES LGRER > @7 B LU SRS

Gy S
SSL ft 7 ™

¥ BT
e, | BBs | R0 —rEE.. | Besonm.. |

il

B8R 2 HER O EIED HaEiE &
FIFCESUY =2
[ | NodeDefaultKeyStore | WIN- (cell):WIN-
KPONK40OMQDRNode01 | KPONK40OMQDRNode01Cell:
DF 24 Ik HERAL 7 (node):WIN-
KPONK40MQDRMNode01
] INodeDefauItTrustStore__ WIN- (cell):WIN-

KPONK40MQDRNode01 | KPONK40MQDRNode01Cell:
OF )b FSRF AT | (node):WIN-
KPONK40MQDRMNode01

BEE 535 RACF(R). CMS. Java(TM). BLUTRTOFSRF 2L 7- 51T 520 @A 7 A TEEHLET.

MR D

${CONFIG_ROOT}/cells/WIN-
KPONK40MQDRNode01Cell/nodes/WIN-
KPONK40MQDRNode01/key.p12

${CONFIG_ROOT}/cells/WIN-
KPONK40MQDRNode01Cell/nodes/WIN-
KPONK40MQDRNode01/trust.p12

5. [BRBIAE]) >V 0EIvILET,
34



_images/websphere_02.png
_images/websphere_03.png

intra-mart Accel Platform — Office 365 E#tv 7y T HARK 2kk 2015-12-01
7.

— BAZONT—
=FE
e oo
=rg

B
=

ha4L-Fans —

6. DMKV &Iy LET,

SS1 SEAESLUREN > #2175 LU SMHE > NodeDefaultTrustStore > B E5HEAE
HEAL FAD BREIEAFEEIELTT .
* EETE

e | s | s || w—rromig |

ikl

B RIE & FiTHR O 55T (SHA H2423F) &
BIECES L —2:
7. LTOEBAEZANFEIRL.[OK]EV) v LETS,

AMBICERDXFINEAALET, F: Tbaltimore cybertrust root]
TFAINRIL I I A—RUEERE T 7 A DR REAALET,
F—8-947 T)\1(F1)— DER T—¥ 1 &BRLET,

SS1 FEAELH LUGRETT > #2275 LU SA#E > NodeDefaultTrustStore > E-HE5HAH > S
HraAHBO BN

EEEFBAS EMAL FIEMLET .
—FOnsTa—

* Rl&E

|ba|t'|m0re cybertrust root

e
C:/1BM/bc2025.crt

T — -

[/i4+)— DERF -4 v

& || oK || Utk |[Friotl |

8. [RF|2VVvILEY,

35


_images/websphere_04.png
_images/websphere_05.png
_images/websphere_06.png

intra-mart Accel Platform — Office 365 E#tv 7y T HARK 2kk 2015-12-01

SSL SEEAES

= dytE—id

O O—NILEBEE fz.
s EiEVAHS—1E =FET.
s TEEEEIL TS, FEETCII I TS,

OFEEERMCTBI0L. T —O BRI LETT,

SS1 SFASES LU RET > B2 75 LU 5IH#E > NodeDefaultTrustStore > E-fEaEASE
BEALTHO BEE RS EHELET .

=]

% E

Eho || mieg | s | A-too RIS |

#

el
/IR AIE 0 i O | $#% (SHA #4vz2}) &
EIETEAIS =

[]| baltimore trust root | CN=Baltimore CyberTrust | D4:DE:20:D0:5E:66:FC:53:FE:1A:50:88

Root, OU=CyberTrust,
O=Baltimore, C=IE

9. WebSpheretf —/\%HBiEEI§ 5 & T HENREINET,

VeriSign Class 3 Primary CA - G5%3ENY %

1. LUFDURLAMS ['VeriSign Class 3 Primary CA - G5 SEBIZ 771 )L &4 > O—K LT, WebSpheretr —/\RDEBRD T (LI MNICERE L E
ED

= https://www.symantec.com/page.jsp?id=roots

2. Aza—HS[tF1YT(—|[SSL A ES LOCREEHBIRLET.

‘ & [T ATORAY
L3CE

| H AR EFFIFAEF -
=
& FF g
H H-ER
RV E
= EFallza—
Fa=-sille EHallFo—
EFallFr—Faas
FEEF O]/ )] — 7
SSL AR &t Ui IR

=R

SAEFalFa—

3. [BANTBLVERE]) %0y ILET.

36


_images/websphere_07.png
https://www.symantec.com/page.jsp?id=roots
_images/websphere_01.png

intra-mart Accel Platform — Office 365 E#tv 7y T HARK 2kk 2015-12-01

SSL EFEASEE LU

v Hl =gl AT AT —EERAL TR P BIREC D) -3/
v A =g BANEES, SESFTII N R DRIl
L Secure Sockets Layer (SSL) #ret A FFanEd . 2L,

—EIEREEED f|SF A CIE. SSL ¥ FEENT 2 BT

a

#pkaHE

TR A o 2 T o — R B
=g HRFRD BT

FIPS © B2

V] SSL B EESERELAEIC, BRICSU A LEEFT S

A | et

SSL iEASE LU SIS
SSL #hk BT S|
Secure Sockets Layer (SSL) ZO0F b1, UE—F- =i —7F SSL R
OE2 EIF TR O EF 2 7IBEEIREUET . SSL 2% T b
AT —ld, TER A ~D B ER L T D R ok TFT A SSL
Ma@F IO REOENICERATEEY . BFa7B{EEEAL o
FBICTIE, TR AR CHL THEES N/ SIEASH LT SSL @RS —
I E A, BA7HLUEAS
I8/ =0 DB T, Secure Sockets Layer (SSL) HIZE FEgro - A —
IR FEITERET 2080 RY Lz, 2D =373 T P
I3, 7FUT—2 3OS P RBESEICD0T 1 DOEEFERT e —
BIEWTEET. ChITLY., 427 5A{E0 eI o ag o boAb TR =ty
iz, SBI0, FI4ILFOEIL L LD SSLEREA — 18 =S| alat/E (CA) 95
TEIET, B —FRETISAR VLR B TEET, Fiats

4. [NodeDefaultTrustStore]') V%0 ) v LETS,

SSL sFERES

SSL IFRES LGRER > @7 B LU SRS

#E2 - 7 {EA
SSL g2t 7 ™

¥ BT
e, | BBs | R0 —rEE.. | Besonm.. |

il

B8R 2 HER O EIED HaEiE &
FIFCESUY =2
[ | NodeDefaultKeyStore | WIN- (cell):WIN-
KPONK40OMQDRNode01 | KPONK40OMQDRNode01Cell:
DF 24 Ik HERAL 7 (node):WIN-
KPONK40MQDRMNode01
] INodeDefauItTrustStore__ WIN- (cell):WIN-

KPONK40MQDRNode01 | KPONK40MQDRNode01Cell:
OF )b FSRF AT | (node):WIN-
KPONK40MQDRMNode01

BEE 535 RACF(R). CMS. Java(TM). BLUTRTOFSRF 2L 7- 51T 520 @A 7 A TEEHLET.

MR D

${CONFIG_ROOT}/cells/WIN-
KPONK40MQDRNode01Cell/nodes/WIN-
KPONK40MQDRNode01/key.p12

${CONFIG_ROOT}/cells/WIN-
KPONK40MQDRNode01Cell/nodes/WIN-
KPONK40MQDRNode01/trust.p12

5. [BRBIAE]) >V 0EIvILET,
37



_images/websphere_02.png
_images/websphere_03.png

intra-mart Accel Platform — Office 365 E#tv 7y T HARK 2kk 2015-12-01

T,

— BAZONT—
=FE
I TR ==
=rg

B
=

] ha4L-Fans —

6. [BMRE %)y LET,

SSL sFERE S LU e

SS1 SHEAEL LG RER > #2327 BLU5ER#E > NodeDefaultTrustStore > B-R-E50EAS
Bt PO BEEIEATFEEELEY.

SnCo

# F
| e | as || s || A2 |
El=lEE

BR BIE S FiTH O #E31 (SHA 54vz2}) ¢
TIFCED) —2:

7. LFOIEEZASBIRL, [OK| &Y ) v LET,
AMBIERDXFINEAALET,FI: [VeriSign Class 3 Primary CAl
TFAINRIL I I A—RUEERE T 7 WA D/IRXREAALET,
F—%-947 [Base64 T>I—NK ASCI F—#¥ | &RIRLET,

SS| ISR LTHESE > #2 P B LUSIEE > NodeDefaultTrustStore > E2HIBSE > E&ETHEE0E
il

ELEHHRETEA FTICENLET.
—fETO) T —

FE
|\.r’eri5ign Class 3 Primary CA - G5

| Base64 T O—F ASCIL T—4 ¥ |

A || ok | [ Utk |[ £t |

8. [RF|EVVvILET,

38


_images/websphere_04.png
_images/websphere_05.png
_images/websphere_08.png

intra-mart Accel Platform — Office 365 E#tv 7y T HARK 2kk 2015-12-01
SSL SEEREE LU 5

=l sy tz—id

O O—NILEBEE fz.
s EiEVAHS—1E =FET.
s TEEEEIL TS, FEETCII I TS,

OFEEERMCTBI0L. T —O BRI LETT,

SS1 SFASES LU RET > B2 75 LU 5IH#E > NodeDefaultTrustStore > E-fEaEASE
BEALTHO BEE RS EHELET .

S

* BRIE

Eho || mieg | s | A-too RIS |

03P

BER BIE O ik O

5 (SHA 722 21) ©
EIETEE —R

[] | baltimore trust root | CN=Baltimore CyberTrust
Root, OU=CyberTrust,
O=Baltimore, C=IE

D4:DE:20:D0:5E:66:FC:53:FE: 1A:50:88

9. WebSpheretf —/\%BiEE§ 5 & T HENREINET,

HTTPB{EDOT B NHE

Office 365 &% IFHTTPEEZ1T>TWET,
RICHEEDRE LR HTTPBEDORBZEM 2T REARA. BLC R A EDROICEIFEIENTEXT,

FNyTRADOATDOBBEISHLTREL TSIV HHEEPEN S W, R I4—T VAN TA RV ERBICHEA S5 2B HYET,
O %9 2IIE LT D I71 )V AIEE DIBFTICERE L intra-mart Accel Platform ZBE#EEI1 LTI,

71 I

im_logger_oauth_client_debug.xml WEB-INF/conf/log

39


_images/websphere_07.png

intra-mart Accel Platform — Office 365 E#tv 7y T HARK F2kk 2015-12-01

<included>
<appender name="OAUTH_CLIENT_DEBUG" class="ch.qos.logback.core.rolling.RollingFileAppender">
<file>${im.log}/platform/oauth_client/oauth_client_debug.log</file>
<append>true</append>

<!I--
<rollingPolicy class="ch.qos.logback.core.rolling. TimeBasedRollingPolicy">
<fileNamePattern>
${im.logj/platform/oauth_client/oauth_client_debug-%d{yyyy-MM-dd}.log
</fileNamePattern>
</rollingPolicy>

=

<rollingPolicy class="ch.qos.logback.core.rolling.FixedWindowRollingPolicy">
<fileNamePattern>${im.log}/platform/oauth_client/oauth_client_debug%i.log</fileNamePattern>
<minindex>1</minindex>
<maxindex>5</maxindex>

</rollingPolicy>

<triggeringPolicy class="ch.qos.logback.core.rolling.SizeBasedTriggeringPolicy">
<maxFileSize>10MB</maxFileSize>
</triggeringPolicy>

<encoder class="ch.qos.logback.core.encoder.LayoutWrappingEncoder"s>
<layout class="jp.co.intra_mart.common.platform.log.layout.OutputStackTracePatternLayout">
<pattern>[%d{yyyy-MM-dd HH:mm:ss.SSS}] [%thread] %-5level %logger{255} %X{tenant.id} %X{log.id}  %X{request.id}
- [%X{log.message.code}] %msg%enopexYon</pattern>
<enableOutputStackTrace>true</enableOutputStackTrace>
<stackTraceDir>${im.log}/platform/oauth_client/exception/</stackTraceDir>
<stackTraceFilename>'exception_'yyyy-MM-dd_HH-mm-ss'_%logld.log'</stackTraceFilename>
</layout>
<immediateFlush>true</immediateFlush>
</encoder>
</appender>

<logger name="jp.co.intra_mart.system.oauth.client.http" additivity="false">
<level value="debug" />
<appender-ref ref="OAUTH_CLIENT_DEBUG" />

</logger>

<l--
<logger name="jp.co.intra_mart.system.oauth.client.service" additivity="false">
<level value="debug" />
<appender-ref ref="OAUTH_CLIENT_DEBUG" />
</logger>

=5

</included>
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OAuth 2.0

= [The OAuth 2.0 Authorization Framework]

https://tools.ietf.org/html/rfc6749 (English)
http://openid-foundation-japan.github.io/rfc6749.ja.html (BZ&EE

Microsoft Azure

=« [Azure AD T® OAuth 2.0

https://msdn.microsoft.com/en-US/library/azure/dn645545.aspx (English)
https:/msdn.microsoft.com/ja-jp/library/azure/dn645545.aspx (HZAEE)
https://msdn.microsoft.com/zh-CN/library/azure/dn645545.aspx (F132)

«  [EBEFO—RE570—)

https://msdn.microsoft.com/en-US/library/azure/dn645542.aspx (English)
https:/msdn.microsoft.com/ja-jp/library/azure/dn645542.aspx (HAEE
https://msdn.microsoft.com/zh-CN/library/azure/dn645542.aspx (H32)

= [TOAuth 2.0 TOTS—HIE ]

https://msdn.microsoft.com/en-US/library/azure/dn645540.aspx (English)
https:/msdn.microsoft.com/ja-jp/library/azure/dn645540.aspx (HAEE
https://msdn.microsoft.com/zh-CN/library/azure/dn645540.aspx (F137)

= [Authorization Endpoint Errors|

https://msdn.microsoft.com/en-US/library/azure/dn645544.aspx (English)
https://msdn.microsoft.com/ja-jp/library/azure/dn645544.aspx (HA:E)
https://msdn.microsoft.com/zh-CN/library/azure/dn645544.aspx (#32)

= [Token Issuance Endpoint Errors |

https:/msdn.microsoft.com/en-US/library/azure/dn645548.aspx (English)
https://msdn.microsoft.com/ja-jp/library/azure/dn645548.aspx (H A&
https://msdn.microsoft.com/zh-CN/library/azure/dn645548.aspx (#3)

= [Errors from Secured Resources |

https:/msdn.microsoft.com/en-US/library/azure/dn645539.aspx (English)
https://msdn.microsoft.com/ja-jp/library/azure/dn645539.aspx (H A&
https:/msdn.microsoft.com/zh-CN/library/azure/dn645539.aspx (F32)

Office 365

= [Office 365 API reference |
https://msdn.microsoft.com/en-us/office/office365/api/api-catalog

= [Office 365 Files REST API]
https://msdn.microsoft.com/office/office365/api/files-rest-operations

= [Office 365 application manifest and permission details |
https://msdn.microsoft.com/office/office365/HowTo/application-manifest

= [Office 365 OAuth Sandbox|

https://oauthplay.azurewebsites.net/
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http://blogs.msdn.com/b/tsmatsuz/archive/2014/06/02/office-365-api-programming.aspx

lAzure Active Directory &id (ERT#E(E) - #AIE FI Blog
http://blogs.msdn.com/b/tsmatsuz/archive/2012/09/01/windows-azure-active-directory-aad-basics.aspx
I Azure Active Directory ™ Common Consent Framework (Client ) - %3 [l Blog |

http://blogs.msdn.com/b/tsmatsuz/archive/2014/04/02/microsoft-azure-active-directory-user-consent-administrator-consent-for-multi-
tenant-application.aspx

I Azure Active Directory @ Common Consent Framework (Service {8l - #Al% [l Blog |
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