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[ IM-EETR S HEE - 8.0.0

[ # Web APT Maker OAUthiZSEE=1—JL - 8.0.0 -
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Office 365 &# 2FHET2LODBET 7ML ERELZXT,
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1. [ProjectNavigator] R® < (FOY x4 h4) Joauth-provider-config/im_office365_files_api.xml> 7 74L& T TV ) v
THRE, V=] 9TEBRLTLEI,
*'JFHT% Office 365 DBRBICADELEEBEREZTRL E T,
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(== javamail-config
(= oauth-provider-config
|%] im_office365_files_api.xml

|X| cassandra-conng.xm

[¥| data-source-mapping-config.xm
| network-agent-config.xml
[¥| server-context-config.xml
1| solr-config.xml
|¥| solr-extractor-config.xml
| storage-config.xml
= modules
= schema
4 juggling.im
[%] resin-web.xml

& Ed e BslEs=|X @0
2. ProjectNavigator 2@] g % ¥ = O | imart/juggling.im [m im_office365_files_api.xml 53 =
2 imart <?xml version="1.8" encoding="UTF-8"} g
= conf = <cauth-provider-config wmlns="http://www. intra-mart. jp/system/oauth/client/config/oauth-provider-config”

wmlns:xsi="http:/Swww.w3. org/2001/XMLSchema-instance™
xsi:schemalocation="http:/ Swww. intra-mart. jp/system/oauth/client/config/oauth-provider-config ../schem
=  <oauth-providers>
<cauth-provider id="Plegse input_your ID">
<provider-typeroffice365</provider-type>
<name message-cd="CAP.Z.IWP.OFFICE365.FILESAPI. OAUTH. PROVIDER. NAME">0ffice 365 OneDriwve API</name:
<description message-cd="CAP.Z.IWP.OFFICE365. FILESAPI.0AUTH. PROVIDER. DESCRIPTION">It is allow the us
possible to access a file on SharePeint online by using the Office 365 OneDrive API.</description:
<icon-path>im_office365/images/office365_48.png</icon-path:»
<oauth-configs
<authz-end-pointrhttps://login.microsoftonline.com/common/oauth2/authorize</authz-end-point>
<token-end-pointrhttps://login.microsoftonline.com/common/oauth2/token</token-end-point>
<client-id>[Please input your application's Client ID]</client-id>
<client-secret>[Please input your application's Client Secret]</client-secret:
</oauth-config>
<extra-config:
<parameter name="resource”rhttps://[Please input your SharePoint's tenant ID].sharepoint.com</para
<parameter name="sharepoint.tenant”>[Please input your SharePoint's tenant ID]</parameter:
</extra-config>»
<foauth-provider:

It is

</oauth-providers>

</oauth-provider-config>

4 T

@it |V 2|

& ES1-AT0/ T Ea— | BE % | gant B ax Y-

0 I5E

=

Ewud =2 FAvS

Il m | »

4 m

SZIAHFRE

A7—hEA

<?xml version="1.0" encoding="
<oauth-provider-config xmins
xmlns:xsi="http://www.w3.org

'UTF-8"7>
="http://www.intra-mart.jp/system/oauth/client/config/oauth-provider-config"
/2001/XMLSchema-instance"

xsi:schemalocation="http://www.intra-mart.jp/system/oauth/client/config/oauth-provider-config ../schema/oauth-provider-

config.xsd ">

<oauth-providers>

<oauth-provider id="Please_input_your_ID">
<provider-type>office365 </provider-type>

<name message-cd="CAP.Z
<description message-cd="'
Office 365 OneDrive API.

.IWP.OFFICE365.FILESAPI.OAUTH.PROVIDER.NAME">Office 365 OneDrive API</name>
'CAP.Z.IWP.OFFICE365.FILESAPI.OAUTH.PROVIDER.DESCRIPTION">It is allow the use of the

It is possible to access a file on SharePoint online by using the Office 365 OneDrive APl.</description>
<icon-path>im_office365/images/office365_48.png</icon-path>

<oauth-config>

<authz-end-point>https://login.microsoftonline.com/common/oauth2/authorize </authz-end-point>
<token-end-point>https://login.microsoftonline.com/common/oauth2/token</token-end-point>
<client-id>[Please input your application's Client ID]</client-id>

<client-secret>[Please input your application's Client Secret]</client-secret>

</oauth-config>
<extra-config>

<parameter name="resource">https://[Please input your SharePoint's tenant ID].sharepoint.com</parameter>
<parameter name="sharepoint.tenant">[Please input your SharePoint's tenant ID]</parameter>

</extra-config>
</oauth-provider>

</oauth-providers>

</oauth-provider-config>
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JOnNg §ERE

—
=

EEOTONA FIDER/E LT RIW,
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<oauth-provider id="yourcompany.onmicrosoft.com">

</oauth-provider>

O a5 A
LR ® & 5 IT intra-mart Accel Platform @ WHRD T+ >~ MDEIRET B EETRETT,
T+ MDIFEBRAR—ZATREY>TEFHL TLEIL,

<oauth-provider id="yourcompany.onmicrosoft.com" target-tenant="default secondary">

</oauth-provider>

OAuthzE

client-id. client-secret IZ1% Microsoft Azure BEB& W [ 77 s —> 3 2Dl #ZEFE T 5 ) TREBLEYSA4T7 Y MDD, ¥F—%%ThT
NIEELTLETY,

<oauth-provider id="yourcompany.onmicrosoft.com">

<oauth-config>
<authz-end-point>https://login.microsoftonline.com/common/oauth2/authorize </authz-end-point>
<token-end-point>https://login.microsoftonline.com/common/oauth2/token</token-end-point>
<client-id>623d6fb4-8761-4cff-a763-bfbbc3c780f2</client-id>
<client-secret>rGg/kuwrGwBHx/IUyKL5izxcp9NTIMQeXMtePicJoxO=</client-secret>
<scope></scope>

</oauth-config>

</oauth-provider>

EBINERE (SharePoint)

Office 365 @ OneDrive APl DBEIFUTDO LD ICEEL £ T,
resource /XZ X —#|CTId, https://< Office 365 M7 7~ b >.sharepoint.com &%45 &I ICIEELF T,
sharepoint.tenant /¥ X —# ICLITF D & 3 IZ Office 365 M OneDrive APl D2/EX SR & 7% Office 365 DT+ hAEELE T,

<oauth-provider id="yourcompany.onmicrosoft.com">

<extra-config>
<parameter name="resource">https://yourcompany.sharepoint.com</parameter>
<parameter name="sharepoint.tenant">yourcompany</parameter>
</extra-config>
</oauth-provider>

T NBREEYy NTY T

FFYMNEEEY N7y FICDWTIE. Tintra-mart Accel Platform =y 7y 7HA K1 - T FFH Y REEEY 7y 7 ] #5881
LTI,
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3. [Office 365 OneDrive API] O TEfal| #0)v o LZT,

ntra-mart’ Top,  Workilow Fir¥rER . YLIOL. YA by

ASBEPTUS—2 3>

| ARvorPTUs—33>

@ FEROFITUSr—>3 vEEDERA.

| ABTsERTTUS —Sa>

FPFULr—334 : Office 365
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BEEZERT BICIE

Office 365 E# DMEMRIIUTOFIETITVET.

EH

» BRETFAINDRE

BET7AILDIRE

intra-mart Accel Platform ¥ 25 ABHEE BITDOEETT,

72740 LR

im_office365_files_api.xm| WEB-INF/conf/oauth-provider-config

<?xml version="1.0" encoding="UTF-8"?>

<oauth-provider-config xmins="http://www.intra-mart.jp/system/oauth/client/config/oauth-provider-config"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://www.intra-mart.jp/system/oauth/client/config/oauth-provider-config ../schema/oauth-provider-

config.xsd ">

<oauth-providers>

<!I--
<oauth-provider id="Please_input_your_ID">
<provider-type>office365</provider-type>
<name message-cd="CAP.Z.IWP.OFFICE365.FILESAPI.OAUTH.PROVIDER.NAME">Office 365 OneDrive API</name>
<description message-cd="CAP.Z.IWP.OFFICE365.FILESAPI.OAUTH.PROVIDER.DESCRIPTION">It is allow the use of the Office 365
OneDrive API.
It is possible to access a file on SharePoint online by using the Office 365 OneDrive APIl.</description>
<icon-path>im_office365/images/office365_48.png</icon-path>
<oauth-config>
<authz-end-point>https://login.microsoftonline.com/common/oauth2/authorize</authz-end-point>
<token-end-point>https://login.microsoftonline.com/common/oauth2/token</token-end-point>
<client-id>[Please input your application's Client ID]</client-id>
<client-secret>[Please input your application's Client Secret]</client-secret>
</oauth-config>
<extra-config>
<parameter name="resource">https://[Please input your SharePoint's tenant ID].sharepoint.com</parameter>
<parameter name="sharepoint.tenant">[Please input your SharePoint's tenant ID]</parameter>
</extra-config>
</oauth-provider>
-->

</oauth-providers>

</oauth-provider-config>
LED &SI <im_office365_files_api.xml> 7 7 1 L5, EEZ R L 72U\ Office 365 M<oauth-provider>MDE&RE &Y RN T 7

Ly,
{EIET intra-mart Accel Platform Z8Bi2g L T I W,

26



intra-mart Accel Platform — Office 365 E#t v N7 v 7HA4 K Z3kk 2017-08-01
NSTINa—FTa40Y

Office 365 i WEDHAHRICRET 5 b5 TN EHBEHELRALET, HROBRYY I &0y LTRRLT LS,
[AEREHET T r—2ay ] BETEEND FLTERWL

IHE
- TAADSTS70001: Application with identifier <2 <4 7> ~ID> was not found in the directory <Office 365® 7+ > hID
>.onmicrosoft.com| NFEELFT

= BRBR
- RA
= NBEE
v (RERLRARVZREZITRMY E Lk, | FEELET
. BR
- RR
= WINEE
» THAEEET S5 —2 a v OFBEHFIRERIC. FHERIS—ARELELE, | PRELET
- BR
= WRHEE

. TAADSTS50011: The reply address ‘http://example.org/imart/oauth/redirect’ does not match the reply addresses
configured for the application: <254 7> MND>] hFEELET

- B&
= WREE

. TAADSTS90093: This operation can only be performed by an administrator. Sign out and sign in as an administrator
or contact one of your organization’s administrators.] &4 L %7

« IRR
« RE
= HISHE
] TAADSTS90093: Calling principal cannot consent due to lack of permissions.] "&£ L 9
« IRK
= NISAE

TAADSTS70001: Application with identifier <% 4 77> MID> was not found in the directory
<Office 365M 7+ MID >.onmicrosoft.com] AFEELFT

BE

MEAANEE] - ABEHET ) r—>ay] BET Al Ry VoY vy o1, Microsoftdt 4 » 4 ViEmE FERD [ZDhoikiriEiR:] I
UFrHEIINET,

AADSTS70001: Application with identifier <4 Z 4 77> D> was not found in the directory <Office 365® 7+~ NID
>.onmicrosoft.com
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HURBDFEZAN. Y121 RICEENRELELR.
EL<REREFHELELE.

TSR
Correlation ID: 044fdfld-516c-44fb-bT7ef-783091c782c6

Timestamp: 2015-07-29 04:11:53Z

AADSTS70001: Application with identifier b32c80d5-6291-4a41-85db-
f0387dda373% was not found in the directory

.onmicrosoft.com

RE

BET7AINICRELEZYZA4T7 Y MDAEE> TW B HREMELNHY T,

ZF 721& Microsoft Azure AD EICHER L7727 7Y —>a v OBRO (77U T—2a ViR FTF+-Y T A TOWA] IZR->TW3S
aqREELHY T,

PUIYAPr

BRET7AIICEH LAEISA 7Y MDAELWHAERELTLAEIW,

V54TV NDOWRAEE T 77— D aZET 5 | #8RBLTLKEIV, REZ7A4IIIDOWTE [ BEZ 7 1L DiF4E
1 ZBRBLTLEIV,

FRE T77UT—2aviEvIFTF Y T A TIEW] ICEBELTLEIY,
REBRRICOWTCE (7Y T—> 3 DR 2ZETZ | #8BLTLEIWL,

Z N

[(FEQRL AR ZAZZITRY L, | MREELET

BE

MBEARRE] - HEEHET TYr—>ay] BET TFA] K9V oYy ok,

intra-mart Accel Platform OEE LT [RERL ARV R
ERITRYELE, | EWHIIT—AvE—IDARRINET,
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P—NIZEAIAhTVWEZO7DL, TT7—DRELTVWIERAZERALTLEIW,
Web Application Server IZ WebShere Application Server ZFIF L TW3i5& & WebSphere Application Server il [A#FDiE NI E %
BERLTLLIETV,

TAADSTS50011: The reply address ‘http://example.org/imart/oauth/redirect’ does not match the
reply addresses configured for the application: <2 54 7> MD>] BEELZF T

BH&

MEANERE] - TASMESET ) r—ray] BET FFA] K9 >%&2 YU v o L, MicrosoftDEE THY A ~ 4 »&R{TH., BE FEO (20
e DFMIER: | ICUTAEAINET,

AADSTS50011: The reply address ‘http://example.org/imart/oauth/redirect’ does not match the reply addresses configured for
the application: <2 54 7> ~ID>

HURBDFEZAN. Y12 RICEENRELELR.
EU<REREZELELE.

EoloEmESE

Correlation ID: eb3d57cf-1ale-44ff-91b2-6055d234e1bd

Timestamp: 2015-07-29 04:19:07Z

AADSTS50011: The reply address

“httpy/ S ‘imart/oauth/redirect’ does not match the reply

addresses configured for the application: b32c80d5-6291-4241-85db-
T0387dda373s.

R&A

Microsoft Azure AD EICHER LT 7Y —> a3 v OEE® TURLDRIE] N"RIEETHZAEMELHY T,

PSP
TURLDRIS ] DEREICERY BARWHHERRAL TLAEI W,
BEBEMICOWCR [ PV r—> 3 Dl zZEd 2 | #8BLTLEIWN,

TAADSTS90093: This operation can only be performed by an administrator. Sign out and sign in as
an administrator or contact one of your organization’s administrators.] »FE4& L £ 9

BE

MEAANRE] - ASBEHET ) r—>ay] BET AT A9 YU v o L, MicrosoftDEE TH A 4 »EERTHR, BE 2D [Z0fh
DFEAMIER: ] ICUATHAHAINET,

AADSTS90093: This operation can only be performed by an administrator. Sign out and sign in as an administrator or contact
one of your organization’s administrators.
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HURBDFEZAN. Y121 RICEENRELELR.
EL<REREFHELELE.

TSR

Correlation ID: cf757ed3-Bee2-4278-867a-5a099ef32916

Timestamp: 2015-07-29 04:16:187

AADSTS90093: This operation can only be performed by an administratar. Sign
out and sign in as an administrator or contact one of your organization's
administrators.

REH

Microsoft Azure AD EICHER L7727 TV —2a v OERD M7 7)) r—>aviidd 237 ZREFA] BA—RI1—YTRET7 IV EAHFE
BRWEDICAR > TWBAREELH Y £ T,

POIYAPr

WRRI—THHFEL TLRIV, F##MllE Microsoftit OLUTORFa Xy hESBLTIEIL,
BREBAICOWCRE [ 7AVr—2 3 >DEREZETS ] #5RBLTIREIV,

= Office 365 application manifest and permission details : https://msdn.microsoft.com/office/office365/HowTo/application-
manifest

TAADSTS90093: Calling principal cannot consent due to lack of permissions.] &£ L X9

BR

MEASRE] - TASEET7 ) r—>av ) BET (BRI RY V0 v L, Microsoft DEIEITH A ¥4 ¥ &E{TH. BEE MO [Zofth
DEAMIER: ] ICUTFAEAINFET,

AADSTS90093: This operation can only be performed by an administrator. Sign out and sign in as an administrator or contact
one of your organization’s administrators.
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HURBDFEZAN. Y121 RICEENRELELR.
EL<REREFHELELE.

TSR

Correlation ID: a69a6fb4-56eb-decc-aal8-8154892e5407

Timestamp: 2015-07-29 04:06:547

AADSTS90093: Calling principal cannot consent due to lack of permissions.

RE

Microsoft Azure AD EICHER L7727 TV —2a v OERD M7 7)) r—2a i3 77 ZREFA] BA—KI1—FTET7 I/ AHFE
BRWEDICAR > TWBAREELH Y £ T,

X7 A

WD —THHFELTLRIV, F##llE Microsoftit OLUTORFa XY hESBLTIEIL,
BREBAICOWCRE [ 7AV r—2a>DEREZETS ] #5RBLTIREIV,

= Office 365 application manifest and permission details : https://msdn.microsoft.com/office/office365/HowTo/application-
manifest

IZ—AyvE—IUNHNIND

UTFDIS— Ay tE—UNHAINEBEOFLFERICOVWTOFEME I AvEz—20—-R) 77002 ] 28RLTLLEI Y,

= [E.IWP.OAUTHCLIENT.PROCESSOR.00008] 77 X b—2 v DFTHFIC, RBAH—NLYIS—MREAINF LA, error =
unauthozed client

= [E.JWP.OAUTHCLIENT.PROCESSOR.00008] 77 A h—2 Y OFTHFIC, B Y —NLYITS—RMINF LA, error=
invalid_client

»  [E.IWP.OAUTHCLIENT.HTTP.00003] HTTP@{E DALIBICKEA L % L 7=,

= [E.IWP.OAUTHCLIENT.PROCESSOR.00001] 77 2A =9 Y L ARV ZADEAXAHNFRIETT,

= [E.IWP.OAUTHCLIENT.PROCESSOR.00017] #§E® 7O/ 1 ¥5@RIIEHR— b LTWEHE A, providerType = NOT_office365

= [E.IWP.OFFICE365.COMMON.O0005] BELMWIS—L ARV R&ZELF L/, statusCode = 401

= [E.IWP.OFFICE365.0NEDRIVESAPI.00008] HTTP&SICKM L £ L%,

F7-. Microsoft¥t i L TW 3 Office 365 OH 4 V1 VEIETIH IS —FKERIC, UTOLI ICBEEAICTIS —RABIRRINET,
RRINDIZT—HNBEAND I ETRAEHBHEN AT ZABEENHY 7,
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http://www.intra-mart.jp/document/library/iap/public/iap_message_code_reference/texts/im_office365/E_IWP_OFFICE365_ONEDRIVEAPI_00008.html
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Timestamp: 2015-07-29 04:06:547

AADSTS90093: Calling principal cannot consent due to lack of permissions.
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<included>
<appender name="0OAUTH_CLIENT_DEBUG" class="ch.qos.logback.core.rolling.RollingFileAppender">
<file>${im.log}/platform/oauth_client/oauth_client_debug.log</file>
<append>true</append>

<!I--
<rollingPolicy class="ch.qos.logback.core.rolling.TimeBasedRollingPolicy">
<fileNamePattern>
${im.log}/platform/oauth_client/oauth_client_debug-%d{yyyy-MM-dd}.log
</fileNamePattern>
</rollingPolicy>
-—>

<rollingPolicy class="ch.qos.logback.core.rolling.FixedWindowRollingPolicy">
<fileNamePattern>${im.log}/platform/oauth_client/oauth_client_debug%i.log</fileNamePattern>
<minindex>1</minindex>
<maxIndex>5</maxindex>

</rollingPolicy>

<triggeringPolicy class="ch.qos.logback.core.rolling.SizeBasedTriggeringPolicy">
<maxFileSize>10MB</maxFileSize>
</triggeringPolicy>

<encoder class="ch.qos.logback.core.encoder.LayoutWrappingEncoder">
<layout class="jp.co.intra_mart.common.platform.log.layout.OutputStackTracePatternLayout">
<pattern>[%d{yyyy-MM-dd HH:mm:ss.SSS}] [%thread] %-5level %logger{255} %X{tenant.id} %X{log.id}
%X{request.id} - [%X{log.message.code}] %msg%nopex%n</pattern>
<enableOutputStackTrace>true</enableOutputStackTrace>
<stackTraceDir>${im.log}/platform/oauth_client/exception/</stackTraceDir>
<stackTraceFilename>'exception_'yyyy-MM-dd_HH-mm-ss' %logld.log'</stackTraceFilename>
</layout>
<immediateFlush>true</immediateFlush>
</encoder>
</appender>

<logger name="jp.co.intra_mart.system.oauth.client.http" additivity="false">
<level value="debug" />
<appender-ref ref="OAUTH_CLIENT_DEBUG" />

</logger>

<!--
<logger name="jp.co.intra_mart.system.oauth.client.service" additivity="false">
<level value="debug" />
<appender-ref ref="OAUTH_CLIENT_DEBUG" />
</logger>
-—>

</included>

(] D
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)0 5%E 2015F8R1H R CRIREZMEEL TWET,

OAuth 2.0

. [The OAuth 2.0 Authorization Framework]

https://tools.ietf.org/html/rfc6749 (English)
http://openid-foundation-japan.github.io/rfc6749.ja.htm| (BHA:E

Microsoft Azure

. [Azure AD T® OAuth 2.0J

https://msdn.microsoft.com/en-US/library/azure/dn645545.aspx (English)
https://msdn.microsoft.com/ja-jp/library/azure/dn645545.aspx (HZAEE
https://msdn.microsoft.com/zh-CN/library/azure/dn645545.aspx (#1XX)

. [EREIa— K5 70—)

https://msdn.microsoft.com/en-US/library/azure/dn645542.aspx (English)
https://msdn.microsoft.com/ja-jp/library/azure/dn645542.aspx (HA:EE
https://msdn.microsoft.com/zh-CN/library/azure/dn645542.aspx (#$3X)

. [OAuth 2.0 TOITS—ME]

https://msdn.microsoft.com/en-US/library/azure/dn645540.aspx (English)
https://msdn.microsoft.com/ja-jp/library/azure/dn645540.aspx (HZEE)
https://msdn.microsoft.com/zh-CN/library/azure/dn645540.aspx (#1XX)

. lAuthorization Endpoint Errors ]

https://msdn.microsoft.com/en-US/library/azure/dn645544.aspx (English)
https://msdn.microsoft.com/ja-jp/library/azure/dn645544.aspx (HZEE)
https://msdn.microsoft.com/zh-CN/library/azure/dn645544.aspx (#H32)

. [Token Issuance Endpoint Errors ]

https://msdn.microsoft.com/en-US/library/azure/dn645548.aspx (English)
https://msdn.microsoft.com/ja-jp/library/azure/dn645548.aspx (BHAEE)
https://msdn.microsoft.com/zh-CN/library/azure/dn645548.aspx ($3X)

. [Errors from Secured Resources ]

https://msdn.microsoft.com/en-US/library/azure/dn645539.aspx (English)
https://msdn.microsoft.com/ja-jp/library/azure/dn645539.aspx (BHAGE
https://msdn.microsoft.com/zh-CN/library/azure/dn645539.aspx ($3X)

Office 365

. lOffice 365 API reference]
https://msdn.microsoft.com/en-us/office/office365/api/api-catalog

. [Office 365 OneDrive REST API|
https://dev.onedrive.com/README.htm

. [Office 365 application manifest and permission details ]
https://msdn.microsoft.com/office/office365/HowTo/application-manifest

. lOffice 365 OAuth Sandbox]

https://oauthplay.azurewebsites.net/
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[Office 365 API AF9 - #\& I Blog

http://blogs.msdn.com/b/tsmatsuz/archive/2014/06/02/office-365-api-programming.aspx
[Azure Active Directory & i3 (ERIZE(E) - #2305 M Blogl
http://blogs.msdn.com/b/tsmatsuz/archive/2012/09/01/windows-azure-active-directory-aad-basics.aspx
[Azure Active Directory ® Common Consent Framework (Client {8l) - ¥ B Blog|

http://blogs.msdn.com/b/tsmatsuz/archive/2014/04/02/microsoft-azure-active-directory-user-consent-administrator-
consent-for-multi-tenant-application.aspx

[Azure Active Directory ® Common Consent Framework (Service f8l) - #Al5 [l Blog]

http://blogs.msdn.com/b/tsmatsuz/archive/2014/05/27/microsoft-azure-active-directory-consent-ui-permissions-asp-net-
web-api-programming-and-impersonation.aspx
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