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OJ4vR=y70 OJ4 VEEmBAD jp.co.intra_mart.security.user.login_page FTI7AINNTFVR
N4 R—I 2B % B

BLEY,

DOIZMNERTO 0OJ4 VERTIFIGE  jp.co.intra_mart.security.user.login_request_analyzer O%7 4 VEFICIEES
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T4 VIEREREL
E3

15


http://www.intra-mart.jp/document/library/iap/public/setup/iap_setup_guide/index.html
http://www.intra-mart.jp/document/library/iap/public/setup/iap_setup_guide/texts/appendix/tenant_resolution/index.html
http://www.intra-mart.jp/document/library/iap/public/setup/iap_setup_guide/texts/appendix/tenant_resolution/index.html#common-request-based-tenant-resolve-function

intra-mart Accel Platform — FREE{t4#kZ 554hk 2016-04-01

JTang 5% BE ERARA > b HNEDFF> b
REEHHESON RETIONCMIEN  GREETONA YOEMERE L TES 074 VEICIEES
14 AT 37D MEH nr=r+>h
EETVWET,
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FET 5 EATRETT,

TST4 v DERRICOWTIE, T PluginManager®APIRFa x> b | #BBLTLREIN,

RETANAY - TSTAVIE, ThTNERBRET DI ENAETT,
BHBREINTVWRBEOEMEICOVWTIE, ERETONAY - TS5 /4A VOERESBLTIEIL,
HLWEREETANA Y - TS5 514 VAER L THEIE. BURIBFE CTEITINSGLIICEREEAT>TLEI Y,
REETONAY - TS T4 VO

B7ONA TOHMERERRICOVWTUTOIBICHBELES,
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074 YERRRHICXESNLY TR MERERIFL T, O/ VIERERELET,

O74AVIEREZEERETSHIET, OVAVHBOOT =LY A LY —VEBRETHIENTEETT,
074 VIBROFEMICOWTIE, T LoginRequestinfo 75 2ZM APIRF 2 XV b ] #HBBLTLEIWL,

ZITHREINLOTA VIERIZ. VI TR MZA—=% Tim_login_infol ZFALTOY A VLRI SHINET,

BEOMEPY VTR MERTONA IDRBREINTWDBIHA, TI3TMVELTREINEIBERICTONS IHBRITINET,
IEE%=ER L EEEELVCRELZT>TIRIW,

A1V T T—RAESH

package jp.co.intra_mart.foundation.security.certification.provider;
public interface RequestAnalyzer {

Logininfo parseRequest(LoginRequestinfo logininfo, HttpServlietRequest request);

}
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251 318D logininfo DWERTONRTF A 2#ZBL T, TOFFERANTEIIEEBELTVET,
BHOMEAY VTR MEFTONA IHEREINTLBIHE. BRI L logininfo (&, RICEITINZ TONNM 5 DE1518& LTH
AInhzxd,

BEZONAS

BRETONA FIEHY FH A,

EEHVTIL

)T KIS %x—4 [sample_home_url] 5054 VIERICK—ALAURLERET 29V TILTY,

= Y7 Java I—FK

package sample;
public class SampleHomeUrlRequestAnalyzer implements RequestAnalyzer {

@Override
public Logininfo parseRequest(LoginRequestinfo logininfo, HttpServletRequest request) {

N O EEFRAFICY VTR MNGX =805 5—AURLIEHREREL F T
String homeUrl = request.getParameter("sample_home_url");

if (homeUrl != null && 'homeUrl.isEmpty()) {

/) O04 NERICREL F T
logininfo.setHomeUrl(homeUrl);

}

return logininfo;

s BYTNTSTAVERET A

<?xml version="1.0" encoding="UTF-8"?>
<plugin>
<extension point="jp.co.intra_mart.security.user.initial_request_analyzer">
<initial_request

name="Sample Initial RequestAnalyzer"
id="sample.programming_guide.initial_request_analyzer"
version="1.0"
rank="200">

<request-analyzer-class>sample.SampleHomeUrlRequestAnalyzer</request-analyzer-class>
</initial_request>

</extension>
<plugin>

BI04 VIEREBEHICEDETEHL. BEHLAOTA VERERNTZLDIICLET,
ZZTHRELALBRIEZ. OJ4 VEECTREIhTCOV M VLEBICE ES#INET,
DOITZNERTONAY

O74 VEITFEBIGEEINLZY VI MEREMBTL T, OV 1 VIBRERELZ T,

O74AVIEREZEERETSHIET, OVA VHBOOT =LY A LY —VEBRETHIENTEETT,
074 VIBROFEMICDOWTIE, T LoginRequestinfo 75 2ZM APIRF 24X kb ] #HBBLTLEIW,

TSUAVELTREINALIBERZRICTONA IHAERTINET,
IEEAZELIEESLIVREET>TLEI Y,

A1V T T—RAESH
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[ 2087 £ T2 MW7 O/N7 5] ERCAYS T T—RARALET.
EEIONA S

REITRE (—1—TH)
= jp.co.intra_mart.system.security.certification.provider.impl.StandardLoginRequestAnalyzer
PUBETE S

UTFOEHREZY VTRAMNSA—SNSBELTOTS VERICRELE T,

BEER DITRAMRSA—5%
aA—%3—F im_user

IR T—R im_password
BRHER—I R im_url

BRENR—UNRITE, OTA VRICEBTZR—VDURLMEETE X T, AT A MOURLDIBZE, SFTINY A MDHEBH
BETY.
FAINTWARWY A FDFEIR. BRER—INRNIAFHREI NI A,

HNERY A MDFAIFREICDOWTIE, TEREZ7 740U 77 LR - [EREEAERR—YURLEFAT ) 2 REEE] 2SR LTI,

BRER—INRRICLZEBEEMCTZEEE. [BET77A4IL)T77LVR] - TDOTZRSSA—HILL2EEERY R— K
DEEO7 A4 VE)] Z25RLTLREIN,

REH T
BEDIP?Z RLADSTIEAINEIBE, NRAT—REBRETICRIEEAICRETEH Y TILTT,
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package sample;
public class SampleCheckIPAddressRequestAnalyzer implements RequestAnalyzer {
private static final String TRUSTED_ADDRESS = "192.168.1.2";

@Override
public Logininfo parseRequest(LoginRequestinfo logininfo, HttpServletRequest request) {

/) TPOCRLESZA T ADIPZ LR ERELET,
String address = request.getRemoteAddr();

if (TRUSTED_ADDRESS.equals(address)) {
/ HEDIPTZ KLIDST IR IN/EHE RAFHRELFET,
/] /YR T — FEEGFAEEIZ{T LV E A,
N EEL, A—FI—RDBBVEE ThHD Y MEBEIREFTE RV DT S—ICAYET,
logininfo.setDoneCertification(true);

}

return logininfo;

}

s BUTNTSTAVEET7AIN
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<?xml version="1.0" encoding="UTF-8"?>
<plugin>
<extension point="jp.co.intra_mart.security.user.login_request_analyzer">
<login_request
name="Sample RequestAnalyzer"
id="sample.programming_guide.request_analyzer" version="1.0" rank="50">

<request-analyzer-class>sample.SampleCheckIPAddressRequestAnalyzer</request-analyzer-

class>

</login_request>
</extension>
</plugin>

o4 VEREBHICEDETCEHRL. BHLAZOTA VIERERMNTELIICLET,
SEETONA SRR RFTHETZERIE,. coTONRM 5 TO5M VBERICEELTLEIL,
BEIONAFTIE, O/ VERICZI—HO—R, RZAT7—R, BBER—IYNRRAEZELTVWET,

Fr, YU TILDESICERIEEHERE (logininfo.setDoneCertification(true)) %175 2 & T, REHLIEA R F v 7§25 2 &M AAE

TY,
ZTOHBAETEHR) AT RETINET,

REETANA Y

AJA viERGEEFBL T, EROFALEZEITLET,
FEEERICE Y, UTFDI—RZRIMLTLEI L,

R BIATONRM ORI —K

BHIO— K Y

CertificationStatus.CR_OK FREEICAIN L7356

CertificationStatus.CR_NG AALEBERIEES> TWBHRET, RLICKBLEHE
CertificationStatus.CR_ERROR RIBLQEDERT, REANEITTIRWVEE

OJ74 AR EHESWIGE, SBESONA FRETINERA, #ELKR [ —Rz—YoOors 1 0EZ0— |

D T GGAPI) - T o772 | ZBRLTIEIW,

AV TI—RAESE

package jp.co.intra_mart.foundation.security.certification.provider;
public interface UserCertification {
CertificationStatus certification(LoginIinfo logininfo, Accountinfo user, HttpServletRequest request,

HttpServletResponse response);

}
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NRAT—RREARIC Ny > aib] Z2FIELTWBIHEE,. BIEDAccountinfor 5827 — KEEZRBTE A,
I null ASRY F9,

LoginInfo ICIEEINTWB/RRT— NIIH L TREETVWEWEEIE. [ AccountPasswordAdapter 7 5 Z2® API R
FaAvh ] ZRALTLEIW,

BEIONA Y
KRV FRE (—KR1—FH)

= jp.co.intra_mart.system.security.certification.provider.impl.StandardUserCertification
IR E

OJ7A4VIBRETHY Y MEROI—HFI—K, "R —RELBELET,
aA—HI—R, RRT—=RKRHIKREE (nul) OBEIETS—ERYET,

REH VT
A—YPAALENRRT—RETHIY RDNRRT—RELRBT YV TILTT,

= YU Java I—FK

package sample;

import javax.servlet.http.HttpServietRequest;
import javax.servlet.http.HttpServietResponse;

import jp.co.intra_mart.foundation.admin.account.model.Accountinfo;

import jp.co.intra_mart.foundation.admin.account.password.AccountPasswordAdapter;
import jp.co.intra_mart.foundation.admin.exception.PasswordException;

import jp.co.intra_mart.foundation.security.certification.CertificationStatus;

import jp.co.intra_mart.foundation.security.certification.model.LoginInfo;

import jp.co.intra_mart.foundation.security.certification.provider.UserCertification;

public class SampleAccountPasswordUserCertification implements UserCertification {

@Override
public CertificationStatus certification(final Logininfo logininfo, final Accountinfo user, final
HttpServletRequest request, final HttpServletResponse response) {
final String userCd = logininfo.getUserCd();
final String password = logininfo.getPassword();

final AccountPasswordAdapter adapter = new AccountPasswordAdapter();
try {
/N THT> kDN T — NEDFEEETWET,
if ('adapter.collate(userCd, password)) {
/) INR T — R —2 L 7LV 7=DNG ZREI L £ T,
return CertificationStatus.CR_NG;
}
} catch (final PasswordException e) {
e.printStackTrace();
/5D DER TN T — ROEEICKM L 7=/ T 5 —5RH L F T,
return CertificationStatus.CR_ERROR;
b

/] INXT— RDIREICHKTI L 727 800K Z &AL & 7,
return CertificationStatus.CR_OK;

s BYTNTSTAVERET A
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<?xml version="1.0" encoding="UTF-8"?>
<plugin>
<extension point="jp.co.intra_mart.security.user.certification">
<certification
name="Sample UserCertification / UserCertificationValidation / UserCertificationListener"
id="sample.programming_guide.user_certification" version="1.0" rank="50">

<!-- UserCertification -->
<certification-class>sample.SampleAccountPasswordUserCertification</certification-class>

<!-- UserCertificationValidation -->

<certification-validation>
<validation-class>sample.SampleAccountPasswordUserCertificationValidation</validation-class>

</certification-validation>

<!-- UserCertificationListener -->

<certification-listener>
<listener-class>sample.SampleMailAlertUserCertificationListener</listener-class>

</certification-listener>

</certification>
</extension>
</plugin>

(] D
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FAFZONT S ERAYT BODREHEEZTVWET,
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%EEE%#%JETD/W Slg, BEETONA T ER L7°774 VEREICRRE L. TORMTONA Y EZGHEDORFELET,
CEREE AN FITR LT, EHRET B EHNFARET
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1V I T—AESH
package jp.co.intra_mart.foundation.security.certification.provider;

public interface UserCertificationValidation {

boolean validate(LoginInfo logininfo, Accountinfo user, HttpServletRequest request, HttpServletResponse
response);

}

NRAT—RREARIC Ny > aib] 2FHLTWBIHE. BIEOAccountinfor 5/ 7 — NEAZERBTE A,
I null pHRY £9,

ZRETONAY
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package sample;

import javax.servlet.http.HttpServietRequest;
import javax.servlet.http.HttpServietResponse;

import jp.co.intra_mart.foundation.admin.account.model.Accountinfo;
import jp.co.intra_mart.foundation.security.certification.model.LoginInfo;
import jp.co.intra_mart.foundation.security.certification.provider.UserCertificationValidation;

public class SampleAccountPasswordUserCertificationValidation implements
UserCertificationValidation {

@Override
public boolean validate(final LoginIinfo logininfo, final Accountinfo user, final HttpServletRequest
request, final HttpServletResponse response) {

[ SRTFATOANT A DEY D TIDTH D> MV T— RICSk BIEEE1T D586 7’ O/N1 &Y K—h T30 4H
ELFET,
final boolean result = Boolean.getBoolean("sample.account.password.support");

return result;

s BTN TSTALAVERET A

<?xml version="1.0" encoding="UTF-8"?>
<plugin>
<extension point="jp.co.intra_mart.security.user.certification">
<certification
name="Sample UserCertification / UserCertificationValidation / UserCertificationListener"
id="sample.programming_guide.user_certification" version="1.0" rank="50">

<!-- UserCertification -->
<certification-class>sample.SampleAccountPasswordUserCertification</certification-class>

<!-- UserCertificationValidation -->

<certification-validation>
<validation-class>sample.SampleAccountPasswordUserCertificationValidation</validation-class>

</certification-validation>

<!-- UserCertificationListener -->

<certification-listener>
<listener-class>sample.SampleMailAlertUserCertificationListener</listener-class>

</certification-listener>

</certification>
</extension>
</plugin>

[l D
REETONA FERAYT 2 ODRUEIRELET,
RETANA FORBYT BRAARP Y R—PINTWEH R EERBLET,

HREINFRIRGHUETONA Y OURIBERD true THIBEIC, FEHEORRERZRBRIATOANAY (MY TVTS 54 V%
E7 71 ILDHEIE. sample.SampleAccountPasswordUserCertification ) A"FIHI N E T,
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SREFAPIE. 1 DD RS VYo a Yy TUBINET,
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SRAAPI | - T o221 > ] #BRLTKREI,

ALY R E. BHORETONA IDRBREINTVWRHEIL. FEDORETANA IHPRTINAEZIDHFERTIND LI ITHET
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TSTAVERET 7AIVIC, BETO/1 4 (<certification-class>) &ty NTHRELET,

(FxEHI]

<?xml version="1.0" encoding="UTF-8"?>
<plugin>
<extension point="jp.co.intra_mart.security.user.certification">
<certification
name="Sample"
id="sample.certification"
version="8.0"
rank="100">
<certification-class>sample.certification.SampleUserCertification</certification-class>
<certification-listener>
<listener-class>sample.certification.SampleCertificationListener</listener-class>
</certification-listener>
</certification>
</extension>
</plugin>

(4] [»]
. 2TOFRETONA S TEITTIHE
TSTAVERET 7ML, BETO/N1 4 (<certification-class>) %R EIICHRELZF T,

(REH]
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<?xml version="1.0" encoding="UTF-8"?>
<plugin>
<extension point="jp.co.intra_mart.security.user.certification">
<certification
name="Sample"
id="sample.certification"
version="8.0"
rank="100">
<certification-listener>
<listener-class>sample.certification.SampleCertificationListener</listener-class>
</certification-listener>
</certification>
</extension>

</plugin>
(4] D
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PHYYRIAVFHERAMIDWTCI, T 72€RIVFFRAMBE | -T7HY9 Y IVFTFERN | 25RBLTLE

Iy,

() m N
—R 21— ORIBEDRIL Y R T AT 2BEE,. —BI—T 0RO 1 VORI 2+ OREETD 2 & R
LTLEEL,
BMlE. T BHIOS1 CEEFYRF ] EBBLTIEIL,

O

package jp.co.intra_mart.foundation.security.certification.provider;
public interface UserCertificationListener {

void doCertification(CertificationStatus status, LoginInfo logininfo, Accountinfo user, HttpServietRequest request,
HttpServletResponse response);

}
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package sample;

public class SampleMailAlertUserCertificationListener implements UserCertificationListener {

@Override
public void doCertification(CertificationStatus status, LoginInfo logininfo, Accountinfo user,
HttpServletRequest request, HttpServletResponse response) {

if (status != CertificationStatus.CR_OK) {

V) BHIX —INEEHLFT,
StandardMail mail = new StandardMail();
mail.setFrom("iap@example.com");
mail.addTo("admin@example.com");
mail.setSubject("O & 1 »@");
mail.setText("2—1 : " + logininfo.getUserCd() + " @A 71 VIZKKL £ L, "),
/] BHIX —NEEELFT,
MailSender sender = new JavaMailSender(mail);
try {
sender.send();
} catch (MailSenderException e) {
e.printStackTrace();
¥

s BYTNTSTAVERET I

<?xml version="1.0" encoding="UTF-8"?>
<plugin>
<extension point="jp.co.intra_mart.security.user.certification">
<certification
name="Sample UserCertification / UserCertificationValidation / UserCertificationListener"
id="sample.programming_guide.user_certification" version="1.0" rank="50">

<!-- UserCertification -->
<certification-class>sample.SampleAccountPasswordUserCertification</certification-class>

<!-- UserCertificationValidation -->

<certification-validation>
<validation-class>sample.SampleAccountPasswordUserCertificationValidation</validation-class>

</certification-validation>

<!-- UserCertificationListener -->

<certification-listener>
<listener-class>sample.SampleMailAlertUserCertificationListener</listener-class>

</certification-listener>

</certification>
</extension>
</plugin>

(4] 0
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package jp.co.intra_mart.foundation.security.certification.provider;
public interface LoginPageProvider {

PageUrl getLoginPage(LoginInfo logininfo, HttpServletRequest request, HttpServletResponse response);

}

BEIONA Y
RV FRE (—KR1—FH)

= jp.co.intra_mart.system.security.certification.provider.impl.StandardUserLoginPageProvider
IR

PageManager.getPageUrl() APl ZFIFALC. OJ A Y R—=YDNRRERB/LET,
EEDOR—=I/NRZE, UTFICEREINTVWET,

7Y N894 7 =PC DIFE : <plugin/jp.co.intra_mart.certification.page.standard/plugin.xml>
7Y N9 47 =SP DFE : <plugin/jp.co.intra_mart.security.user.login_page.sp/plugin.xml>

APl DBIBUCHEET 52— 01— Rid. jp.co.intra_mart.foundation.security.certification.CertificationPage.LOGIN_PAGE T

j_o

REHV T

BHEDY I TR MZX—4 (custom) BEEINTWBIHEIIL, TITAVRET7AIDL, ATA Vv R=IDR=I/NRZEY

JIAMRSA—HEREBITEH VY SILTT,

= YY) Java I—FK
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package sample;
public class SampleLoginPageProvider implements LoginPageProvider, XmlInitParamable {

private String page;
private Map<String, String> params;

@Override

public PageUrl getLoginPage(LoginInfo logininfo, HttpServletRequest request, HttpServletResponse
response) {

/) A1 EEIFRTFICY OTRMSSGX—IDENRILOT 1 O R—NIGHR T S Ta|RZL F T,
String custom = request.getParameter("custom");

if (custom !'= null) {

if (page != null && page.isEmpty()) {
N TZ01REZ 71 NDIFED S, OT4 > N—2IEHReFRL F T
PageUrl pageUrl = new PageUrl(page, params);
return pageUrl;

}
}
/] HARHDIZEIE, EDMDTONT SICBFELFT,

return null;

@Override
public void init(Node node) {

// XmlinitParamable #EXE T3 ET. TS501VRETZ 7 ANDE S — NIERERETEET,
/TS0 RETZ 7 ANDSE, R—2/INREYIIIMINGX—SERELFT,
XmINode[] nodes = new XmINode(node).select("page");

this.page = nodes[0].getValue();

params = XmINodeConverter.createlnitParamMap(node);

YOTNTSTAVERET 7ML

e
it
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<?xml version="1.0" encoding="UTF-8"?>
<plugin>
<extension point="jp.co.intra_mart.security.user.login_page">
<page
name="Sample LoginPageProvider" id="sample.programming_guide.login_page"
version="1.0" rank="200">

<page-provider-class>sample.SampleLoginPageProvider</page-provider-class>

<page>/sample/login.jsp</page>
<init-param>
<param-name>foo</param-name>
<param-value>bar</param-value>
</init-param>

</page>
</extension>
</plugin>

Kl ID

BREA—Y 7Oy

OJ4 VRIEFISER T 2BEEOR—Y N\ ABEREMBLET,
Z ZTHEIN /AR IE, PageManager APl @ redirect() XV v KEFBLTY YA LI T BURLIBIRTT,

ST TBREBWAE, PageUrl 7 7V MIRELET.
PageUrl 7 7Y MM, VIIZRAMRSGA—HABZETEHIENTEET,
F7. POSTICL 2BREARETT,

IR LAWESIE. null 2RI Z2LHICLET,
ZTDHBE. TSTAVELTREINLROTONA FIAMBENB| AN T,

2TCD [ BEER—2T0O0/574 ] THERIIBTEAN>IBE. RIEAPUEITHY Y AV FHFRAMDE—LURLEREB L F
j_o

AV ITIT—RAES

package jp.co.intra_mart.foundation.security.certification.provider;
public interface TargetPageProvider {

PageUrl getTargetPage(Logininfo logininfo, HttpServletRequest request, HttpServletResponse response);
}

BETONA Y
EEIFRE (—H1—FA)
= jp.co.intra_mart.system.security.certification.provider.impl.StandardUserTargetPageProvider
IR
UTFDIEICR—JERERISLE T,

= OJA VERICBBER—VNRADNKREINTVWEIFAE, TOR—INRRAEELET,
= HTTPEY Y aVICBBERBBNIREINTWVWSEIHBE, TOR—INRNRERBLET,
= DB TEALSKLBE. null ZRELF T,
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EEHVTIL

YEOTA v A—HICH LTI TN HLR—VERRTBY Y TILTT,

= Y Java I—FK

package sample;

public class SampleWelcomeTargetPageProvider implements TargetPageProvider {
private static final String WELCOME_PAGE = "/welcome";

@Override

public PageUrl getTargetPage(final Logininfo logininfo, final HttpServletRequest request, final
HttpServletResponse response) {

N AEIOTA > 75 TERELET,

// 585F Y X # [SampleFirstLoginUserCertificationListener/ TH 5L, I I X MREL THEETET,
final String isFirstLoginFlag = (String) request.getAttribute("first_login");

final boolean isFirstLogin = Boolean.valueOf(isFirstLoginFlag);

if (isFirstLogin) {
return new PageUrl(WELCOME_PAGE);
}

/] SARHKDIFEIL, EDMDTO/NT FICHELFET,
return null;

s BTN TSTALAVERET A

<?xml version="1.0" encoding="UTF-8"?>
<plugin>
<extension point="jp.co.intra_mart.security.user.target_page">
<page

name="Sample TargetPageProvider" id="sample.programming_guide.target_page"
version="1.0" rank="200">

<page-provider-class>sample.SampleWelcomeTargetPageProvider</page-provider-class>

</page>
</extension>
</plugin>

(4] D
EETONA YDORH 70—

intra-mart Accel Platform OFREEY 2 — )L TREINTVWEI—RI—YEAEZEETIONS FICL BRI 7 O0—IXUTORY TT,
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<?xml version="1.0" encoding="UTF-8"?>
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<extension point="jp.co.intra_mart.page">
<page-config
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id="sample.certification.error"
version="8.0"
rank="90">
<I-- XY TINHARETIDBEDN—2TONT & -->
<page-provider-class>jp.co.intra_mart.system.page.provider.script.Standard)sspPageProvider</page-
provider-class>
<init-param>
<l--O04>TZ—DITZ>—~N—2ID -->
<param-
name>jp.co.intra_mart.foundation.security.certification.CertificationStatus.CERTIFICATION_ERROR </param-
name>
<I--ZEFBZLZ—N—JD/NX-->
<param-value>/sample/certification/error/certification_error_page</param-value>
</init-param>
</page-config>
</extension>
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<?xml version="1.0" encoding="UTF-8"?>
<plugin>
<extension point="jp.co.intra_mart.security.user.force_login">
<certification
name="Sample"
id="sample.certification"
version="8.0"
rank="100">
<certification-listener>
<listener-class>sample.certification.SampleCertificationListener</listener-class>
</certification-listener>
</certification>
</extension>
</plugin>
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