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package jp.co.intra_mart.system.security.certification.provider.ldap;

/**

* —fg 7 —1FH LDAP SREFRFHE 7' O0/V1 ¥<BR>

=

public class LDAPUserCertificationValidation implements UserCertificationValidation {

/** LDAP SEEFISER DA > X I EREML F T, */
private LDAPContextinfoModel contextinfo;

/**

*JURRNZ O —

)

public LDAPUserCertificationValidation() {

// LDAP SZEFIS#3RET I & 1FE L £ T,
this.contextinfo = LDAPContextinfoBuilder.buildLDAPContextinfo(null);

¥

/**

* LDAP SZFE Y —/NDFIF AT H & HE L & 7
*/

public boolean validate(LoginIinfo logininfo, Accountinfo user, HttpServletRequest request,

HttpServletResponse response) {
// LDAP FEFFDFUFATEEN E D D E AL, #gRERLET,
return this.contextinfo.isEnable();

}

RERBRAEEZSRBLT, BAEY 21— IILOFAATEZHEL TLEIL,

REETONA Y
LDAP H—NNICEREIZ VWA HhE 2 NIEBEEEL £,

SR —NNADBWAEDEIEL JNDIAPI ZFB LTI I ENTEZT,
HELWERICDOWTIE, IDKD APl RFa XY hEBBLTLEIW

javax.naming.directory.InitialDirContext.InitialDirContext

LUFIC LDAP FEEEY a— )b TREINZEBHATONI DY —20—EHEHlIRL T,
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package jp.co.intra_mart.system.security.certification.provider.ldap;

/**
* —iR 7 — 1M LDAP 584F 7°0/V1 ¥<BR>
&/

public class LDAPUserCertification implements UserCertification, XmlInitParamable {

/** LDAP FZEFIEERD 1 > X 9 > X EHML E T, ¥/
private LDAPContextinfoModel contextinfo;

/**

* 32— 00 VG DEIE E 1TV F T, <BR>
&/

@Override

public void init(Node node) {
// LDAP SZEFIERETNEHHEL E T,
this.contextinfo = LDAPContextinfoBuilder.buildLDAPContextinfo(node);

}

/**

* LDAP ZZAFY —/\ICBAFEHAEL £ T
%

855k 2015-12-01

public CertificationStatus certification(Logininfo logininfo, Accountinfo user, HttpServletRequest request,

HttpServletResponse response) {

// BRE I/ LDAP GREF S —/NDHE N —TIHE T,
for (LDAPServerinfoModel serverinfo : this.contextinfo.getLDAPServers()) {

DirContext dirContext = null;

try {
/| BRET B/=DDREERFLFT,
dirContext = new InitialDirContext(serverinfo.getSearchEnvironment());

N REZ 1 NEICA—YT—FERELFET,

String filter = serverinfo.getSearchFilter().replaceAll("\\?", logininfo.getUserCd());

// LDAP Ta1—Y%DRFEZETLFT,

NamingEnumeration<SearchResult> answer = dirContext.search(serverinfo.getBaseDn(), filter,

serverinfo.getSearchControls());

/| BFRRIGHET SO EHELFT,
if (answer.hasMoreElements()) {

SearchResult sr = (SearchResult) answer.nextElement();

/] A—YVDRFFREEIC/IN T — NDRFFF/TWNFE T,

N ADINIE/NR T — FEGZGFIE#HR E L TLDAP Y —/NIC5EEE E1kFE L F T

String name = sr.getName();

dirContext = new InitialDirContext(serverinfo.getCertifyEnvironment(name

logininfo.getPassword()));

/] S EFETHES LDAP SZAFEI L /e & LET,
return CertificationStatus.CR_OK;
}

} catch (CommunicationException e) {

/] BECIADFEELEBE T5—ELET,
return CertificationStatus.CR_ERROR;

} catch (NamingException e) {

o

/| 2—YDRE. F/EIR/VR T — FOIRFICK L 72155 RD LDAP Y —/NTRAFZE{TVE T,

continue;
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rerurn Cerurication>tatus.CK_NG;
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BWEDLEABRI—YI—RERODSAD > EIFEC/RRAT — RORIEIZEKR L 2B EICIE NamingException B EE L 9,
ZDHBEIE. ROBEEY — /N TRIEETO L D ICAE AR L TWET,

WIBRFERICELY ., UTFZRAMLET,

= FELERER
M MIBHER
A—YHEEL. RRT— RREESKII LGS CertificationStatus.CR_OK
TRTORBIAY —/NTIA—HHER - /SR 7 — BRI ATV, RIEICKB L I5E CertificationStatus.CR_NG
BEIS—RETLDAP —N\DT7 2 ZRIKB L IHE CertificationStatus.CR_ERROR

CZTCHIELTEBLTVWEY —RTIE, EEDY —XOERAERPIEZEE L TVWET,
Bz (X, InitialDirContext M % O— XAIBILEER L TWEH Ao

REETONAY - TSTA U HEET B

plugin.xml DOERK
plugin.xml ={E L £ 9,

SOk, BETONS TDATTDT, UTFD1D2DHEER L., [EBEETONA 4] . [RHAFEHETONA 4] & LTL
72X,

<?xml version="1.0" encoding="UTF-8"?>
<plugin>
<extension point="jp.co.intra_mart.security.user.certification">
<certification
name="standard"
id="jp.co.intra_mart.security.user.certification.ldap"
version="8.0"
rank="90">
<certification-
class>jp.co.intra_mart.system.security.certification.provider.ldap.LDAPUserCertification</certification-class>
<certification-validation>
<validation-
class>jp.co.intra_mart.system.security.certification.provider.ldap.LDAPUserCertificationValidation</validation-
class>
</certification-validation>
</certification>
</extension>
</plugin>
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1 package jp.co.intra_mart.foundation.security.certification.sso;
2
3 import javax.servlet.http.HttpServietRequest;
4
5 Vaas
6 TN T DEEOT T I —PIERDREET O 8 7T —X T,
7 5
8 public interface SSOUserProvider {
9
10 )
11 * BEOJC>ETO 21— I— FERANLF T, <br>
12 ¥ I —YJ— NERFTELD o755 @null &AL E 7,
13 * @param request ¥—7L v AT P
14 * @return 2—%3J3— K
15 w5
16 String getUserCd(final HttpServiletRequest request);
17
18 }
RERE

MERETRBINZ TONNM FIdHY £H A,

REH VT

)Y TR KIRFA—% Tsample_user_code] 51 —HIO—R%ZEBL., SSOTBH Y FILTT,
aA—H%&Y VTR KNFA—% Tsample_user_code] & LTEEFETZ&ICLY, BEINTA VE2EBRLET,
BB, ADA—RR@EY Y TINTHBH, EFa)T15EEBLTVE A,

= HYvF)java I—NK

1 package sample;

2

3 import javax.servlet.http.HttpServietRequest;

4

5 import jp.co.intra_mart.foundation.security.certification.sso.SSOUserProvider;
6

7 public class SampleSSOUserProvider implements SSOUserProvider {
8 @Override

9 public String getUserCd(final HttpServletRequest request) {

10 N YWOIRINGX =G D 5550 21— J— NERiFLFT

11 final String userCd = request.getParameter("sample_user _code");
12

13 if (userCd != null) {

14 return userCd;

15 }

16

17 //null Z:8#19 2 & & TRID ZTO/NT SICIEEZZRETEET

18 return null;

19 }

20 }

YV TWNTSTAVERET A
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<?xml version="1.0" encoding="UTF-8"?>
<plugin>
<extension point="jp.co.intra_mart.foundation.security.certification.sso.user.providers">
<sso-user-providers
id="sample.programming_guide.sso_user_provider"
name="Sample SSO User Provider"
version="1.0"
rank="50">
<sso-user-provider class="sample.SampleSSOUserProvider"/>
</sso-user-providers>
</extension>
</plugin>

SID) VTR MEERADL, I—HIA—RFREBRMNTBEIICLET, null ZRFTZIET, BT 7A VICAWBEZET D&
NTEET,

2TOSSOI—HA—RTONA I TS T4 UM null ZBEAML7HE, RBFEELTTF 7 ERAINET,
SSOA—H#aA—RTONA Y TS T4 N FELABAWI—H¥ I — RERA LAIHE, intra-mart Accel Platform 2013
Winter(Felicia) & TIdREREE & L T7 22X I N, intra-mart Accel Platform 2014 Spring(Granada) LAED/X—2 3 > TiE
HTTP500 T3> —Il/Y £7,

T4V ELTRESNEIERICTONS IHNRTINET,
IEEZZEBLIEEELUVREZT>TLLEIL,

ENFREER 1T D 72 DICLAFDURLICZ 7 2R LTIV, 21— Taoyagil TAVA Y LTWNIEH Y FILIFELKEELTLWE
TO

= http://<HOST>:<PORT>/<CONTEXT_PATH>/home?sample_user_code=aoyagi

EER

SSOA—HIa—R7ONA FDOREICEVWTC, 21— O— NOBRBHENBZIHHTRETHDI L O RARIE. 52
DF4 EFF LS HYFHA, I—FI—RFDOBESILELITT—IYDRIABLESZEEZEE L/-REATI I EEHED
LEY,

- m e gl ok 1

= ZENOJA UBhIEREE BiFdAR
= ZEOJA VR RERETONAY - TSI
» ZEOJA UBEEEEEEMNLT 2 HE
» TEOJAVFIvIETOLTICOTA VAR ETD FE
» ERNICHER LR ONA Y TZEQT A VL EEEARIFT 2 5%
v ATV L AERUARBTONA §5IBRLAZEQ VA Y F oy V& THORMTANA Y%K T S
«  RT7T v 72 :pluginxml DEREEENMNT S

ZEOTA U BEHEEE BIfF IR
—EOJA UHI#IES ), BICO7M Y LTV 1P ERLLI—YI— KERALAJORE (F7599) o004 V&R
LT BHAETT, (ZEOJA VBHLHEE

T, YATLERBESLUT TV NEBEN I YOOI v RRESR - EWMLT oL R#LIT., (A1 vy ay
EIEHEE)
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—ED 7 ’f /Bﬁlt%ﬁb%*”ﬁﬁ Lfulw@le\uEmiitiLl—Fo)ﬁ{’F%ﬁ\'\ij-o

1. BWRERENE I MHEEITD,
= ZZTWebY—ERPHAEY 7 Iz 7ERKEY 12— LR EDHAEREEAPIZFIM L /ZRIAEEX"EO S 1 VhLE
HEEDORRATT,
s ZEOJA UHLEEENMEDRBESIREOOD VM VRENMTONhET,

2. QA VIERETAD Y MEROI—YI— R, RAT7—RKOLEEETD,
= OJAVERETHI Y NEBRIPERDIGEIE. CORRTRIANGTT,

3. TAR=IIATA VY Y 3 VBRI EFINTWEINTF v I %17,
= OJAYVEYYaVERIEET 2HEE. ZEO0J M V& LTERIENGTT,

4. OTA VNEB%EITS
5. A4 v Llia—HvonsM vty aviERET—IR—RICEHT B,
VN

OJ4 vty a vERKEOBERREICEL TR 772 NEEEREASA NI - DMty a vy z2EMNET
%] #BRLTKEI W,

TEOJA UM RERETOANA Y - TS T4
ZEOVA UHIEEERUTORETONA S - 54 v THBRINTWET,
- RETONAY
ERI TR
jp.co.intra_mart.foundation.security.login_session.certification.LoginSessionUserCertification
UL 33

Q74 VERET A Y MERODI—HIO— K, RRAT—RELEBRLET,
I—Ha— R, KZAT—RICEEVWHIRINIE O M vEyyaviERESEBLT, ZEAQJ/A Vv FzvI5T0WET,

= nu..\nE J Zj_
EEUIR
jp.co.intra_mart.foundation.security.login_session.listener.LoginSessionUserCertificationListener
B E

DRV RTFTTROTA VY aVERET —IR—ZA~NEHLET,
ﬂﬁi‘hfcl:l T4y avERIEI—YHPOTT I N LEGEYEY Y 3 VOEMBRISUINALIGESE. Ty a vhE
MR BFERTHIBRINE S,
“EOJA vk BN T 2 5%

—EN U4 UK BN L WEEIE. LT plugin.xml @ enable EHIC false %% intra-mart Accel Platform
EEELTREIV,

F7lE, IM-Juggling @ 7OY J MIUTD LS ICERE L <pluginxml> 7 74 )LAST plugin 7455270y hETF
ICIE—LT. WARZ 7ML EERLEBT7OA4 LTLEIW,

REAR
D 7’( jmﬂlh\DIE ) Xj__rb'-‘-‘

%CONTEXT_PATH%/WEB-INF/plugin/jp.co.intra_mart.security.user.certification.login_session/plugin.xml
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http://www.intra-mart.jp/document/library/iap/public/operation/tenant_administrator_guide/index.html
http://www.intra-mart.jp/document/library/iap/public/operation/tenant_administrator_guide/texts/basic_guide/basic_guide_19.html#%E3%83%AD%E3%82%B0%E3%82%A4%E3%83%B3%E3%82%BB%E3%83%83%E3%82%B7%E3%83%A7%E3%83%B3%E3%82%92%E7%84%A1%E5%8A%B9%E5%8C%96%E3%81%99%E3%82%8B
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<plugin>
<extension point="jp.co.intra_mart.security.user.certification">
<certification

name="standard"

id="jp.co.intra_mart.security.user.certification.login_session"

version="8.0"

rank="90"

enable="false">

<certification-

class>jp.co.intra_mart.foundation.security.login_session.certification.LoginSessionUserCertification</certification-

class>
<certification-listener>
<listener-
class>jp.co.intra_mart.foundation.security.login_session.listener.LoginSessionUserCertificationListener</listener-
class>

</certification-listener>
</certification>
</extension>
</plugin>

w0 s A RREE) R FERE

%CONTEXT_PATH%/WEB-INF/plugin/jp.co.intra_mart.security.user.certification.login_session_8.0.4/plugin.xml

<plugin>
<extension point="jp.co.intra_mart.security.user.force_login">
<certification
name="standard"
id="jp.co.intra_mart.security.user.certification.login_session"
version="8.0.4"
rank="90"
enable="false">
<certification-listener>
<listener-
class>jp.co.intra_mart.foundation.security.login_session.listener.LoginSessionUserCertificationListener</listener-
class>
</certification-listener>
</certification>
</extension>
</plugin>

. ZEOVA VSRS EMELTO A vy Y 3 VEBBEOAFIRAT 315481, OJ 4 VAR A FHRED
<certification-class> #3 XY b7 hLEREEY R T DHEMICLET,
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<plugin>
<extension point="jp.co.intra_mart.security.user.certification">
<certification
name="standard"
id="jp.co.intra_mart.security.user.certification.login_session"

version="8.0"
rank="90">
<!-- certification-class X 7O FNFTBEZEOTT > F v IIITPRAFEA.

<certification-
class>jp.co.intra_mart.foundation.security.login_session.certification.LoginSessionUserCertification</certification-

class>
-->
<certification-listener>
<listener-
class>jp.co.intra_mart.foundation.security.login_session.listener.LoginSessionUserCertificationListener</listener-

class>
</certification-listener>
</certification>
</extension>
</plugin>

“EOJAVFIvIETHLTICATA VB EITOHE

= =

UserCertificationManager # A L TOJ 1 VAEBARETT 2B EIC. forcelogin XV v R&FER L TEHEIO VA > %17 H
UTFOEBMAO VA VBRICRET 22T, ZEAVA VY F v 5 ThbTICOT( VBARTTZENTEET,

= HEREMR
im_login_session.certification.validation
= HRREMESE
false

EEHISILLTTY,

loginRequestinfo.setAttribute("im_login_session.certification.validation", "false");
UserCertificationManager.getinstance().login(loginRequestinfo);

BRNCVERR L7=ERsE 7 ANA ¥ TEO VA Ve A RIRT % A%

%ﬁ’ LL\WL\DIEH_tLhﬂm_g-%)f\_&)‘\—Eﬁ% L/f\—DIL\DIEj a/NA 9‘ 707 g4 T Egm| 74 /BEJJ:*FE%\E%%EET%) [ til’/L—Fo)VF%b\’ \%'C

ER
I Tl %27/ @ TLDAP 885l #FALERAEARO TONA FICZEATA v F oy U %BMT 2615 FAELRb S50

Lij_o
27w Tl ERUASREONA Y &R L2807 A Vv F oy V& THRMETONA Y5 EHRT %

%ﬁl,\,\muIEﬁ‘Uuﬂﬂ'R?‘ém.uEfEl/\/f'9%%&7?( LT, ZEAVA v F oy 0 TIRATANA Y =ERLET,
WATORINIENAKIN L cmE, ZEOJAVFIv VT2 L DICEELET,
ZEOJAVFIvIETD kti\ LUTFOAPIZERLET,

APIV S R4

jp.co.intra_mart.foundation.security.login_session.certification.DuplicationLoginChecker

e
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public class LoginSessionLDAPUserCertification extends LDAPUserCertification {
@Override
public CertificationStatus certification(final Logininfo logininfo, final Accountinfo user, final
HttpServletRequest request, final HttpServletResponse response) {
/] WRTT DERGEIEE FEIT L & T
final CertificationStatus status = super.certification(logininfo, user, request, response);
if (status != CertificationStatus.CR_OK) {
/] GRAERDIZEIE. TDF FFFAR 77— X EkAL F T,
return status;

}
/) ZEOS >Fz v 2ETVFET,
return DuplicationLoginChecker.certification(logininfo, user, request, response);

27w 72 : pluginxml ORE%EEBINT 5

pluginxml ICER LAZZEQ VA Y F v V5 TORETONA YDREELELE T,
F LW ARSI T B85 7O/ Y DRE %L L pluginxml OUTORBEZEBLET,

<certification> ® rank B
THED_EOV A VLRI TANA T LY ENIWNME (90KTH) #IEELE T,

<certification>/<certification-class>

jp.co.intra_mart.system.security.certification.provider.ldap.LoginSessionLDAPUserCertification
27y TITHERUARETONA T IS REZZELET,

<certification>/<certification-listener>/<listener-class>
jp.co.intra_mart.foundation.security.login_session.listener.LoginSessionUserCertificationListener

OJAY vy aveERTRL Y RTIVSREZH/ELET,

R EHI
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<?xml version="1.0" encoding="UTF-8"?>
<plugin>
<extension point="jp.co.intra_mart.security.user.certification">
<certification
name="standard"
id="jp.co.intra_mart.security.user.certification.ldap"
rank="80">
<certification-
class>jp.co.intra_mart.system.security.certification.provider.ldap.LoginSessionLDAPUserCertification</certification-
class>
<!-- ZEFIDGEEF 7 O/N1 80 F X
<certification-
class>jp.co.intra_mart.system.security.certification.provider.ldap.LDAPUserCertification</certification-class>
>
<l--O794>tyv>3 VgREERT S/=DDFHI X F 0 FX >
<certification-listener>
<listener-
class>jp.co.intra_mart.foundation.security.login_session.listener.LoginSessionUserCertificationListener</listener-
class>
</certification-listener>
<certification-validation>
<validation-
class>jp.co.intra_mart.system.security.certification.provider.ldap.LDAPUserCertificationValidation</validation-
class>
</certification-validation>
</certification>
</extension>
</plugin>

ER L7 Y 5 2 & pluginxml Z&®H7WART7 7 4 L E2ER LBT 704 %2175 & ZEOV A VHLEBEELNEEL £,
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