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HITL o NI4T

YTV MNIA TRBARBEOY TV I MW TV FORFOBEREHEEICPYRY §5HODOHHMATT, YTV b
ERTWTNLIDY TV YA FICBL, YTV MM THERBLTH TV FOEREKBREDEEEBATES LI
RoTWET,

A IMHEBEYRY TlRaEBB. &8, TV oI —T BEEWS7Y TV I ML TEABELTVWET, TDESD
RARBTINLDBEREY TV PELTRYRDI ZENTERLDICH>TVET,

YTV Y4 FIE SubjectType 1 V9 71— %5EET BjJavaV FATERZINE T, DV TRADEIEBIFLUTOL S 4
HDTY,

» BTV NS4 TDID, EMERET D
= TV MDEERKDBERERDITD
s BTV MOREDBEROAKRRAEIL, LV, BRETD

HITIVT I NI TDER

BTV MNIA TRIBBEIS LU TEREABMTEIEDNTEDLIICA>TWET, YTV I NI TEERTDLHICIE
SubjectType 1 Y9 7 x—RERELLISRE, YTV MNERITDDETINI S AEERT ZBRENHY T,

BT NIATRUTFDI S RERELET,

TERBHI T RE
jp.co.intra_mart.foundation.authz.model.subjects.SubjectType<T>

BBIMTIIY TV NDETIVISATY, TODETIVISRICIEEICENIEZHY FH-A, TTTEHELALAETIVISRAAFEAL
THY TV NEBRET O RYTEZIENTEDLIICARZDT, REE LTHEUTHNIET S r—2a v RETHERLTWSE
FDOIVSRAEZTDEEFALAEFI P RYBEVNZLLAZTLLD,

SubjectType& ¥ 7Y 10 hEFIL Y S ARIFIOBEETCEBINTVIBENBY T, OV TV o ho( T
EEFNERBTEIEETERVDOTEREL TSI,
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LERTEELAEISRIFEET7 7AIVICEE TSI & CTRAMBICRHIETET. UTOXML7 74 L &R LET,

T
%CONTEXT_PATH%/WEB-INF/conf/authz-subject-type-config/ fic ™

XMLZR F—<
%CONTEXT_PATH%/WEB-INF/schema/authz-subject-type-config.xsd

TERIFFHREMTYT., FieDL DT, subject-type E3R D type-class Btk ICH TV M9 14 TDEREV S X%, model-
class B ICETIVI SR %, THENRLBHMHI S RATHERLET,

<?xml version="1.0" encoding="UTF-8"?>

<p:authz-subject-type-config
xmlIns:p="http://www.intra-mart.jp/authz/authz-subject-type-config/"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://www.intra-mart.jp/authz/authz-subject-type-config/ ../../schema/authz-subject-type-

config.xsd">

<subject-type
type-class="jp.co.intra_mart.foundation.authz.subjecttype.im_master.ImRole"
model-class="jp.co.intra_mart.foundation.admin.role.model.Rolelnfo" />

</p:authz-subject-type-config>
YT MNIATOEBMICHIZ>TIERE TRARTOVSIVIHA R O 7920 MEEAHA K OF TFIEPLE
BREBOWTEBRLTWET, YTV I MM TEBMTIEITIEIELESBLTIREIW,

intra-mart Accel Platform DIB#MAREY 1 —ILEBRICBWTT 74NN M TA VAN —ILEIND YTV Ny A TOEMICD
WTI& Tintra-mart Accel Platform ICEFHh 2V 720 8917 #BRLTLLEIL,

HERILL > TEMBEDLZH TV I 4T

HEEHREFS. EERICEL > TEMHIEDLBHAIE. SubjectType 1 ¥4 7 = —X%KWEF % ChangeableNameSubjectType
AV 7—R%EFATEET,

ChangeableNameSubjectType 1 9 7z —R52FB LAY TV TV M9 14 TDFAE, BAREEE CRNRERGEBRET 5K
ICEEHICBR LB ERTT DI ENTEDLIICRY £,

ChangeableNameSubjectType (3 ZMOFRICEERZFERT DAY vy NERHLET, THhLUMIE SubjectType &R LT
3’0

TREMY T RE

jp.co.intra_mart.foundation.authz.model.subjects.ChangeableNameSubjectType<T>

VN
ChangeableNameSubjectType 4 >4 7 = — X & intra-mart Accel Platform 2013 Winter ™ 52# L TW &
ED

API

HI7O ) NEBICERT 2ERMRAPIEDBREEZRBALET, FMICBAL TFAPI) R 2SR LT REE W,

TER—S v A VARY Y ADEE

YTV NEBOEZERREEITD LHICTIE SubjectManager 7 S 2 &FERALE Y,
RE—VvVZR, 8L 777 MU ISRIELLTDEY TT,

IR=IYv ISR
jp.co.intra_mart.foundation.authz.services.admin.SubjectManager
IXx=Tv TP RY
jp.co.intra_mart.foundation.authz.services.admin.SubjectManagerFactory

RR=VVAVRI VAR T 7O M) VS AERALTIELET, 777 )JEBEEDT7 77 MY XAV Y REF>TWETDT,
UFDLSICLTHIELET,
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/| NR— A R X DERZ
final SubjectManager subjectManager = SubjectManagerFactory.getinstance().getSubjectManager();

APIZRIAALEY TV hDER

YTy bDER

BES TV MM TOEXF—XFUNSH TV ) MaBHFTBHBEREUTOLSICLEY, IMFBEYR S O1—4 aoyagi
EH TV MELTEETEZHTY,

/YT 81 TIDE EF—EHRESATY TS U fEELR
/| F—IERDEZ NGV T O M1 TDEZICLY ET

final SubjectManager subjectManager = SubjectManagerFactory.getinstance().getSubjectManager();
Subject aoyagiSubject = subjectManager.registerAsSubject("imm_user", "aoyagi");

PIVLI MIATICEBINDETINISREFoTCH TV I M aBETHIEETEET, TOESHRIE
%CONTEXT_PATH%/WEB-INF/conf/authz-subject-type-config
ICHNINTUVWAXMIZ 7ML TERINTWVWET,

IMHBY 29 DI-HDIFE. UTDLSICRYET,

// IM#: v X 8 DUserManager % Fff L T2 —1Y'DE 7/ & EZ
UserManager userManager = new UserManager();
|IUserBizKey bizKey = new UserBizKey();
bizKey.setUserCd("aoyagi");

User user = userManager.getUser(bizKey, new Date());

/| A—YDEFTNHEY T T fELR
Subject aoyagiSubject = subjectManager.registerAsSubject(user);

SubjectManager#registerAsSubject() IFBEICEHZINTVWERH TV I N2BEEH L LD ELAGE. BLHAERLET,
(ZZ—ICRY EHA)

HITVI NIN—TDESF

BTV POFUBREBFETIHERY T VLI MaR—IADSY TV NN —THERLET, LEETTENOY T
VY MR LERHRT. [EMFEE LRI OY TV NRGEEERT 2HTT,

N YT TI— TS B ER (HFZEDH) G L FT

I18nValue<String> name = new |18nValue(Locale.JAPANESE, " EH F 7z (FH1");

N YT kT — TS B (HFZEDH) Gk L T

I18nValue<String> desc = new I18nValue(Locale.JAPANESE, " EHZF 72 l&FEWTE");

/| LHDY 7T 0 p & EER
Subject uedaSubject = subjectManager.registerAsSubject("imm_user", "ueda");

’

// OR(S(imm_user:aoyagi),S(imm_user:ueda)) ® APl TDsC

Expression e = SubjectExpression.OR(SubjectExpression.S(aoyagiSubject), SubjectExpression.S(uedaSubject));
N RUREY TSI fIIN—TE L TES

SubjectGroup group = subjectManager.registerSubjectGroup(e, name, desc);
YTV NI —TORE
XY TV NI —TIDTORSETAET. FELRWEE, nullSEHIINET,

N YT kTN —TIDIC L BEREZ
SubjectGroup groupA = subjectManager.getSubjectGroup(group.getSubjectGroupld())

/) ZIC & B HTF

Expression e = SubjectExpression.OR(SubjectExpression.S(aoyagiSubject), SubjectExpression.S(uedaSubject));
SubjectGroup groupB = subjectManager.getSubjectGroupByExpression(e);

BTV Y N IN—T ORI BBHOER
15
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BTOTH NN —FOEHOREETHT 2HAERICTF—S v DAYy FEI—LLET,

N TN TI— TS B ER (HHE)
final 118nValue<String> name = new I18nValue(Locale.JAPANESE, " EMH & 7= (& 5#1");
name.put(Locale.ENGLISH, "ueda or aoyagi");

/ BEIDEFT
subjectManager.setSubjectGroupNames(subjectGroupld, name);

) BT N TI— TS BB (H%)
final 118nValue<String> desc = new |18nValue(Locale.JAPANESE, "FHZ /< (ZFMTI");
desc.put(Locale.ENGLISH, "aoyagi or ueda");

/] GREEDEFT

subjectManager.setSubjectGroupDescriptions(subjectGroupld, desc);
YTV NTIL—TOHIR
YTV MW —T%5EBRTDE, BRIZY TV MDY TV ML —THESBINTUWRITNIEERICHIRL F
3_0

/YT N TI—TERIG
subjectManager.removeSubjectGroup(group);

ARE

NDOXFIIRER
YTV MV —TREXFIE LERRREF >TVET, AIXIEUTOLDI BRFICAY £T,
S(imm_user:aoyagi)
S(.) YTV NERIATHY., imm_user FZDH TV bOY TV M4 THERLTWET, : FYUAIRIOYT
VI ML TILE>TEEINDIHRF T, EIVWIEXTAERERTZ2NMEY TV YA THRELETS,

ZOHIDBE. imm_user (F IMFEBTRY AHELTVWSI—HFIRIDY TV 941 FIDTT, : DAERID aoyagi IFZ D
YTV M4 TOEET 2F—BHRTT. COHEIE,. aoyagi EWHI1—HFI—REBKRLTWET,

F, HMIBEEFELTORANDNOT AMERATEFHT,

HET EZL

S HI7V 0 MeRTRA, FEMRICIE subject-type-
id:subject-id-string DR TH 72 = ¥ b & HBRIATEEAXF
FAEELET. I Dsubject-id-string@ERXIEH TV ¥
hYATICE>TEEINE T, FHAEHRD ZDXFFIC
FOTEEIND YTV MBI RBEDOHEERL
E3H

OR FIMAICERORX Z LR TE, FHIRKLIVNThHADORKII—
N2 EERLET

AND FIMAICERORXN LR TE, FHERRLILTORIT—HT
2HBAEERLEY

NOT BIMARICE—DRXOH:ECRTE XS, HELRA—FL AW
BARICEEERLEY

INSEFEALAERXDERXEIUTOL I ICRY FT,
X BEEF(RX | X LRA].)
B ZIELLTFIE 22— 30— KN aoyagi F7/<iE ueda EWI FEICRY T,
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OR(S(imm_user:aoyagi),S(imm_user:ueda))

NI ZAKRKR

HKIUATDI ZRATRREINETS,

Expression
+getiatchen]
NotExp AndExp Orexp SubjectExpression
+gethMatcher() +getMatcher() +getMatcher() +gethMatcher()

»  BREFHEOExpressiony S ANERINTWET,
= AndExpZ SR, OrExp? S R IEEHOREZRNETEEYT., ThZTIXFIRIRICH TS 0R() . AND() ICHISELF T,
* NOtEXpZ7 T ZX HAHBTEIENTEZDFE—DRDAHTY, XFIFIKREICH TS NOT() ICHIGL £T,
= SubjectExpressionV S 2 7YV MaRRTIZEEFTY, XFHNRBICHIFSS() ITHIGLET,
DX FHZFH THRRTWEEY, ZORORABEY TV I M9 FILL>TERINET,

ERICINODISAEFRALTRDA VAY VY RAEEBETZEUTOL D BRIEEETY £7,

SubjectExprassion

SubjectE=preszion
O R 5

ST st R

SubjectExprassion

SubjectExpression
O—/:BrEEE

KB HEFEER

= AndExpZ SR, OrExpZ 5 X , NOotExpZ S R 1Z BIORDA VY RY VR ERNEBTEX 57D, BENAEEEEYET,
= SubjectExpression? T R (I T RImICAY £T, FICTHUADEEFHIRHORNICIRNZ I &IFHY FEA,
RNO< Y F v Ttk

BHRINLY TV NIV —TEICHLT, 2—FDPY TV NN —TII v FIENEIDTAET 2HEINHY FT, 1—
YHREDY TV NI —TICEZDDHEIIT TV ) MERROUMEAREER > TITWET, 7V MERLEDH
BIIOWTCW T #7250 pgkz | #BRLTIEIW,

HITVTH MERROLEBORTIE, UTO2EETUEZT>TVWET,
1. BEY TV MNAVFTFRANELR YTV M) VIR EFERLTCI—HFOH TV MERL

2. RINFHY TV M OY TV MERBILERINTVWR Y TV M —T (&) OENICT Y FT 20 %L
ER:)

JITRER2 TAI—HDOELETEH TV MIBRINCRETHEDTY Yy F U V2 EDLIICT>TWENZERBALE Y,

T, A—HORYETEIH TV DS, ARTIARMEOHZ YTV I NI —T (ZHER) 2FLFET, IhidBHICI—
FOH TV NEFALAEY TV NIV —TTHINEIDERBILT—IR—AENSEBL, KA TPV b (
Expression 7S 2D YV AY VU R) #EELET,

v F v JICIEExpressiony T R & ARDER % H DMatcherV SR EFEALET, UWTFREIT Yy FUJILERINZEERISR
—Gj_o
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Matcher

+test])

HotMatcher

AndMatcher

OrMatcher

SubjectMatcher

+est()

+test])

+test])

+est()

@A ftkkE  511hkk 2016-04-01

Matcher 7 2 ZldZhEh Expression 7 2 R T 2 TEZINTWE T, Matcher ¥ 5 X & Expression 7 5 X DEFR%
THRICRLET,

Expression Martcher
+getidstchen]) +est])
Eda]
E2aii]

1. Expression 7 5 X ® getMatcher() * ¥V v K& Expression 7 5 2 DETREICWIGY 2 Matcher 7 S 2D A4 Y RH VR
ERLET,

2. DA VRAY Y RAISERITTD Expression 1 VRV Y AEREFLTHY, test() XV y RAOI—ILI D EERT
Expression 1 Y24 v AH 56, WE L TW3 Expression 1 Y X249 V2 ZHRY H L

3. BRY H L7 Expression 4 Y 2% Y ZZhZFhIIR L T getMatcher() 17\

4. EWf8 L7=Matcher/ Y X H V2D test() Vv KEI—ILLET, ThIFBRMUICLEI N, RKMICKIKHTH S
SubjectExpression 7 5 ADA Y RAH VY AETERITINET,

5. SubjectMatcher ZBIHUCS X 517z Subject BB DIIGT % Expression IC—HT 20 EIN%EFrv I L, ¥vFL
e ED D OKERE EMDORD Matcher ITRLFE T,

6. ZOBRIZIBICEMLDOKXICENI N, HZHRBICKEMADKD Matcher FTRY 7,

7. & EMID Matcher HEDOFTMETV, Ty FLEDNEIDDHERAERLET,

ARRILIE
XRBUTOL I BWERRTOEBLEEZ LE T,

s EBKR X b OBERR
s ARSYROY—b

BETFICE>TUTOL D ICHBUEBEETVWET,
ANDDIZE
1. ARS UV RZIRICERBUEYT 2 (BiEuE)
2. ARV KD AND EEFAMER (AND DR L) LTW3BIHEE, 75V KD AND %49
= f5]) AND(a, b, AND(c,d))=AND(a,b,c,d)
3. ARZ Y NOEBREHR
« ) AND(a,b,a,b)=AND(a,b)
4. ARZV RKEY—

= fl) AND(a, b,d,c)=AND(d,c, b,a)
ORDIZE

1 AR5V REIBICEIBLEY 5 (BRLE)
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2. ARSY RN OREEFAEA (ORDRAN) LTWBIHEE, AR5V KD OR 247

= fil) OR(a, b,OR(c,d))=0R(a,b,c,d)
3. ARS Y NOEEEHR

= fil) OR(a,b,a,b)=0R(a,b)
4. FRZVREY—h

= fil) OR(a,b,d, c)=0R(d, c,b,a)
NOTDIZE

1. AR5 Y RAEBRWET 2 (FigiE)
2. ARS Y RHANOTEEFAFEARAL TWBIHE. BEEFRSY KD NOT 237647,

= fl) NOT(NOT(A)) = A

EREF—TJIL EDRKRIR

HI7Izy NEBICERTET—TILDER EUTFICRLETY,

ST I
BAIASIH T T T It SID—‘»D HIJZ o RID O—JLSID
=
J—ﬁmo__%gg%%17'g" H—semsin

$ - &@sID
1T Uy 7 5)L= 751D — |0 el =

| BEERE
m%ﬂDgg%u%ﬁﬁﬁﬁ

ST b IIL—THE

|n B2 2 7IL—TID (FK)
oI 2T I D (FK)

I EEEET

0 ERE ST I I —TAFIURE
ofEE 15021 IL—JID (FK)
I REERE 1 AFIVID (FK)
ST LT Bt FEHS -
pE7IL—ID (FK) 0 fERtE
0 FIIL—T1ID (FK) 0 {EREE
[ EEREEET 1 REERE
0 fERtE o BEEHT
o &AL e e —
1 BT el N
p RSN 197 2T 7 FIIL—TID
I BEREEET |
| BB
o fERE HI2I oI -THF]
H ST AL —TEEL e H—tu = — 0 HFJUID
BT 7] TER 1 REEWE - - 0= i —
1 BEEHD L E
o fEm A
0 REENE
0 BEEHE
1 EEERE IS ITRTIL =T A HI2 1O NI -TAFTVERL
B#Ema 1 kv FIL—7ID (FK) 125> TUID (FK)
04> \=FN=TID (FK) 07—
o PERE ]
11ERNE D1ERLE
o A E o fER B
1 REESME 1 REEME
1 EEEHA SHEFIE

ZZTWAPI EOETIVE ER EOBEZHDICERBALE T, T—TILDEZPEREAEBLMEAD ER ICOVWTIEFIROT—TILE
EE. EREZSRLTCREIV,

H$ 7Yz Mimaz_subject)
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FERT4—IEK
WEH MERH
%7z MD sid
YTIxy M9 4T subject type
HTI Y MHAEN - HIRINAY A IV I TLI—REBIMEIBRINET, 7920 MDY TV M1 TEH TV )

NOERFEDF—DEZS EICEMLIENY Y 2ETT, DD, Y7V b TF—TILOLIA—RIIH L TEHFRIRRUEELFE
oo

YTV MTF=TIE TV MDD RAYBERICAY ETH, ¥ 72 MDD T SNAREKDBRITH TV b
4TS 2ABLTBIZLTCRMNELNHYET,

H$7v 9 hJIL—TFrE(imaz_subject_group_ath)

FELRT4—IEK
IR ML
H$7Yx MD sid
Y7y NJIL—TID subject_group_id
BINHEE T monadic_operator
BTV ) NN —TEY TV MDD ET, YTV NIV —TOBROPICY TV I M EEFNDD. YT

Y MNIN—=TEBEFITIRICIOT—TILOLO—REBEMINET, BIEEEF 71— RENOT ERHEINERLE
ER

7= & ZIE AND(S(X)) D& D BRDIFEIC. AND YTV M TI—T, SX) DY TV I hE LTEHINh, TOREKREZOD
YTV NTIV—THREBT—TILHREL £, ADN(NOT(S(X))) D& S HBRDIZEE. BICNOT AA>TWBDT, BIEBHREF
DIEIC NOT 2RI NAYET,

H$7Yxy hJIL—T(imaz_subject _group)

FERTA—IEK

RIEH MEL

Y7y MJIL—TID  subject group_id

MIEEEET logical_operator

= expression
YTV MNIN—TERFELET, Y790 MIL—TRABIICIERRERICE T2 AND £4(F OR tRAFDHEERL, X
DA VRV AEHKY ) —HEILR>TVWET, HTV I ML —TIDERRBEEBUIB L LTy v albLEEs &I

ERINDDH, APNEEINDEROHG TV ML —TIDICRY ES, —EEZINEY TV MIL—TICH L TESH
PERETZIERRUHY FHA (B RBEZEKRE)

ABER T TV I NN —TOBBE LTREINES, ZOLHOA T4 —ILRIEBHEATE LTRELTVWE T, EEBRICK
DOETIERAINEE A,
$7x0 MJIV—TEE{k(imaz_subject group i)

FERT4—IFK
hIEG LypiEA

Y7V MJIL—TID  subject group_id

a4 —J)uID locale_id
KRt display_name
5EA description
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YTV ML —=TFICOVWTCEMEHGAERFTLET, WA, AT EIREFITZIENTEET,

H$7Txy MJIL—THiE(imaz_subject _group_struct)
FELTA4—IEK
WA ME4L
H{JIW—7ID  parent_group_id
FJ)—7ID  child_group_id
BIEEETF monadic_operator

YTV NN —TEOEZEDORFRARERFLET, YTV I ML —TOBBEERIZEORRRERBLAEDER ST
WET, RAMLAREZRRT2DICHDIAETORNINET 2N EDBERERLTWVWET,

ZDTF—=TNBH TV MNTIN—THET—TIVEEk. NOTEROLDICEIEERET 71 —ILRDPHY ET,

YTV M —T *>s3(imaz_subject_group_member)
FERT4—IER
WEEH mEL
by 7SI —TID top_group_id
AYN—=F)—FID  member_group_id
izt distance
CDT—TNREY TV NIV —TEBET—TINDOBREEFRETILODOERERFELET, APIDSY TV NI —TF
SRAVIE AL LB, RSB TV ML —TOV ) —BBICE T 2%EE/ — RERBR/ — NOBEEEZHRIFLET,
JY—=RTN—TRET—TLDELIILRBEREOBEREREL TV I DITTRHY THA,
H$ 7oy MNJIV—THF Y (imaz_subject_group_cat)
FELRT4—IER
WEEH MEL
A73Y)ID  category_id
vV —hkF*— sort_key

YTV NTI—THT TV IZAPINBEERT BIEHRTT., COT—TILDISHROERICET 2HMIE (7o, TN —T
BHFTY | HBRBLTLEIW,

ATFTVIDIEY TV ML —THRECH T2 M1 TIDONY D 2% EICERINET, VM F—%2FHFITII &
NTEET,
H$I7Y ) MNIIN—TH7T T EBE{L(imaz_subject_group_cat_i)

FERT4—IEK

I ME4L

AFTYID category id

a4 —JuiD locale_id
KR display_name

YTV MNIN—THTFT)OEREBERERFLES, COBREIY TV IV NIV —THFITVEERTE94 IV TEY

BICHERINE T, ( V7220 fON—TH7T) SR )COEBRBERITY TV 7 b4 TOERLERE, TYIIRED
ERLERAFER LT, TFY M TEMCAR>TWEZOT—IL2EIFERLET,

$#7Vx NI —THFT3YFE(imaz_subject_group_cat_ath)
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FBERT 4K

IR W4

Y7V Y MJI—TID  subject group_id

AF3TYID category _id

V—hrF— sort_key

YTV NIIW—TOFRBETZH TV MATTVOBERERFLET, YTV I MNIL—TOBREL &Y TV I NS
W—THTFITVHBEEFNICERINDDOT, BFIERINES, (V7220 IN—TH7TY SRV T NIV —T 5
FAVBICH TV N TL—TDY— b F—5RELET,

)y —EE

» YY—=2REYY—RTN—TF
= )Y —2RURIDL#R
» VYR A4TETIaY
Y2514 TDOESR
» JY—ROF vy a2V hO-FDEH
Y= TN—=TEy k
» Y= TL—TRERBY
= API
. )y —2DER
" IR—=T N A VRYVRADEE
= DY —R&)Y—=RTIN—TDEE
= )Y =T )I—TDHE
= JY—RTI—TDET SRAOEH
YUY =TI —TDHIR
= VYRV —TRAREDERE
s XR—VUr A VRYVRORE
« FHAEOER
. IX=TI VA VRYVADERE
- HIERE
- FIEREDHEMRK
= FAEREOEG
» ER&ET—TJILEDKRE
» YY—2%7)J—F(imaz_resource_group)
»  YY—27J)I—FHE(imaz_resource_group_inc)
» Y =27 —FEKE(imaz_resource_group_i)
» YY—2J)—TFtv b(imaz_resource_group_set)
» )Y —X(imaz_resource)
» Y —2RYJII—TFrE(imaz_resource_group_ath)
» YY—2%4TBRT—TIl(imaz_resource_type_ref)
» Y= IJIN—FRABMET—TI(imaz_resource_group_attr)

VY —REVY=RTIN—T
o HE TRALEEBY., BAETIEO M%) IKHBERNY Y —2TY,

Y —2DF—ERBERITYY—RAURITYT, 7TV r—2a v CRAMEEFAT 3846, RARKRICAZED ( [A%E] ILH
7cWEd) #JY—RURIELTRIEL, FORAMBICERLET, CNICE>TEBENTDY Y —RDEREZEETES LD
22y %9,
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1—HRZDYY—REFALED & LEBIC. 77— a VitV —AURICRTEREICEVADE S 2 & TEBEAZD
YyY—2&1—HIRH L THAEFTLENE S hEUK T2 EATEET,

I1—+ FUr—izs HERE

FTVgr—3m FIVsr—2anDiEYIRER
FOEAMELF 73 ELTER
¥ /

FoEAFEZURICER

APIEEELTHAER

/
URI&EF a5
( e N

{, B
FEFAEELERYY—If T
BEEHEREETVNES

( BRONEET )
E#GRRIRRSND "
FESNAND, T5— < ( ISB, BB )E

DY =YY —RTIN—TFERAL THERRELEEBHICE DD ENTEEIT, BBHICERLEZYY—REYY—RTIL—
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jp.co.intra_mart.foundation.authz.model.resources.ResourceType<T>
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<?xml version="1.0" encoding="UTF-8"?>

<p:authz-resource-type-config
xmlins:p="http://www.intra-mart.jp/authz/authz-resource-type-config/"
xmlins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://www.intra-mart.jp/authz/authz-resource-type-config/ ../../schema/authz-resource-type-

config.xsd">

<resource-type
type-class="jp.co.intra_mart.system.router.authz.resourcetype.GeneralServiceResourceType"
model-class="jp.co.intra_mart.system.router.authz.resourcetype.GeneralServiceModel"
cache-class="jp.co.intra_mart.system.router.authz.resourcetype.GeneralServiceResourceTypeCacheController" />

</p:authz-resource-type-config>
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jp.co.intra_mart.foundation.authz.services.admin.impl.cache.ResourceTypeCacheController
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jp.co.intra_mart.foundation.authz.services.admin.ResourceManager

IRr=TYvT770 MY
jp.co.intra_mart.foundation.authz.services.admin.ResourceManagerFactory
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final ResourceManager resourceManager = ResourceManagerFactory.getinstance().getResourceManager();
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/N ke TERSB Y= TN —TEELR
final 118nValue<String> topGroupName = new I18nValue<String>(Locale.JAPANESE, " kv 74 )L—7™");
final 118nValue<String> topGroupDesc = new |18nValue<String>(Locale.JAPANESE, "1E&EH D 7 IL—7Td, ");

final ResourceGroup topGroup = resourceManager.registerResourceGroup("top-group-id", topGroupName,
topGroupDesc);

/] R Y —R TN — T EER
final 118nValue<String> subGroupName = new 118nValue<String>(Locale. JAPANESE, "/ 7 )L —7™);
final 118nValue<String> subGroupDesc = new |18nValue<String>(Locale. JAPANESE, "2ERBD /' IL.— 7T, ");

final ResourceGroup subGroup = resourceManager.registerSubGroup("sub-group-id", topGroup, subGroupName,
subGroupDesc);
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final 118nValue<String> resourceName = new I18nValue<String>(Locale.JAPANESE, "/ifE )L —7™");

final 118nValue<String> resourceDesc = new |18nValue<String>(Locale.JAPANESE, "2ERB®D 7 )L—7T9, ");

final ResourceGroup resource = resourceManager.registerAsResource("service://sample/sample_path", resourceName,
resourceDesc, "sample-id", subGroup);
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final ResourceGroup groupA = resourceManager.getResourceGroup(topGroup.getResourceGroupld());
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final ResourceGroup groupB = resourceManager.getResourceGroupByUri("service://sample/sample_path");
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final 118nValue<String> name = new I18nValue<String>(Locale.JAPANESE, " kv 75 JL—7");

name.put(Locale.ENGLISH, "Top Group");
resourceManager.setResourceGroupNames("top-group-id", name);
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final 118nValue<String> desc = new I18nValue<String>(Locale JAPANESE, "1LEEED 7 IL— 79, ");
desc.put(Locale.ENGLISH, "Top level of groups");
resourceManager.setResourceGroupDescriptions("top-group-id", desc);
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resourceManager.removeResourceGroup(resource);
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resourceManager.removeResourceGroup("top-group-id");
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jp.co.intra_mart.foundation.authz.services.admin.ResourceAttributeManager
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final ResourceAttributeManager resourceAttributeManager =
ResourceAttributeManagerFactory.getinstance().getResourceAttributeManager();
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jp.co.intra_mart.foundation.authz.services.admin.block.ResourceBlocker
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jp.co.intra_mart.foundation.authz.services.admin.block.ResourceBlockerFactory
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final ResourceBlocker resourceBlocker = ResourceBlockerFactory.getinstance().getResourceBlocker();
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resourceBlocker.block("im-menu-group-cat-im_global _nav_pc", "im-menu-group", "read");
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resourceBlocker.block("im-menu-group-cat-im_global _nav_pc");
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Ny Ty TEINT7AIVIERTREEBDRE Y7 7 1 WICREINLIGAAICREINTWEY, Y37, FhiE, YaTxy b
DETFIRSA—=HFI, Tfile] 2F—ICLT. BIKT77AIRARERELTHLETLTLEIL,

AEINTWEYa7EYa7xy NO—BILOWTR [FHEFD T K —F - TOIR—F ] #BRLTEIN,

HIFRLZZY YV —RICE > T, YaTdxy MEBEEZRA ZENTEIRRZHENHY ET,
DA, UTDIRFICH> TEIRZIT> T RI LW,

1. Ya7xy NEHEEREZMA LN TERHEREF D I—FTcOI/1 v LET,

2. LFOURLICFZIEZRLT, /A= FEEEMICLAARET, Yadxy NEEEREZEERAI T,
http://<HOST>:<PORT>/<CONTEXT_PATH>/tenant/job_scheduler/jobnet_maintenance?imui-
theme-builder-module=headwithcontainer

ERFIRETYaTxy MEEEEZRA ZENTIRWGERIE, YATLAEEBEEENORAREEAEY 3 TRy M
BEEHZRODERNEZT>TIRIW,

ERNESOAEG. V2T LAEBEREAAN ] O [TFV MNER] E2SRLTIEI,

HERNES%. BELEFIRICE > TRIFLABLTIET L,

0 a5 A
BEAREERE Ny I Ty THSEATZEEE. LUTOERFTYaTxy NERFLTA VYR— M &> TS
LY,

. [F+Y k<24 I 7 el N M3Ba (VY —RTI—T) 4 ViK—b]

. [FFY hxR4% ] 4 YR—=hK] MBa] (YY—2R) 41 ViR—NK]

. [F+YhxR%| — T4ViR—b] — [ (BT b BLY, JIL—T) 41 VR—b]
- [FF+Y k<24 ] 4 YR—hN] MBe (RY>—) 41 VvR=—K] %

% 88" (RYP—) BfAVAR—FM BERALBRVWTLLEIV,

AT 5% 7E I DER K

=1

]
BETYY—R7)—7 Frid, VY —RHREEIC, BENICRET 2N\ I Ty TRBOEEEZTAEY,

R

il

BE T 7 A IVEREIG
%CONTEXT_PATH%/WEB-INF/conf/authz-editor-config.xml

XMLRF— 774
%CONTEXT_PATH%/WEB-INF/schema/authz-editor-config.xsd

LUTFOH Y TV EIRERBICOWTHBELETY,

<?xml version="1.0" encoding="UTF-8"?>

<authz-editor-config
xmlns="http://www.intra-mart.jp/authz/authz-editor-config"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://www.intra-mart.jp/authz/authz-editor-config ../schema/authz-editor-config.xsd">

<resource-group-backup>
<path>im_authz/backup</path>
<max-size>30</max-size>

</resource-group-backup>

</authz-editor-config>

= resource-group-backup®sk : )V -7 —T, Fhid. VY —RBIREDONY Ty TEEETIERTT,
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= pathBR : N\v o7y THFEETEZRTVYIAMN —VDRRAERETIERTY,

= max-sizeEkx : Nv I T v TORKREHHERET H2EHRTT,
Ny I 7y THROFRERN

RUREBRONNY 9Ty &, [FAREEFHEDFE | TREINFZMIC, Ny o7y TRGHOREAR (VXTL9M 4
V—v) & VY —RBIBRBOERTELI Y I—-RFBMEMINE=T(4 LI NUDMERINhET,

F1Lo R ROBRE GRERE (yyyyMMdd HHmmss) ) _ (2—#3a—K) <%, #£L. $TKRALT/1 L2 N UAE
ETBBARKREIIONET,

ZTOTALY MNIRHRICUTDZ7 74 LBREINE T,

7274NVE BT

authz-resource-group.xml YV —2 7I)L—FI1ER

authz-resource.xml )YV —RIEH

authz-subject-group.xml  H#7¥x ¥ b, TV o M JIL—THER

authz-policy.xml RS —iE#H
e NI Ty TRERICT ALY M) OBHPRAREEEDREY 7 M VW THREISNERRGEREZBAKIEE. REGHVEE
XD THREINLT 1 LI M) D SIEREIBRINET,

P =\

RUXREHADRET 7 A IVTHREINANY I Ty TOREFELICIE, FETT ALY M) EBIMLABVWTLEIL,
FHETHIRI NG HY T,

Fyrwany)7F
OB DX rvaE I )T LET,

RTRBETRI—YD Y Y —RICT I LR T BBIERNHHHE S HERBTHMHETHI L AT hERY EHA, BEKY S —
BEEDE L THMLEETD E1—FOT I ABEAR LI E>TRTA—T Y ADETAE LAY ET, ThEBNT 570
CRTUMORBEF vy Y 1TEBEICA>TVET, (Frv o1 BF KEYBETETT)

RAREEEm CRY -2 ER LAIGERZEBIOF v v P21 BABNICI VT T2EIICR>THY, EEENRE LLBERE
FryYaDETINIRET DI EZ/MELTVWET,

TI)r—a v —NREDBEREE > TVWREA, Fv v aRlB&T7 TV r—oavd—NBILERLTVWET, ZOBAETH
R —ZBEBIEDBEBROIRTOT7 ) r—rarvt—nR"oxvr vy ahBEINET,

CDEHERENRAREEENSRY Y —%2ZEBLTHEREF v v 1DV )T EITOILERHY THA,

EELEXY RNT—UDIS—REDRAT, WIODDT IV =y avH—n"Pxvvadl ) 7ICRKLEEBE, ThoDT
TVr—2a v —NTREVRBAREDF v vV adBRYKITDIEIKAYET, COLIIKFvyvaa s Y TTERDN S
A RAREEELTRIS—ELTRMAINIT, AVRITREDF v v V1 Z2HRT2LDICRY NT—V DREZBELL
T, COWBEZEALTFHTTF v a0 ) 7T TIREIW,

2] R E I H D ER E

ol

RBEAREEEC) Y —RTI—T, VY=, BLU, R Y—BFFHFICF v v V1R EEILL DI DRELELSEDEFHDE
BETAEY,

BRET 7 AIINERESRBMN
%CONTEXT_PATH%/WEB-INF/conf/authz-editor-config.xml

XMLRF =T 74
%CONTEXT_PATH%/WEB-INF/schema/authz-editor-config.xsd

LUTFOH Y FILEE EIRERBICOWTHBLETY,
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<?xml version="1.0" encoding="UTF-8"?>

<authz-editor-config
xmlns="http://www.intra-mart.jp/authz/authz-editor-config"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://www.intra-mart.jp/authz/authz-editor-config ../schema/authz-editor-config.xsd">

<policy-update>
<cache-update-error rollback="true" />
</policy-update>
<resource-group-update>
<cache-update-error rollback="true" />
</resource-group-update>

</authz-editor-config>

= policy-editor-configZs : FREDI— MNMIRBEHRTY,
= policy-update®s%& : R v —BEHFFOEHERETI2ERTT.
= cache-update-errorE%k : ¥ v v Y 21 BHICHEIRE L BEOEH AR T H2ERTT .
=  rollbackEH : ¥+ v Y 1 EHTEBIRELLBE. RYP—OBEHEO—INY I TEINEIDNEZREL
7,
= resource-group-updateEsk : VYV —R I —7, FhlE, VY -—REFRHOEFHAELRET IERTT,
= cache-update-errorZ3% : ¥ v v Y 1 BHICHBEIRE L LBEDEE LR T I2ERTT,
= rollbackEtk : ¥+ v Y aBHTRBEIRELLBE, VY —RITIV—TEYY—ROBEHEOA—ILNY T
INEIDERELET,

)Y —2ADEEDUYEZ
DY —IBHEICL > TRETEBZY TV MERZ LD, VY —RL>THYEZTEEBTZHE HYFET, £ELED T
V—2DFEHE] DL I MRy IREEIRLTERRTZ Y —ADEFEENUEZLF T,

VYV —ZADBRITOVTIRERY 2 il TEESNEEDN—BETRRINIT,

it
RAREE ISR EEEZBOICIYH L THRMELTERTSIEATERT,

CDHEEIL. BEDT TV A=y a vAICERBLEY Y —RBICODVWTOMMERRECE2RARETETmE. TOT7 TV r—ay
DEBHED—RE L THERTZ VI IFERBELTVWETY,

TDEDICUTIREICAY FT,

1. BREINABEIEETZ) Y —RTIV—TEy FOER
M2 FIALELED T 27 Y r—2avd, RAREDRLDIFERTZNY—R /)Y —RTIV—TO#EEEEEL
RiFhidAy 8 A, intra-mart Accel Platform THEX Z 12— R—FILHHBATZDIEED) V- TIL—TEv
EEZHELTWET, intra-mart Accel Platform TFHLTWB Y Y=ty MIDWTIE FHIATHE Y Y= T/ —
Tty h—EHSBLTLREI,

2. BRIAEINZEEICOWTORE (XMLZ 71 L) DFRE
MAIED7ZHDID, LR TERELLY Y —RTI—TEy b, FHTZH TV I MNIATITOVWTERZLLRET 7ML
R LET,

BRET 74 IVDEEIGT
%CONTEXT_PATH%/WEB-INF/conf/authz-partial-policy-edit-config/

XMLRF—<7714)L
%CONTEXT_PATH%/WEB-INF/schema/authz-partial-policy-edit-config.xsd

DUFHYTN%ed EICREABTICOWTEHRBALET,
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<?xml version="1.0" encoding="UTF-8"?>

<authz-partial-policy-edit-config
xmlIns="http://www.intra-mart.jp/authz/authz-partial-policy-edit-config"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://www.intra-mart.jp/authz/authz-partial-policy-edit-config ../../schema/authz-partial-

policy-edit-config.xsd">

<part-config>

<part-id>im_authz_impl_router</part-id>

<caption-cd>CAP.Z.IWP.ROUTER.AUTHZ.PARTCONFIG.TITLE</caption-cd>

<resource-groups>
<resource-group-id>http-services</resource-group-id>

</resource-groups>

<subject-types>
<subject-type-id>im_authz_meta_subject</subject-type-id>
<subject-type-id>imm_user</subject-type-id>
<subject-type-id>imm_company post</subject-type-id>
<subject-type-id>imm_department</subject-type-id>
<subject-type-id>imm_public_grp</subject-type-id>
<subject-type-id>imm_public_grp_role</subject-type-id>
<subject-type-id>b_m_role</subject-type-id>

</subject-types>

<callbacks>
<resource-group-authorizer>jp.co.intra_mart.system.authz.ResourceGroupAuthorizer</resource-group-

authorizer>
</callbacks>
</part-config>

</authz-partial-policy-edit-config>

= part-configE&kR : HEDIL— MIRDZERTY,
= part-idEHR : COREDIDEMELEFT, tMOBRELEBLAVELIFRELTIEIN,
= caption-cdER : COREDEMAEBIK DDA Y-V I—REEELET, DAREEERD ) V—ADELE
DRRICKRTIIND ), BFREEZEELTAYE—Y )Y —REABLTEIL,
* resource-groupsEs : BRI LAZRAREEEOBERTRICTZ Y Y —RTIL—TDIDEFZELET,
= resource-group-idE¥% : WRICTZV Y —RTIL—TDIDEZREL T, resource-groupsEBHZAICHE
BIEERRETEEIN, E—DYY—RTIL—TE2y NNTHEIRELIHYZET,
» subject-typesEsk : AL LARAZREETCHERTEZY TV I M1 TIDERELET, JZITBIFL
NTWBLUADY TV I Mo A4 FIRBRTE AL RY FT,
= subject-type-idEFkR : FATZ2H TV MY 1 FIDEHREL £9. subject-typesEFRANICHEIIEET
TEY,
»  callbacks®E%k : RUBEEEZHMmE L THVCEHTHBEICRANOHUOEINS ) VYV —ABEORIAIEHIE %
23—y U EIBETETEY, EREETY,
= resource-group-authorizer£s : RAXEEMA M E L THFTHETIBRICEESINLY Y —X T —
TR 2ERBREAIGHET Y SR EIBETEE T, ERZETTHRTS R &1d.
jp.co.intra_mart.foundation.authz.partial.AuthzPartialResourceGroupAuthorizer 1 ¥4 7 1 —2% =%
ELEVZATY, EFREETY,

3. <imart> Y 7 FLIEARILY TICLBZEUHL
LUTDEIIEET S E, BEICRY VARTIN, Ry 77y 7EEE L CRTREEEATCHEES LD ICARY FT,

<imart type="imAuthzPolicyEditor" displayType="button" partid="sample_part_id">R 4% >~ TR </imart>

partld (Z1& 2. TR L7 E 7 7 1 L TIBEE L 7= part-id 218E L £ 7. resource-group-authorizer ® %2 < X DFFHHIC
DWTCIE MBAHETAVSIVIHA R 25BLTLEIN, ZTOEDID/INSTA—9%, FEWVHDEMICDWTIZAPIY
ARNESBLTLEIN,

RETERVEE

SRR EEE CIE Zanft THREBLAEREZREL., TV YV —XDEHE] O—BICRTFLTWEY, BT, i/l THRPLLERE
THEEINTWREEDY Y —RUADE DIF, BAXREEEICEIRAIINEIFA, JORHEI—FH 5 FHEREE T E A VEE
LB 7FERBLTLREI W,
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X REMRZRDHLFRFRIE

BTV NI TERBICEBML SR EICRTREERCOLEBMLAY TV LI M1 TERFEE L TRETEDLDICT
IRENDH DD, RREEZRACLODRI VEZBIMTE2LDICR>TVWET,

VN
HTITH) YA TOEBMOFHEMCOWTIE BRAERTAISIVIAA R @ THTY ) MEERAA K] OF
ESRL TR,

ZITIRRFEEZR LODRY Y EBMNT B/bDERICDWTEHALET,

BMORY VE TS 74V OMEEFERLET, 7574 VICELTIEAPIY R bD PluginManager 8B LTI W, LUTFOD
SOREBET 7AWV EERLET,

BLiB %t
%CONTEXT_PATH%/WEB-INF/plugin/<Plugin ID>/plugin.xml

HEERR A~ b
jp.co.intra_mart.authz.subject.search

LUTFIMEBY RS DA—FDHEEEY Y TILICRERNBTEHRALF T,
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<?xml version="1.0" encoding="UTF-8"?>
<plugin>
<extension
point="jp.co.intra_mart.authz.subject.search" >
<subjectSearchConfig

name="IM-Master Authz Subject Search Config"
id="jp.co.intra_mart.im_master.authz.subject.search"
version="8.0.0"
rank="10"
enable="true">

<I-- YTIT O NEBDN Y AN~ >
<headerPage>im_master_subjecttypes/authz/subject/search</headerPage>

<buttons>
<I-- FYNEH, EHDF S > %550 G5 -->
<!-- [[EM] subjectType # 7z f &4 7 -->
<!-- [[EM] displayName 7% (£55ZE) >
<!-- [[EM4] action % > # FHEDET#HE function(plugininfo : & DEREIEHR). "a.b.c" DL DICH TP o f TONT 1 DIEE
2 EEE, >
<button
subjectType="imm_department"
displayName="%button.department"
action="immSubjectSearch"
>
<l-- Rty FD'6 DY T T 0 f TS REEES, >
<!-- [BM] id CD#FNRE > THIFT SAMEMEE Y FDID -->
<!-- [B1] value (TRt v F D5 SRz I S (TR AHEDFEES -->
<condition id="im_master.condition" value="eq"/>

<l FYFRFA A= EEHAFAN—, >
<l-- ChEHEETBERY > TIH B IEEDsspE+1 > II—FLFT >
<!-- <viewPage>sample/authz/subject_plugins/sample/view</viewPage> -->

<l-- 47> 3> key/value TRE, ABIIEEZTT >
<options>
<target>jp.co.intra_mart.master.search.department</target>
<callback>immDeptSearchCallback</callback>
</options>
</button>
</buttons>

<! f1HERHtY hvE -->
<conditions>
<!-- TIRM v b B EEHATEE -->
<!-- [EM] id {FmFEHtE > FDID -->
<condition id="im_master.condition">
<!-- Comparator E%., #£#H7H AR, Selecthy IR ICFRI B, >
<!-- type 2" ZRfEDvalue B, display 2°Z&r5 -->
<!-- [[E1£] type (TR DIE -->
<!-- [E"] displayName ZFr#& -->
<comparator type="gt" displayName="& Y KZW\" />
<comparator type="ge" displayName="LLt" />
<comparator type="eq" displayName="%f" />
<comparator type="le" displayName="LLF" />
<comparator type="It" displayName="& Y /hI \" />
</condition>
</conditions>
</subjectSearchConfig>
</extension>
</plugin>

<subjectSearchConfig> Z£5% % Tl PluginManager TEEEL TWBERICAY £ DT, I I Tid <subjectSearchConfig>
FYTDERICODVWTERALEY,

= headerPage E%&: NV Y E L THARCR—VEIBELET, BIMLAERY Y TOARY MY RSEEERT DIHMT
ER
= buttons E¥%: FORY VERDIVFTF T,
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. button B%: EMT 2K v ARTERTT, EREIRALETT,

= subjectType B¥: CORY Y THRIV TV 94 FIDEIBELE T,

= displayName Ef: CORY VORRELEEIBELE T, KN %DI—REBET DAV E—JYY—IADH
ZOA—RIEEINAXFNEIELET,

= action Bt: CORYVEI )y IINHZBICETTEZARY M UYRTIEBELEYS, TOIRY IV RS
l¥headerPage T EE LAR—JICER L THEEET,

= condition B3: AMNMEHE LTERATEEEY M2EELE T, FidDconditionsBRTEELZEDH 53R
RLET,

= id BY: TidDconditionsBEHZTHREL TWDEDASHERAT R4y FE2EELE T,
= value Bt: 774 MRIREEIEELET,

=  viewPage £&k: 7Y VORDY ICjsspEFHARAATRRIELWGE, TOBRICTHAALjsspD/IX %15
ELET,

= options E5: IRDELZRETEET, Y78 %5F—, YTRHDTHEFRAMEEE LNy Y aBAINRY ¥
K LTHREINET,
= conditions E5: [fM&EHE LTERT2ZEEY NOYRSY—EFEEHTT.,
= condition £ &: [AMFEHEOVEFEFY (Y M) 2RLET,

= id B CO&RHFEY FOIDTT,

= comparator £&R: (MNFHEDERREFRLEFT,
= type B BREROEICARY FT,
= displayName B#: BIREORTEICAVET

R ERA VYT —R

= APHZ K BERAIEX

» imarty JIHRY LY TICE BRAEKR
»  imAuthz% 7
= imUrlAuthz% 7

= REIVZATVH
s FTIOAINNTHERETZRHIISAT VA

CCTCRBIEZERT B7DDEEEEICDODWNT, BERICERHRLET,

RAHEICT LT, RAHEOBEREBVEDE S (BUZEXREZTO. EVWWET) BEIERT 20D VY 7 2 —IADRAERS
VI T I—ARATY, THITIKAPNC L BAEEIMarty J/ARI LY TILELBAENHYET,

TNV —=2avRENBTMBEDBEEATVEWGEIDA VY 7 —RA5FRALCRTHMAERLET, BATERI VYT —
2 IR THIBFHEE AT O LT, ZORREAITUH LANCERY RSEEEZF>TWET,

APIC & B2 E Kk
APHC & Y ERATHIBTE K & 17 5 %A, AuthorizationClient #ff L £ 9. AuthorizationClient @14 24 Vv R =B8 7 5 ICI1E
AuthorizationClientFactory Z R L &9, T2 5 XAGIELUTORY TY,

AuthorizationClient
jp.co.intra_mart.foundation.authz.client.AuthorizationClient

AuthorizationClientFactory
jp.co.intra_mart.foundation.authz.client.AuthorizationClientFactory

DAV T T—ADFEMIAPIY R M ESRBLTLLEIV, UTFICRAERETOIV Y TILERLET,
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N1 Z70MNIDEL XY >R ERREF
final AuthorizationClient client = AuthorizationClientFactory.getinstance().getAuthorizationClient();

// 2-a. URI Z &7 L 7238 T Z 3K
/ CCTHEEL TWBURIEN—7 1 > 0T — T/ TERAEREBEIDPURLICFRE L TL BURI
final AuthorizeResult resultl = client.authorize("service://authz/settings/basic", "execute");

if (resultl.equals(AuthorizeResult.Permit)) {
[*-- FFR S N5 E DIEIE --*/
I

/2-b. YY—REL TDYFH—FTBYY—IEFZINEMEHLEHTEK
/ Yy FLTLWB/NRII2-aTHEEL TLBE Y Y—X&# L TLOBURL
final GeneralServiceModel service = new GeneralServiceModel();
service.setPath("/tenant/authz/settings");

final AuthorizeResult result2 = client.authorize(service, "execute");

if (result2.equals(AuthorizeResult.Permit)) {
[¥-- FFE X N5 5 DIRIE --*/

imart¥ J/h A9 LY JTICL BERAER

imart¥ 7, JSPOARY LY T E LTRAMEE DEEBEREZIEDAAT, BAHEOBERNASOA VYT VYDERTE - ERREZIAV K
O—/IL§25ZENTEET,
imAuthz4 &

JY—2ZDURIET VY a Vv EBEEEELTCIAVTYYDRR/IFRREZIVMO—ILTEH T TYT, UTFICRTEEE L R—VURTR

AV MO—=IT20%5RLES, BEETERBEOHEMIAPIYZ MESBLTLLEIW,

Java EE BEEEFI (JSP) Ofl

<%@ page language="java" contentType="text/html; charset=UTF-8"
pageEncoding="UTF-8"%>
<%@ taglib uri="http://www.intra-mart.co.jp/taglib/im-tenant" prefix="imt" %>

<hl>ZTERDY >~ FIiL</hl>

<imt:imAuthz uri="service://authz/settings/basic" action="execute" >
<div>RIAINTVWNIEZ IHPRRIINE T, </div>
</imt:imAuthz>

<imt:imAuthz uri="service://authz/settings/basic" action="execute" negative="<%= Boolean.TRUE %>">
<div>RIAINTVRIFIIEZ IHRTIINET, </div>
</imt:imAuthz>

FE
B negative (& intra-mart Accel Platform 2013 Autumn BED/X—> 3 > CHIARBETT,

Z29) TRERETIV (FLEYF—2avrR—) ofl

<hl>ETERDY Y FL</hl>

<imart type="imAuthz" uri="service://authz/settings/basic" action="execute" >
<div>RAINTVWNIEZ IHPRTIINET, </div>
</imart>

<imart type="imAuthz" uri="service://authz/settings/basic" action="execute" negative>
<div>RETINTVWRIThIEZ ZHARRFINE T, </div>
</imart>
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B negative (& intra-mart Accel Platform 2013 Autumn BABED/N—2 3 >V TRIAREETY,

imUrlAuthz#% &
=T 4 VI T—TICEREINTVWERRAEZEBELTCIVTVYYORR/IERTEZAV NA—ILTZHYTTT, DY TIEREIETIL—

FICRRIHEETE Y —RURIET 7V aveBunabt, TOBRNMOBHIERZTWV, RR/FERTHMLTVEY., BETHE
REMDFEMIZAPIY R FESRLTLRI W,

Java EE BERET IV (JSP) Dfl

<%@ page language="java" contentType="text/html; charset=UTF-8"
pageEncoding="UTF-8"%>

<%@ taglib uri="http://www.intra-mart.co.jp/taglib/im-tenant" prefix="imt" %>

<hl1>ZBAEBROY > FL</hl>

<imt:imUrlAuthz url="/tenant/authz/settings" >
<div>EBTINTVWNIEZ ZHARTINE T, </div>

</imt:imUrlAuthz>

<imt:imUrlAuthz url="/tenant/authz/settings" negative="<%= Boolean.TRUE %>">

<div>EBIINhTWARFhIEZI IHAERRINE T, </div>
</imt:imUrlAuthz>

B negative (£ intra-mart Accel Platform 2013 Autumn ED/NX—> 3 > CHIBETRETT,

27UV TMEARETIN (FLEYFTF—YavRrR—) Ol

<hl>AERDY > FiL</hl>

<imart type="imUrlAuthz" url="/tenant/authz/settings" >
<div>RBAINTVNIE I IHREFINET, </div>

</imart>

<imart type="imUrlAuthz" url="/tenant/authz/settings" negative>

<div>BAINTVWRIFIIEZ IARTINET., </div>
</imart>

B negative (& intra-mart Accel Platform 2013 Autumn BED/NX—2 3 > CHIBETRETT,

WA AT VN

A& EHE L TIBROT7 7 £ AHECRTEHEZT o TCWB 7T r—2avaBa IS4 7Y PEERLTVWET,
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S R
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IR R
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intra-mart Accel Platform OFRICIZE T TICRAT IS4 7Y b eR>TWRAVER—X Y MBEELET, UTFICZOAVER—FV b
& RBAEOID DY DBEICDOWTERALET, REICEDL D RULENMTHATVWEHADEMICOVWTIHZE IV R—X Y bOLHKE
ESRBLTCEIL,

= =% (T NEBHEETEY 1)
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»  EREFIREE(AuthzMetaSubjectResolver)
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TEREMI T RE
jp.co.intra_mart.foundation.authz.client.DeclaredSubjectResolver

DA VI T T—RA%ERETZ)VILNIE, I—FITHLTATA VELNSBHEICA > TWS, WRIKELRWY TV o NDOfERL
HABELLET,

Fle LTRFBRAPHBO—LAETT,
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A—HFICDOWTDH TV TV M aRRT BIBABEIIFTHINET,
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i
%CONTEXT_PATH%/WEB-INF/conf/declared-subject-resolvers/ Bt T

XMLR F¥—~
%CONTEXT_PATH%/WEB-INF/schema/declared-subject-resolvers.xsd

TRIFFRERFTY, FieD &L DIC. class-name B ICREI S ROREEBMI S RAG TR LET,

<?xml version="1.0" encoding="UTF-8"?>

<p:declared-subject-resolvers
xmlns:p="http://www.intra-mart.jp/authz/declared-subject-resolvers/"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://www.intra-mart.jp/authz/declared-subject-resolvers/ ../../schema/declared-subject-

resolvers.xsd">

<p:class-name>jp.co.intra_mart.foundation.master.authz.subjectresolver.ImCompanyPostSubjectResolver</p:class-
name>
<p:class-name>jp.co.intra_mart.foundation.master.authz.subjectresolver.ImDepartmentSubjectResolver</p:class-name>
<p:class-name>jp.co.intra_mart.foundation.master.authz.subjectresolver.ImPublicGroupRoleSubjectResolver</p:class-
name>
<p:class-name>jp.co.intra_mart.foundation.master.authz.subjectresolver.ImPublicGroupSubjectResolver</p:class-name>
<p:class-name>jp.co.intra_mart.foundation.master.authz.subjectresolver.ImUserSubjectResolver</p:class-name>

</p:declared-subject-resolvers>

OnDemandSubjectResolver

1A V97x—2R
TRIEMY T R4A

jp.co.intra_mart.foundation.authz.client.OnDemandSubjectResolver

A—FICH L TRREEFEOT TV bORREELLEY., RABEREDOY V-RIKIGLTHTI I MHEDLBFEIDA VY
71_1}&.%%[4&3_0

DAy 71— AR OREIRITHEEFCBRAFCHEINET,
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LRDA VI T —RERETEISRAEER LIS, ThERABBICTHAAZEL2ADBRENVETT,

SR
%CONTEXT_PATH%/WEB-INF/conf/ondemand-subject-resolvers/ &~

XMLR F¥—~
%CONTEXT_PATH%/WEB-INF/schema/ondemand-subject-resolvers.xsd

TRIFFREFTY, FTiED & DIC. class-name BER ICEE VS ADTLREBHM I S AL &R LET.
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<?xml version="1.0" encoding="UTF-8"?>

<p:ondemand-subject-resolvers
xmlns:p="http://www.intra-mart.jp/authz/ondemand-subject-resolvers/"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://www.intra-mart.jp/authz/ondemand-subject-resolvers/ ../../schema/ondemand-subject-

resolvers.xsd">

<p:class-name>sample.TimeDependResolver</p:class-name>

</p:ondemand-subject-resolvers>

TI7AINTHEETZT T M) VN

BHERMREY 12— VBRICEZFNZY TV MY VLRI DOWTEHBLET, EYV 12— BHREDRRICE>TEEND ) VIR
RBGENHY T,

- 75V MER
SRELIRAE(AuthzMetaSubjectResolver)

TREMT T RE
jp.co.intra_mart.foundation.authz.subjectresolver.core.AuthzMetaSubjectResolver
RRA VI TI—R

DeclaredSubjectResolver

WMIBDRE
SREDRREA RS 2 ) VILINTY, TEREEEHR] A TR (SR M21—%) 1 hOY TV MEFERLET,
o, BEBEEABI—Y EV1-ILE2EOLRIETIE. BRIZ2H Ty M TRIEFAABI—Y] BIMINFET,

A —JL(IwpRoleSubjectResolver)

TLEMI S RE
jp.co.intra_mart.foundation.authz.subjectresolver.im_master.lwpRoleSubjectResolver
RBEA VYT —R
DeclaredSubjectResolver

WEDOHAR
O—IQYTII NafBRe2 ) VIILNATY, 2—HFILEYETLATWSRO—L (70— EED) »'. RAXREEEBmTY 7
VI hELTERINMTVRIEE, TOAO—LEY TV M LTRERLETS,
#AR (ImTermSubjectResolver)
TREBH I S RE
jp.co.intra_mart.foundation.authz.subjectresolver.base.ImTermSubjectResolver
BAN—=YaY
intra-mart Accel Platform 2013 Winter
FEA VI TI—R
DeclaredSubjectResolver

WIBORE

RABERET 2791 IV TORBEARESNAHERATHEZHI AT 2 ) VILANTYT, HEI’RTREEE CERZEINTHY A
B0, RABRETLRKEHIEZ LLBEATHZHE. TOHBEZY IV b LTERLEYT, HBOHETIE. 21—HH
BRELTWEYAM LYY=V TORMCTHERTHE I ZHELE T,

IM5EB~ 2 4 53R
=4t (ImDepartmentSubjectResolver)

TREMT T AL
jp.co.intra_mart.foundation.master.authz.subjectresolver.ImDepartmentSubjectResolver
BRI TR

DeclaredSubjectResolver

WMIBDRE
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BRINTWDIEA. ZOMBAY 7O/ he LTRARLET,

RAY TV MIVTEFRARNTIERALY NFIBRMICDOWTOARLETH. ZOYVILNEALY NFIBRKICZEDY FH A,
&EB(ImCompanyPostSubjectResolver)
TREMI T RE
jp.co.intra_mart.foundation.master.authz.subjectresolver.ImCompanyPostSubjectResolver
ERAVYTT—R
DeclaredSubjectResolver

WBDOAE
BEOY T M afBRTD)VIUNRTY, I—HFICERBARYLETORTEY., MDD TDREAER
TEHINTWSEHE, Y7V b LTHRLET,

X7 v 27 )b—F(ImPublicGroupSubjectResolver)

BECTYH TV hEL

\:mll

TEREBH I S RE
jp.co.intra_mart.foundation.master.authz.subjectresolver.ImPublicGroupSubjectResolver
RE(VHTI—R
DeclaredSubjectResolver
WEBORE
NIV G ITN—=TDOY T MNaf@RT DY VILNATYE, =BTV v 0TI —FICFREL TS Y., B2 EDJIIL—THERE
REEMCHT IV MELTERINTVWSIGE, Y7 e LTERLET,

% ZI(ImPublicGroupRoleSubjectResolver)
TR 5 RE
jp.co.intra_mart.foundation.master.authz.subjectresolver.ImPublicGroupRoleSubjectResolver

FEA VI TI—R
DeclaredSubjectResolver

WMIBDAR
‘BENDOY TV NSRS D) VILNATYE, I—HFILRIAENYLHTOEIRTEY., hOZORINRAZREEE@ CCH IV bEL
TEHINTWBHAE, YTV MELTERLET,

a1 —4(ImUserSubjectResolver)
TLREMI S RXE
jp.co.intra_mart.foundation.master.authz.subjectresolver.ImUserSubjectResolver
BEA VYT —R
DeclaredSubjectResolver

WIEDAE
A—HEYTIT I FELTHBRTZ Y VILNTY, A—YHRBIREEBACH 7V FELTEHRINTWRHE, Y7920 b
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RAYTIV I/ bIVTFRS

. BEAYIYVIVMNIVTFFRMNDERE
. AVFHFRAMNEILY —
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CCTIERATHMBFICH BRI —FOY TV ) MERERFTRRAH T POV TFHFIMIDWTEHBALE T,
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DETHMMIBA TR, (HA (&l (2575 AHERICA>TWATWERY EEA, ] [£5F5) RBTERENH
RICTEZTA, (82 KOWTI. 1I—HOREsECHEO— L OHBEGORSES —EBY T2 3BELFHY FT, (ZONE
EH T MEBRETATUET)

SRATHIMTALIR (FABEEICRE LEFTOT, REBOLCICY TV 7 MEMLEAT > TVWSEERICV AT LEFIESCAYET, BaY
TV MIVFERME, 2—HIIHLTAOVA VEHASEBAY I/ b 2004 VEICERLIYTFAMERE LTRET 2
ZET, Y7V MERLEBOOHEERT 200 F vy a2 LTEIESET

RARETIIRTHE 2T O, TRBRYBIY TV AV TFAMOBEREZTOEFIEAL TREBZITVWET,

()135A
BEAY TV RAVTFER MNIRAMICRTERETOBUANSRBT 2LERHY FHA,
FERABERETIEATE. RTMERNTEABNICRTY 7Y/ hIV TR MEBRLET GIBOY TSI MY
L—7IDEEBLLEE) .
IDED. TS —2a VERIKBWIRTY TV FIVFER M 2B3BT2REFAEHY FHA,

AVFTFAMMYYTI—R

TREMHI T RE
jp.co.intra_mart.foundation.authz.context.AuthzSubjectContext

FMEYYTIL

Set<String> subjectlds = new HashSet<String>();
AuthzSubjectContext authzContext = null;

try {
authzContext = Contexts.get(AuthzSubjectContext.class); // 7> 7+ X h DARF
} catch (final ContextNotFoundException e) {
LOGGER.debug("AuthzSubjectContext not defined", e);
¥

if (authzContext !'= null ) {
subjectlds.addAll(authzContext.getSubjectlds());
LOGGER.debug("user {} can use authz subject context", authzContext.getUserldentifier());

}
R"ETIEME
Bt i) StEA
subjectlds Set<String> 7AD Y rIAVFFRAMNDRTI—FITHTE2HLNUDARINZ Y TSI MIDO—

BE
o

subjectGrouplds Set<String> _ZC subjectlds »SfRAIEERY TV 2o M IL—TIDD—E,

userldentifier String A—HHAF, BEDT 74 MEETREI—FI—REZDOEEBMLTVET,
revision long IVFFRAMIEYaY, ZOAVFFRAMNOABI Ty TTF— M INUBEEINS &

EAEBEINET, [EFPEGHEFRIINERA, TI7FILMORETEIVFFAMNE
W —HAVTFFRMEEE LD System.currentTimeMillis() AAA > TWE T,

AVFFRAMELY—

RAMETRERBAY IV PV T I RN EBERERT OO —23BHEABLTVWET (THHFOEBTRLEY T R)
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<<jp.co.intra_mart.foundation. context. core=>=

ContextBuilder

T

ContextBuilder Support

A

{=:j:.m.int's_"ns1.sy'sta|'n.suthz.:ntam.i-n:lk}

Authz SubjectContextBuilder StandardAuthz SubjectContextBuilder ||ParameterizedAuthzContextBuilder

AuthzSubjectContextBuilder

TR S RE
jp.co.intra_mart.system.authz.context.impl.AuthzSubjectContextBuilder

WEBRE
DAY TV I MIAVTFRAMNDA VRV ZAAER L THICAEETIRTEILSY —TT, WebIADEBEAR E THRBD

StandardAuthzSubjectContextBuilder AE{F T X 2 RIBICAWVSAICERLE T,

FIEEOREDIVTHFAIMBINDEDOT, 2—HOYTIV I MABRWREICRY FT,

StandardAuthzSubjectContextBuilder

TREMT T RE
jp.co.intra_mart.system.authz.context.impl.StandardAuthzSubjectContextBuilder

WIBRR
TPADYRNAVFFRAIMPA—HYIAVTFFRINESRLT, TRAOOAVTHFRAMBEIND YA IV I TRHICRTY 7V b

AVTHFAMEHEELFT, TAL—F92ETI2IETH IV MDEIVTHFAMIEBERBIE, ZTOHETENLDY TV T
O RNDEEEICY TV NI —TIDOBREITVET,

BEDOWebTOFAEZBELALZIVTFRAMNEILYITY,

a5 A
ZDAVFFRMNELYIET TV NEBEEDT TV MRIERY N7y THART LTVWRIFNIETIL—9 5 —ETL

FEA
CHILEYTFYRREEY 7y THRT LTOVAVRERFTRI—HFOH TV I M —EIRI < Y,

OnDemandSubjectResolver IC& > TBIMTHY 7V 9 MAERINAWEREY SR TORAHES T21E] ITRY F
ER

ParameterizedAuthzContextBuilder

TERBHY 524
jp.co.intra_mart.system.authz.context.impl.ParameterizedAuthzContextBuilder

WEBAR
BHICBEFETZ NENTHERY % EIL Y —T9 context-config. xmlIZIBERTEE/AR <init-param> OEALIVTF A NOABREEE

BIICERLET,

<init-param> (LA O F —%$5ERIRETT

*— SteA

userCd B 7E L 7=fE7" userldentifier ICREINF T,
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B

subject

YTV MDICHRINT 2EEZIBELET., TTVIIMNIATEEVRRF—TIHETEEY, £EL
ERRDAIFEAINDZOEEBBOY TV I M TIL—TIDICIRET 2HRRD T, ARDEAMNIINT
WHEREBEANHY FTY, HEEIEEATRTT,

=K :

[Y7¥x0 M9 4 7IDL[F—] ...

ZOEXIIODWTIE THoxFa/ZFE | 28R LTLEIW,
i

b_m_role:menu_manager

subjectGroupld

YTV ML —TIDICEIAT 2EEXIEELEFT. EEBTICHAINZOIOEICAY FT, B
IEETBETY,
£
FRL—=% (K, R, &, ...)
ZDERICODVWTIE THoxxFa/Z%H | =B8R LTIREIW,
) :

AND(S(b_m_role:menu_manager), S(imm_user:aoyagi))

AvFxAMFaL—%

AVFHFARNTIAL—FIEIAVFTFFERAMNELY —IEKEINTAVYTF A MIEHT 2EREERICINET 2BEEFE>TVWET, 22
TREBEIY IV FPAVTFFRAINTHELTVWAIVYTFAMNTIL—FICDWTERALET,

TIANNTHEET YT

Jr/hAVFFRLAFAL—4

<<jp.co.intra_mart foundation. contsxt. core=>=

=<jp.co.intra_mart.system.suthz. context. exdt==
DecorationWorkinginfo

=Ejp.cod nta_mart.sysﬁn .authz. context.impl=

AuthzDecorationWorkinginfo
==jp.co.intra_mart. sy .authz.context.impl=»
Aurthz ContextualContextDecoratorSupport
AuthenticationDecorator RoleDecorator UserldentifierDecorator

<<jp.co.intra_mart.foundstion. master. suthz. contesxt. decorator.implz=

Hig - S+ MNER
UserldentifierDecorator

TR S RE

jp.co.intra_mart.system.authz.context.decorator.impl.UserldentifierDecorator

59


index.html#expressionbystring
index.html#expressionbystring

intra-mart Accel Platform — E2®/{t#Z 511kk 2016-04-01
BB SN
FHAHODYRNIAVFFAMOI—HYI—-—RKEEAY IV bV FF R MOD userldentifier ICEET27aL—49TY, ZDERIE
RAEREFICEY Y a VDBREMNATEZNE DD OHBDDICFHIAINET,

AuthenticationDecorator

TR 5 RH
jp.co.intra_mart.system.authz.context.decorator.impl.AuthenticationDecorator
WEAE
TATYRAVFFRAIDSREIEAL—YDHZ D TRVWHAZHBILT, FRAMI—YELOREEEFEALI—HOHY TV MR
TV RAVFERRAMIEBMLET,
Fro, BREBECABI—Y EV1-ILEEOLRETE, RAEFANATI—FHE DI DOHBIAEMINET,

RoleDecorator

TRV 5 RXH
jp.co.intra_mart.system.authz.context.decorator.impl.RoleDecorator

WIBRE
FADYRAVFFRAMDSHEO—IVEREMEBLTCHYTZ Y IV bERBL, BAY IV baVFFRAMEBMLE
ER

IPv4AddressDecorator

TERBH T S RE
jp.co.intra_mart.system.authz.context.decorator.impl.IPv4AddressDecorator
EAN=YaYy
intra-mart Accel Platform 2013 Spring
WEAR
HTTPOA Y FHFZAMDS ) E—FMRZAMDIPZ RLRA(VA)ZRBLTHH T2 TV bR L, B2z havFHX b
ISEMLFET,

() A5 A
ZUTBIPT KL R (VA)DREIBEIE Txxx.xxx.xxx.xxx] R TITWE T, [Mm-n] TOHEHEBEP. * TOTAILK
HW—REEETIENTEET,
f51) 192.168.[0-24]1.[0-254] 192.168.0.*

TermDecorator
TEREMI S XE
jp.co.intra_mart.system.authz.context.decorator.impl.TermDecorator
BAN—YaY
intra-mart Accel Platform 2013 Winter

WIBRE
AVFERMDEL REFIBEASHY TV FOBREFTW, BIY TV FIVFFRAMGEMLEYT., HREOHEGFA
EZEDYA LY -V TORANTITONET,

IM#tE~ R4 53R

UFRIMFEBYR Y EREMBRTZ2TIL—9TT,

IMEEY R Y IEROEBIERE AR T ST —4 (DepartmentDecorator. DepartmentPostDecorator) Tk, 7
73 NEBE Y FOBEROAERVET,

VN

IMEBETRYIEROT AL —F EIMEBYRYDTF Y MEERY 7y THART LTWAWEREBAE LY T LET,
ZDH. IMEBIYRYDTFY MNRELRY b7y TH5%T L TOAWRKR R CIEI—YIEABe Ty s T IL—T&
Wo b TV MELTERINRLSARY FF,

DepartmentDecorator
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TREMI T RE
jp.co.intra_mart.foundation.master.authz.context.decorator.impl.DepartmentDecorator
MIBRE
A—HIAVFFAMOAL Y MEBBERN S Y TV ) NORREZITV, RAY TP/ bV FFRMIEMLET,
= ALY MABAY TV R LTERINTWENERELET,
= ALY MEBOEAHREA TTFA) » T—3 - Tl ELTEHFRINTUWEDEZREKRLET,
= ALY MABOTAMEE TEA] » T—8 - EAI] ELTEHZEINTVWELERRLET,
ALY MEBUADORBERICOVWTIRY Tz MERLEEA,

DepartmentPostDecorator

TLREMI S XE
jp.co.intra_mart.foundation.master.authz.context.decorator.impl.DepartmentPostDecorator
MIBRE
A—YIAVTFRAMOEBERNSY T NOERETW, BAY TV baAVFHFIMIEMLETS,
s KBS VIS EAPTRORELIAINTWE YTV bEHIELET,

PublicGroupDecorator

TEEMI S RXE
jp.co.intra_mart.foundation.master.authz.context.decorator.impl.PublicGroupDecorator
WEAE
A—HYAVFERNDORTY) v 9 TN—THREBIEENS Y TV NORBRAEITWV, BAY TV /7 baVFFRIMIBMLET,
s FBIN—THHY TV MELTERINTVWINEZRERELET,
s BN —TDOERTI—TH TR » T—3 - Fhil ELTEHRZRINTVEINERELET,
s BN —TOTFRITI—TH TEf] » =8 £ ELTEHEINTWEDEZRRLET,
PublicGroupRoleDecorator
TREMHI T RE
jp.co.intra_mart.foundation.master.authz.context.decorator.impl.PublicGroupRoleDecorator
WIBRE
A—HAVFFRAMDODRTY v I T —TEREERISY TV ) NORRETW, BEIY TV bV FFIMIBMLET, %
BSOS EMPTFROFERTFNINTWEH T bEHELET,
UserDecorator
TERBHY S RXH
jp.co.intra_mart.foundation.master.authz.context.decorator.impl.UserDecorator

WIERE
TPAODYRAVTFRAINOA—HYIA—RHHHTI ) FOBRETW, BEIY TV MV THFIMIBMLET,

o AT BE

C TR AT BODHEEICDWTERHRLET,
»  ERTHIBTHEE DS
«  REHPEY -
R Y—fRIRES

= API
= HIE

55 A HIMTHE BE D ABIE

FRETHIRTHAR (SEHDORATHMT EY 1 — )L ERIT LT ORBREEN L TRERIARTHMZTWES.
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BEa— LA
Heme s

eI R 2 — AT RR L A= =7 SFoe
R TR CHER Zn[HIET 2 — /LA

~

Zo[HIEriEE ZAo[HBES2— B

An[HEmES = — ) C

SR T RS (SR BIBS ICERE 7 7 1 )L authz-decision-config.xml & &5 A AH, BRAHMEY 2 —)LAEO—RLZET,

<?xml version="1.0" encoding="UTF-8"?>

<a:authz-decision-config
xmins:a="http://www.intra-mart.jp/authz/authz-decision-config"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://www.intra-mart.jp/authz/authz-decision-config ../schema/authz-decision-config.xsd">

<a:decision-config name="default" combinator="permit-overrides">
<a:module class="jp.co.intra_mart.foundation.authz.services.decision.impl.AdministratorByPassModule" />
<a:module class="jp.co.intra_mart.foundation.authz.services.decision.impl.PlatformWorkerByPassModule" />

<a:module class="jp.co.intra_mart.foundation.authz.services.decision.impl.StandardPolicyDecisionModule" />
</a:decision-config>

</a:authz-decision-config>

= decision-config %X 1 ERHIZEDEMTY,

=  name Bt : REHNAOEZH, [HROMEROBICABRINTUVEY, RIRTIIEXMIC default LHZIFFIFEHA. fis
DEZHRELTESRLEIEA,

= combinator Bt : EHOEV 12— ILOUEBHEREZEDL D ICHIETT2HEZBELET, UTOHRMSEIRLET,
= permit-overrides

= EHOSIEICEHE L T&RADIC Permit / Block ZR LAZEY 2 —ILDMERTUIEBLE T,
= deny-overrides
= EASIBICEHE L C&AIC Deny /Block #IRL/<EY 21— ILOERTURELET,
= first-applicable
= EDSIRICEEHE L C&ADIC Permit / Deny /Block #3R L7cEY 2 — L OFERTURE L F T,

= module B3k RAHMATOIEY21—IITR%EEHELET, TDY 5 XId DecisionModule 1 ¥ 7 —2A&FREL TV
ThiERY FtHA,

= class Bt : =2/ S ABER/ELET,

RATHIMTHREIR LR DEREICL D > T, EHRORTHIES 2 —IL2EITL. ZTOERI OREHBHMETVET,

RAHETEY 2 —I

RAHIBTEY 1 —VIERAEKRDEREZITI o T, I—HFEBAIL TLIWHEI N ZHITTDHBETY., COETV1—-ILIIEREET
T, BHOBTHELEZRTIBIENATERLIICL>TVET, BAHMEY 2 —ILOTF LKA SERNICKAINZHE D
(FERATHIRTHEBE RO F T,

REHIBTEY 1 — VIR DABRDEEZ RS I ENTEXT,

Permit
BEREFALEFT,

Deny
EREZELEY,
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Block
BERkINni) Y —ADHAERETHB L ERLET,

NotApplicable
ZDEVa—ITIHHB LAV - HETELAVWIEERLET,

T4 NTHAAEFNDZEY 2L
FIAN R VR N—ILRETIEUTO3DDEY 2 — LA AR ENREEICA > TVET,

= StandardPolicyDecisionModule
= AdministratorByPassModule
= PlatformWorkerByPassModule

IRICEREA L £ 9

StandardPolicyDecisionModule

TREMT T RE
jp.co.intra_mart.foundation.authz.services.decision.impl.StandardPolicyDecisionModule

FAREEE CRELARY Y —42SBLTCRTHMATIEY 21— TY, RTREEEDBRERNRICEDIWVT, #HT (Permit)
%—‘—fﬂ: (Deny) - BiZE (Block) #RLZF T,

CDEV1—I AT ERTREEADRERNBTHNDTHENICHERIN A RY ET, FEAEDZAE. BEDERTREICRY T,

RS —DRERBEMINT B7cOICRERT Y > —fEq7 e@RALTWETY,

AdministratorByPassModule

TREMT T AL
jp.co.intra_mart.foundation.authz.services.decision.impl.AdministratorByPassModule

TAODYRAVTFFANESRBL, YATLAEEETHNIET TR TORATERIC—EHFA (Permit) ZRTEY 21— TY, YRAT A
BEEETARIINIE NotApplicable 8L E T, D, YATLABBERIITANTOY Y —RICEHRICT 7 ERATEEY, BICTF
VINREEY Ty TRICTRTCOEREZBET 27-DICFERINET,

PlatformWorkerByPassModule

TERBH Y S RE
jp.co.intra_mart.foundation.authz.services.decision.impl.PlatformWorkerByPassModule

AVFHEAMNEBRL, 2—HY9A1A TH TSy b7+ —LI—FOBESICRTERIC—EZHFT (Permit) BT EYS21—ILTY, 7
Sy b 74 —L2—HTRFNIE NotApplicable ZIR L9, ZTHIEEIC/N\y FUBRFIC—ERTEHFATEOICEREINLTVE
ED

RY S —HRIRE
R — ﬁ*-ﬁ\'%ﬁ‘iﬁ/ﬂi@u V=2 L TEBICHEAINSRARELEHT 2%EEEIHSLTT, R —BRICH>THS I
TORSA YV MERELTWET,

= )Y —ROBBREE A o R D EENF
= RYY—RENTHONRLTOARWEEDT 7 + )L MME( Permit / Deny )
s BEOY TNV —TICHLTERZ I 7V MBREINTVWERIHEOHEAR

RS —BRBIBUTOA VY 7 —R%EHEET,

TLEMI S RE
jp.co.intra_mart.foundation.authz.services.admin.impl.PolicylnterpreterModule

T, FY vV aADEEEABELAERY Y —BREBEIUTDOS VY 7T —ATT,

TERBHT 524
jp.co.intra_mart.foundation.authz.services.admin.impl.cache.CachedPolicyInterpreterModule
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RY S —BIREAZ < HIFT2oDBECHAINET,

s BEAVZATUIDOLRABREZF. ERICRTHIIZTIRICIEEINAY) Y-, OJA4v21—HOHF Ty M b,
DY —RBEREEINLI 7Y MR L, RERNLGRAHMAEZITWE T, (interpretEffect() )

» BRAREDAVTFUAMEICEVWT, VY —RBLUY TV I MIFLT, VY —2ABEPREINLZI 7V MEEIRL
EEMRBRELZMRL £, (interpretPolicies() )

DD, ZDA VI TT—ADEDI2DDAY v KiE, WAL EBUAROERETORITNIERY A,

TI7FIKNTHEHAAEFNZEY 2 —)L

RARBRTIAINITRETA M)A NARORAHIIZT>TVWET,

WhiteListPolicylnterpreterModule

TLREMI S XE
jp.co.intra_mart.foundation.authz.services.admin.impl.WhiteListPolicylnterpreterModule

RUS—BEERTAMN)RAMELTERLET,

s BERYV—ABREINTVWAVWY Y —ZIIDWT, Y —RBEICR > THREDHEETVET,
= FI7AI)MEIE Deny &ELTHRWET
= A—HIIIYFTRIH TV R TIL—FIZDVWT—DTE Permit BEREINTUWNIL Permit & L THBILE T

REBTFr v a1%2FZHLTVWET., FrvvasBHRYM IV I TEHRT 5740 CachedPolicylnterpreterModule %324 L T
E

FryPalkE

BRET77AINDEBRICLY F vy P2 0FBAAHOERT S EHNAEETT,

L RYUY—DF vy asd( ZORE
WhiteListPolicylnterpreterModule TERY 2 v v Y 1 DBRELTAET, Frv > a10EHN - M Frvo v /o904 X
DREMTIAFET. FvvaDEREFim-cacheZFALTWS7®), im-cacheM SRH“L TWBRENMTAET,

BRET 7 A IVOEEIGT
%CONTEXT_PATH%/WEB-INF/conf/im-ehcache-config/authz-policy.xml

2. RUY—DF vy 1/ REBRDIEHBEDERE
FrvTarfTioVY—RAD) Y -4 TERELET., COJRETHELELEYY—RI1TOR)Y—DHF v v amkiTwn
FY,
HET 7 A IO BIGT
%CONTEXT_PATH%/WEB-INF/conf/policy-cache-config/
XMLRF—<7 714
%CONTEXT_PATH%/WEB-INF/schema/policy-cache-config.xsd

DLFOY Y TV EE EICRERBICOWTCHRBALET,

<?xml version="1.0" encoding="UTF-8"?>

<policy-cache-config
xmlns="http://www.intra-mart.jp/authz/policy-cache-config"
xmlins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://www.intra-mart.jp/authz/policy-cache-config ../../schema/policy-cache-config.xsd">

<cache-target>
<resource-type>service</resource-type>

</cache-target>

</policy-cache-config>

= policy-cache-configEk : EDI— MNIRZERTT,
= cache-targetE% : ¥ v v Y 1 ROIEELITIEHRTY,
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= resource-typeER : Fvr v aANRERBIY—RIA( TEIEETSHERTY ., cache-targetBHRNICHER
EETXZY,

API

RAHIMTHEB Z IO SIS TR V9 7z —RE2FERLET,

FRAETHIBTHEBEAPI T 7 7 M 1)

PolicyDecisionServiceFactory ( jp.co.intra_mart.foundation.authz.services.decision.PolicyDecisionServiceFactory )
SR AT HURAIRBEAP

PolicyDecisionService ( jp.co.intra_mart.foundation.authz.services.decision.PolicyDecisionService )

L. 77U 5= 3 VIZRRBIMICETHEEEEDAPI & BEMNUH L TEWTER A, RAHE ATV WEEIE.
TAPI/C S BEEATEK | BB T EI,
el

String userCd = "aoyagi"
String resource = "service://sample/servicel"
String action = "execute";

PolicyDecisionService policyDecisionService = PolicyDecisionServiceFactory.getinstance().getPolicyDecisionService();
Effect e = policyDecisionService.authorize(userCd, resource, action)

if (e.equals(Effect.PERMIT)) {
/] FF SN TV BIGEICETS SMEE

} else {
/IR TOERVEEICETT ZUME

FrIZE

StandardPolicyDecisionModule TIIFZEREDHMEZTWEY, FAEEIE. YVVY—RETI2a VIl LTHIBRZMNT 2HBETT,

FENMTHOhATWBE )Y —RETIavIicn L TRTHM AT o> i5E. RS —0OREREICEDL ST, RBATHMOKRIE MFE
(Block)] &Y Fxd,

FHEORE LSRR EEE. LU, [ResourceBlocker] TITAET,

a5 A
ResourceBlocker (& intra-mart Accel Platform 2013 Winter & Y FIEAEETY,

FAZED{EHk

FAZEOREERIE [ V7N —TRAEE ZFALTVWET, #BT2) Y —RJIL—TRARBRMEDF—IF im_authz-blocked
T9, ZDfEIE TResourceGroupAttributeKey.BLOCKED] THBHRETT,
FAZERERDY Y —R IV —TRABKEDEIRLLTOREY TY,

= JY—2RTN—TENREHET S
BICIE, XF5 ALL MRASINE T,
s YR —TIBIKBEDT IV a v ERET S

BICIE. FAETZT7I2avMMRAShET, BROT7 VY a v 2RETIHAR. AVIRYPY TEROT V2 a v HIMRAShE
El

iz

<Y=L T>:<T70oa3V><YY—R9, T><T7oavs>,..
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Bl : A=a—TI—TDT7 o ayv, BEBESBLAEAETZES

im-menu-group:admin,im-menu-group:read

= BAELAL
)Y =27 —FID GRABMD ¥ — im_authz-blocked ##D L 30— KA R WREETT,

FAZRREIE, BRATHIMTZ4T O VY — RO ) Y =R TI—THBABEINTULEIHNE I M THBILE T,
BEDIVY—RIN—TETFDOVY —RTIN—FTIRTUH L THABETIHRE, VY—RITLV—TETD) Y —RTI—TIXTIIH
L CHZEDREZTOLENHYET,

O A5 A
SRAREE@. BLU. [ResourceBlocker] THERREDREXToLBE. BELAEYY—RTIL—TBFTDOY Y —
2TV —TFTRTIIH L CRHABREBDRENRMINE T,

BEN—Y a3 VICBIT2EEDLRK

intra-mart Accel Platform 2013 AutumnBAgi DEAZE

VY —=RTN—TERDORABOHMTAEY., 7TV aVvaERELLRAERITAEEA.

intra-mart Accel Platform 2013 SpringAaiDEAZE

FIEMEEIIRBEI N TV A,
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&%

MEAfE A%

REAMETIE, YRATLARERICEROIVR—% Y NOWBLREETo>TWET,
WEAEE T, LTFDA V9 72— %FH DY S5 A% Serviceloader &> TiRAAH. LUTD Level DIETEITLET.
= LevelO (jp.co.intra_mart.foundation.authz.initialize.phases.Level0 )

XMLOBEEIRRE R—ZICBMERIGEAR DV R—2 Y NOWMHLEITVWE T, BEFRWICDBADT 7R EBEE LABWVWEDLIHR
ICAY ¥9, ResourceManager¥®SubjectManagerED Y r—Y v APHEZ DL RILTIKFEZ FE A,

s =T AV IT=TNVIERTBRAY Y —RT v N—HRERDEFTHAH
= ERETHIMTEERE DERRIHIMT €Y 1 —ILIRARDFTAIA &
= RARA—H—DHH1L
s )Y =R A THIRDFHHAH
= YTV MNYA THBRDFTHIAH
= KUY —BIRBEREDFHAIAH
= Levell (jp.co.intra_mart.foundation.authz.initialize.phases.Levell )

XMLOBREIFERER— R ICEMEIRER IV R—% >V b (LevelOTHELINZ OV ER—% VM) 2FRATZIVER—XY bOW
HIEAEITWET, YR2—YvAPID D SHHMEABEREDIEZ DL NIV THEHIEINET, 2ELT TV NBEEY N7y A
BREFTRTLTLWAWNGE, TOLRIVONEEI RO > TEEEICHETCERVWTRELHY £7,

= BTV MERROMEL

s HBTI YN VIV IEERDFT AR
= Level2 (jp.co.intra_mart.foundation.authz.initialize.phases.Level2 )

RR—VvAPIZFERT2LEOHZIAVR—F> NOPHALEITVET,

T3T4 URHBRR EEBINT BMRIC. EEROMBEIVETHNIE, BRI A IV THILETES LD FRLTEIL,

NSV OL a3 VvEEAR

CDORFAAYRTEBNLTWBAPHIEVOETAIT RS Y H I a3 RO TWARITNIE, APIOXY v RIEOHE LDEETRNS Y
Yoo avERY, XYy KDEHYIZ Commit/Rollback L £,

HUOHTET RS Y IavsiRohTUONIE, REBTAN S U YO a Va2 RET228EHY FHA.

intra-mart Accel Platform IC&£FZn 3 )Y —X5%4 S

intra-mart Accel Platform DME#RICIREL TWBR Y Y =R 914 TTT, VY=Y 4 FIDRIYRAFLT—ETRIFNIERY FEA,
TTNVr—2a3rDeHICY Y =94 TEEMTZHBEITEELLBVELEIFELTLEIN,

= EH@E - DIE(service)

= TV KNEE [ AZa—(im-menu-group)

= R—%J [ R—%J)L(im-portal-portal)

= R—%JL[/R—bL v k(im-portal-portlet)

« KR—%J)/KR—bL v MEEE— K(im-portal-portlet-editmode)
»  IMEBEY R4 [ 2%(im_master)

» IMEBEYRY [ 2—HTF0O7 74 JL(im-master-user-profile)

«  IMEBEY R4 [{EATOT 741 J)(im-master-user-self-profile)

= IMBox / IMBox(imbox-auth)

» IM-LogicDesigner / IM-LogicDesigner REST API(im-logic-rest)

67



intra-mart Accel Platform — 27 {4#Z 511hkk 2016-04-01

B - (LI (service)

)y —2447ID
service

SRR
BEIWKIN—FT 14V TF—TILDOURLYWebHY —ERICHBITONEYY—RTY, RITTATSLODIV N —KRA Y MNIRBY

Y—2TY,
EET7IVaYv
£17( execute )

T+ NEH | X =2 —(im-menu-group)

)Y —244 7ID
im-menu-group

EAA
AZa—FJ—TERTYY—RATY, XZa—aAVKR—VIHDLHAINET, A Z21—FBEBERVCAPINOAZ2—JIL—T%
ERT 2 & HEIMICY V—RPBIMI N, XZa—JIL—THEIBRIN2 EERICHBRINET,

EHET7IVaYv
8 (read)
E1E(admin )

R—% )L | R—% JL(im-portal-portal)

)Y —244 7D
im-portal-portal

B
R—=8I%ERT)Y—RTT,
R—=4 I BEEKICHIK)Y—RTY, R—YIOFEBIERICHDDYET, R—FILE2EBIMTDEEBEHNIC) Y —DEBMINET,

EETIVaY
208 ( execute )

R—%JL [ R—bL v h(im-portal-portlet)

)Y —2%4 7D
im-portal-portlet

PR
R—hLv b eRTYY—RTT,
R=FIICR—FL Y NERRTDIENTEZDNEDIDDERICHIIDY £, R—FML v NEBINT 2 EBEMNICY Y —ZD5EM

IhEd,
EETIVav

FF( execute )

R—% I | R—bL v MEEE— R(im-portal-portlet-editmode)

)Y —244 7ID
im-portal-portlet-editmode
SAA
R—hLvy MREE—RKEXRTYY—RTY,
R—bMLy NBICABRINZREEFEEICHDITONET, R—hL v FZEBEMT 2 EHBHIC) Y —IANEMINET,
EETIVav
2£17( execute )

IMHi@~ 24 | Rt(im_master)
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)Yy —244 71D
im_master

B

21t ERTVY—RATY, KHOEEEBEHNORT%BI - HIFRT 2 & EE L TRLEICHBT 2 ) V—IADEM - HIlRIh ZF T,
EETIVaY

288 ( reader )

fR&E( writer )

IME@BY R4 [/ 21— 707 7 1 JL(im-master-user-profile)

)Y —2%44 7D
im-master-user-profile

Bl
A O7 74 ERTYY—RTY, hOI—FOTO7 71 IVERESBTE 2N E I L OERICHIDY FT,

EHET7IVaYv
288 ( reader )

IMEEBEY R4 /fBAZT0O7 74 JL(im-master-user-self-profile)

)Y —2%447FID
im-master-user-self-profile

Bl
BAZTO774ILERST)Y—RTY, BHPEBFOTOT7 7 IERESRE - RETI 2D EDIDDERICHDDY FT,

EHET7IVaYv
288 ( reader )
fRE( writer )

IMBox / IMBox(imbox-auth)
Y —2447ID
imbox-auth

B!
IMBox%%&d ')V —RTT,

EETIVav
F A ( execute )

IM-LogicDesigner / IM-LogicDesigner REST API(im-logic-rest)

)Y —244 7D
im-logic-rest

s7BA
70—%RESTAPIE LTHIBYT 27D — MERICHEDIL )Y —RATY, I—HHRESTAPIZETAETHEIHIEEELET,

EHET7IVaYv
%£17( execute )

intra-mart Accel Platform IC&FZFnhd 7oz N4 T

intra-mart Accel Platform pMZ#RICIRIEL TWBR Y TV MY T T, YTV 94 TIDIRV RAFALAT—ETRITNIERY
FtHA, PV —2a3vDbICH TV NI THBIMTZHBEREELRBRVLIFRELTLEI Y,
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« IMEETREY [ 32— (imm_user)

»  IMEBEYRY [ 2HEB(imm_department)

«  IMEBETRY [ EB(imm_company_post)

» IMEBEYRY /T Yy T )L—TF(imm_public_grp)
MBS [/ /8T Y v 9 7 )L—F1&EI(imm_public_grp_role)

e

« TFHYHMERE/O—J)(b_m _role)

» FTFVNEE/IPvA 7 KL Z(im_authz_ipv4)
« TV MNEE /R (im_authz_meta_subject)
TV NEE /HME (im_authz_term)

IME@E~Y RS [ 21— (imm_user)

#7514 7ID
imm_user

E¥ETYT4 T4
IME@EY R4 21— (imm_user)

BEIVTATADF—

1. 2—43— R(user_cd)
IDEMICERY B 1E

1. 2—43— R(user_cd)
DT A XZINEXFIOER
imm_user:[2—#21— K]
1l

imm_user:aoyagi

IMt@~ R 9 [ =tt#E#(imm_department)

$7VxzU 547D
imm_department

BEEIVTA4T4
IMEEY R Y SMEB(Imm_department 8LV ZDREET—T L)

BEIVTFAT1DF—
1. 2% 23— K(company_cd)
2. #ift v b O2— K(department_set cd)
3. @3 — R (department_cd)
IDERMICERY B1E
1. 2% 32— K(company_cd)
2. #ift v b O2— K(department_set cd)
3. #@#3— K(department_cd)
4. LBTEETF

HBEEFICEROVWITNAZIEEL TSIV,
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FET 38

It TR 2R L ES,

le —HIEHFIETAOMEE 2R LET,
eq —Hdy il e mLET,
ge —HIEHNFRBLEMAOEH 2R LET,

gt LOfE = RLE T,
V)T 74 AINEXFINOER
imm_department:[£4 30— R [#fz vy bO3— R] O — R] [LESRETF]
FI—ROMEIFZEEHXYIY TY,
1

imm_department:comp_sample_01 comp_sample_01 comp_sample 01 eq

IMFEB< X4 [ #%BE(imm_company_post)

VYA E W)
imm_company_post

BEEIVTA4T4
IMEE< R4 &B(imm_company post 8 & U ZDEET—T L)

BEIVTATADF—
1. &% 23— K (company_cd)
2. ##ty b 31— K (department_set_cd)
3. &B3— K (post_cd)
IDERKICEKRT 218
1. £% 23— K (company_cd)
2. ##ty b 3— K (department_set_cd)
3. &B3— K (post_cd)
4. HBEETF
HEREFICEROVWTNAZIEE L TIEI L,
HEEF S
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