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package jp.co.intra_mart.system.security.certification.provider.ldap;

/**

* _/%Ll_#/@ LDAP uzma /¢¢j/€ 7D/\’f§7<BR>

Y/

public class LDAPUserCertificationValidation implements UserCertificationValidation {

/** LDAP GZFFIE3R D1 R R EFEMILET, Y/
private LDAPContextlnfoModel contextinfo;

/**

ARSI —

Y/

public LDAPUserCertificationValidation() {

// LDAP FEGFIERETINEERELET,
this.contextinfo = LDAPContextInfoBuilder.buildLDAPContextInfo(null);

/**
* LDAP FEEF Y —/NDFIF A &&= HIEL F T,
v

public boolean validate(LoginInfo logininfo, Accountinfo user, HttpServietRequest request,
HttpServIetResponse response) {
// LDAP ZREED FIH RTEEDNE DD ERREF L #eREERLF T,
return this.contextInfo.isEnable();

REBHRAEEZSRLCRAEY2—IVOFIAREZHELTLLESX

ulb\EJ_.Ej D/\/r'y
LDAP H—/NICERSI =M WEhtt 20IBARELET,

SREE Y —IADEWE DL EIL. INDI APl 2FBLTITOTENTEET,
EELWSERICDOWTIE. JDK D APl RFaXVRNESBLTEIW

javax.naming.directory.InitialDirContext. InitialDirContext
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package jp.co.intra_mart.system.security.certification.provider.ldap;

/**
* —#@ 21— LDAP 5Z5E 7 0/N1 5 <BR>
Y/
public class LDAPUserCertification implements UserCertification, XmllnitParamable {

/** LDAP GRFFIEZR DA R R EEMLET, Y/
private LDAPContextlnfoModel contextinfo;

e
Y 2—YO0 A DAL E 1TV FE T, <BR>
Y/
@Override
public void init(Node node) {
// LDAP ZZEHIEFET I EERKLET,
this.contextinfo = LDAPContextInfoBuilder.buildLDAPContextInfo(node);

/*)('
* LDAP 3 i HE#_/\/:E_ZJIJ ﬁ?ﬁgl/‘f?‘-
Y/

public CertificationStatus certification(LoginInfo logininfo, AccountInfo user, HttpServletRequest request,
HttpServietResponse response) {

/] FRE S/ LDAP EAF Y —/N\DHIEFN—TIEFT,
for (LDAPServerinfoModel serverinfo : this.contextinfo.getLDAPServers()) {

DirContext dirContext = null;

try {
/] PRFETBI=DDREFRIZFLFET,

dirContext = new InitialDirContext(serverInfo.getSearchEnvironment());

/N EFEIANINICA—FI—RERELET,
String filter = serverinfo.getSearchFilter().replaceAll("\?", logininfo.getUserCd());

// LDAP Ta1—Y%DRFEETLFET,
NamingEnumeration<SearchResult> answer = dirContext.search(serverinfo.getBaseDn(), filter,
serverlnfo.getSearchControls());

/| BFITROTFIES BHOEHELET,

if (answer.hasMoreElements()) {
SearchResult sr = (SearchResult) answer.nextElement();

/| A= DI FATRERIC/ NI T— N DIRFIEA{TFET,

N ADIHIe/NRT—REZEHEHRE L T LDAP Y —/\ICBAF e kFRL E T,

String name = sr.getName();

dirContext = new InitialDirContext(serverInfo.getCertifyEnvironment(name, ",",
logininfo.getPassword()));

/) SCFETHKIES LDAP SREFE LIECEELET,
return CertificationStatus.CR_OK;

} catch (CommunicationException e) {

/] BIEBIRDBELEZE T5—ELFET,
return CertificationStatus.CR_ERROR,;

} catch (NamingException e) {

15
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/] A= DI, F/eIE/ YR T— R DIRAFIC KL 7=25 5 JRD LDAP H—/NTHRAFF1TVE T,
continue;

}
}

return CertificationStatus.CR_NG;

intra-mart Accel Platform @ LDAP FREEET1—IL Tl 8D LDAP BV —/\AZEHFTDIEN AT,
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e S MIBEER
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B Z X, InitialDirContext M7 O— XALIBIF R L TWEH A
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<?xml version="1.0" encoding="UTF-8"?>
<plugin>
<extension point="jp.co.intra_mart.security.user.certification">
<certification
name="standard"
id="jp.co.intra_mart.security.user.certification.ldap"
version="8.0"
rank="90">
<certification-
class>jp.co.intra_mart.system.security.certification.provider.ldap.LDAPUserCertification</certification-class>
<certification-validation>
<validation-
class>jp.co.intra_mart.system.security.certification.provider.ldap.LDAPUserCertificationValidation</validation-
class>
</certification-validation>
</certification>
</extension>
</plugin>

intra-mart Accel Platform @ {Z2# 7O/ 5 D[ rankl Bl IZ. (1001 DR EINTWET,
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~.class
plugin

<Plugin I
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package jp.co.intra_mart.foundation.security.certification.sso;

import javax.servlet.http.HttpServietRequest;

/**
CSONY A DEEOT T HA— G DERIFETO1> 8 7T —R T,
%/

public interface SSOUserProvider {

e
*BEO1>ETIA— 1 I—RERFILET, <br>
Y 2 — Y I—NERETERD 2/ S idnullZREILF T,
* @param request Y —7L v JIIT X,
*@return 2—%3J—K
Y/

String getUserCd(final HttpServletRequest request);

BRERR

MEPRETRHINZ T OS5 EHYFE A,

REHVTIL

)OI RAMISA—% sample_user_code] HS>1—HI—R%ZEEL.SSOTEH >V TILTT,
dA—H%&YJVTANZA—4Tsample_user_codel & LTEET &L, BEIOT MV ARBLET,
BBEARAI—RIEYVTINTHED. EF2)T12ZEBLTVERA,

« BT Java I—RK
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package sample;
import javax.servlet.http.HttpServietRequest;
import jp.co.intra_mart.foundation.security.certification.ss0.SSOUserProvider;

public class SampleSSOUserProvider implements SSOUserProvider {
@Override
public String getUserCd(final HttpServletRequest request) {
N UYOIIINZX—=EH58S021— Y T—NEIREFELET
final String userCd = request.getParameter("sample_user_code");

if (userCd != null) {
return userCd;

}

// nUllERHTT B E THID T ONT G IC I FZTEIET
return null;

» BUTNTSTAVERETFAIV

<?xml version="1.0" encoding="UTF-8"?>
<plugin>
<extension
point="jp.co.intra_mart.foundation.security.certification.sso.user.providers"s
<sso-user-providers
id="sample.programming_guide.sso_user_provider"
name="Sample SSO User Provider"
version="1.0"
rank="50">
<sso-user-provider class="sample.SampleSSOUserProvider"/>
</sso-user-providers>
</extension>
</plugin>

IO TZAMERA S, A—HI—RERIHTBELICLET null BRETBIET RO TSV AV ICBEFRZET DI EN
TEEY,

2TOSSOA—HA—RTANAI TS T4 H null R UIHE REBIFELTT IV ERAINET,
SSOA—HIaA—RTaANAF TS 710 FELBRWI—HYFI—RERFL/IFE. intra-mart Accel Platform 2013
Winter(Felicia) £ TI&RFREEE LTT7 7RI, intra-mart Accel Platform 2014 Spring(Granada) BAFED/N—> 3> Tl
HTTP500 T5—Il7YUZET,

TS5TAVELTHREINLIBRICTANAIDRRITINET,
IBEAERLIZEESLIVRELTO>TEIN,
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ENMERERRZAT O T2 OICLL T DURLICT 7 AL TLEI W, 2—H Taoyagil TAT AV LTCWNIEY Y FIVIGIE L<EIMEL TV E
_a_o

= http://<HOST>:<PORT>/<CONTEXT_PATH>/home?sample_user_code=aoyagi

R

SSOA—HI—RTONAYDEEICEVWT, 2 — Y I—ROBEBAEN B ZICHEA T e ThHD LR ARIT. &
Fa2)F1 EFF LA DYFFA, I—FIA—ROESILEIET Y DRI AR ILEEAEZEEB L LEREATOESE
BEDLET,

—ENJMVRh LR

»  ZEOJMAUBALERERE BIEAR
»  ZEOJAVBEHEE BERIE T ONAY - TS T
» TEBERJAVEEREEEMIE TR AIE
» CEBEOJAVFIVvIETOTICATA VLB ETOAE
» ERNCHER LRI T ONAY TEOT 1V REARIZT D 4%
v ATV ERURREE T ANA S &R L e ZEQ VAV F oy I % TR T ONA 5 % ER T2
» 277 2:plugin.xml DEREEEMT S

—ENJ (B ErRE BIE{EAR

“EAVAVMIE#EEE E BIICAT MY LTV A — Y ER LAY A REFALBIORE (TS0 Y) honn /1 %/ 1k
3’61‘%&%“‘5’6‘?} (—El:lo“/r‘/limt#%%““

@*%ﬁb)

BNV RREF A LR ORI RBIZLL T OBEETWEY,

1. BWRFRADEINHIEEIT D,
= ZITWebY—ERPHARY IR T7HEBTES 12—V R E DN EHEAPIZF B LRI EEF I —EOT 1
B IEHBE D RAERYUETS,
= ZEOVAVBIERENMEN LGS EREOOTAVLENTONEY,

2. OTAVIERET AV MEROI—HA—R AT —RDLEETD,
s OJAVERETHIVNEBRNERDIFEIEL, CDOFETRANGERYET,

3. T=AR=RIIATA VY aV BRI EHINTVWEHFIVvIEIT,
s OJAVEYIaVERNEFEIETZIHEIF. ZEOJV MV ELTEREINGERYET,

4. OTAVLEBETD,
5. QA Lica—HYondM oy aviERaT —IR—RUELFT 5,
N

OJ4vtEyyayEBMEEOEmIEEICBEALTI T NEBEREAAR ] - TOT1 ey aryaEWLT
31 =S RLTLIEIN,

TEOJA VIR BRI T ONAY - TSI
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CEOSA VI B U ROREE T ONRAY - TS5 4 TSN TWET,

»  RREESENAY
KEISR
jp.co.intra_mart.foundation.security.login _session.certification.LoginSessionUserCertification
IR E

AJAVERET HOY MEHRDI—FA—R NATD—RELEBELET,
I—HO—R RRAT7—RICEHEVWARIFNIE. QM ey aVvERASRBLT. &80/ 1 Y FoviaTunET,

= EREEY RS
ERIZR
jp.co.intra_mart.foundation.security.login_session.listener.LoginSessionUserCertificationListener
ALERAEE

ZOEEE) RFTlEOTAv vy aviEReET —IR—A~NEHZLET,
BHINAOTM vy aviBERIEI—IDOTTINLBEY Y ay OB R INLIGESE. v arhE
Mo 7B R THIRINE T,

“ERTAUR IR LT BTk

ZEOVMVHIEHEEA ML LI WS EIE. LT D plugin.xml D enable BH4IC false 5% E L. intra-mart Accel Platform
EHREHLTZIN,

F72lE. IM-duggling D7 OV I ML T DEIITERE L7 pluginxml 774 ILE ST plugin 744 %70z MNETFICO
E—L T WARZ7M IV B LB T 7ARA LTI,

RENE
D74 FRAEY A FBE

%CONTEXT_PATH%/WEB-INF/plugin/jp.co.intra_mart.security.user.certification.login_session/plugin.xml

<plugin>
<extension point="jp.co.intra_mart.security.user.certification">
<certification
name="standard"
id="jp.co.intra_mart.security.user.certification.login_session"
version="8.0"
rank="90"
enable="false">
<certification-
class>jp.co.intra_mart.foundation.security.login_session.certification.LoginSessionUserCertification</certification-

class>
<certification-listener>
<listener-
class>jp.co.intra_mart.foundation.security.login_session.listener.LoginSessionUserCertificationListener</listener-
class>

</certification-listener>
</certification>
</extension>
</plugin>

MmEIOJ 1V BB AR E
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%CONTEXT_PATH%/WEB-INF/plugin/jp.co.intra_mart.security.user.certification.login_session_8.0.4/plugin.xml

<plugin>
<extension point="jp.co.intra_mart.security.user.force_login">
<certification
name="standard"
id="jp.co.intra_mart.security.user.certification.login_session"
version="8.0.4"
rank="90"
enable="false">
<certification-listener>
<listener-
class>jp.co.intra_mart.foundation.security.login_session.listener.LoginSessionUserCertificationListener</listener-
class>
</certification-listener>
</certification>
</extension>
</plugin>

Flh. ZBOJM Vi A EMILLTO M vy ay BB EED AR AT 25 EIE. O 1V AR A TR ED
<certification-class> XV NP INLEREE) R T DA EMICLET,

RERS

<plugin>
<extension point="jp.co.intra_mart.security.user.certification"s
<certification
name="standard"
id="jp.co.intra_mart.security.user.certification.login_session"
version="8.0"
rank="90">
<!I-- certification-class ZIX PP ORF2EZEOT 1> FToIIF{THOAEE Ao
<certification-
class>jp.co.intra_mart.foundation.security.login_session.certification.LoginSessionUserCertification</certification-
class>
-—>
<certification-listener>
<listener-
class>jp.co.intra_mart.foundation.security.login_session.listener.LoginSessionUserCertificationListener</listener-
class>
</certification-listener>
</certification>
</extension>
</plugin>

—EOJAVF v IO IO AR EITIAE
UserCertificationManager AL TOJ 1 VB AR1T 2I5HIC. forcelogin XV RA&FEA L TRFIOZ M %1TIDN LA
TOMRBYEZOQTAVERICGRETDIET. ZEQJ/AVFviaiToT IOV A VB ERTTEENTEET,
= HRREMR
im_login_session.certification.validation

= HREMEE

false
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EELILLTOLOICRYET,

loginRequestinfo.setAttribute("im_login_session.certification.validation”, "false");
UserCertificationManager.getInstance().login(loginRequestinfo);

BRI LR T ONA S T EOT M VIR 2RIFI B 5%

%ﬁ— l/\:\nm\uEH_UuﬁmTéf\_&Jhﬁﬁ% l/fuulu\nIEj D/\'fy 70774/1 5574 /BEJL*%E %%fﬁj'%ﬁ:‘iu?@ﬂfﬁﬁl\\
ZIlRYES,

ZZTlE, 77/ DTLDAP 3EE 1 #FI A LR AR D TONAYILZEOT AV F v %8BI 20 =F A L 55k
LEY,

2T AER LR T ONA Y Bk LI ZEOQV AV F v TR TONA Y 52 ER T3

HLWREEARICH BT BT AN Y &AL T BT AV Fv I TR TANA T 2R LET,
WATTORRIBLIRIILIZE CEAV AV F v I %70 IICEELIET,
—EOJAVFIvIETIICIE LT OAPIZERALEY,

APIUZ 2%
Jp.co.intra_mart.foundation.security.login_session.certification. DuplicationLoginChecker

=)

bl

public class LoginSessionLDAPUserCertification extends LDAPUserCertification {
@Override
public CertificationStatus certification(final LoginInfo logininfo, final Accountinfo user, final HttpServietRequest
request, final HttpServletResponse response) {
/| WERRTE DER G FE T EITLE T,
final CertificationStatus status = super.certification(logininfo, user, request, response);
if (status I= CertificationStatus.CR_OK) {
/| GREFSEM DIG B, EDFFGHFR T—I R ERHALFET,
return status;

}
N ZEOJA>FrvoE{T0FT,
return DuplicationLoginChecker.certification(logininfo, user, request, response);

ATv 7 2:plugin.xml DR EEBINT S

pluginxml (IR L7ZZEOV AV Foy I TIRMTONAT DR EEEELET,
%ﬁ' l/\l\nm\nEjj__ttuﬁﬁa_\a_%lnru\DEjD/\’fy @E&E;&Eaﬁ L/fC plugln.xml @L/LT@W@&EE bi@'o

<certification> @ rank B

ZREDZEOTA VMR TO/NMF LYENSWME (90FKHE) 2I8ELET,
<certification>/<certification-class>
REARR
Jp.co.intra_mart.system.security.certification.provider.ldap.LoginSessionLDAPUserCertification

ATV TITHER LRI TONA Y ISR R ELET,
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<certification>/<certification-listener>/<listener-class>

jp.co.intra_mart.foundation.security.login_session.listener.LoginSessionUserCertificationListener
A7y av e BRI ATV AR ELET,

REH

<?xml version="1.0" encoding="UTF-8"?>
<plugin>
<extension point="jp.co.intra_mart.security.user.certification"s
<certification
name="standard"
id="jp.co.intra_mart.security.user.certification.ldap"
rank="80">
<certification-
class>jp.co.intra_mart.system.security.certification.provider.ldap.LoginSessionLDAPUserCertification</certification-
class>
<l-- ZEFIDEF 7O/ 1805 X
<certification-
class>jp.co.intra_mart.system.security.certification.provider.ldap. LDAPUserCertification</certification-class>
-—>
<l--O01>ty2 3 [§HREEIRT B/EDDEHFF IR FIFR -->
<certification-listener>
<listener-
class>jp.co.intra_mart.foundation.security.login_session.listener.LoginSessionUserCertificationListener</listener-
class>
</certification-listener>
<certification-validation>
<validation-
class>jp.co.intra_mart.system.security.certification.provider.ldap.LDAPUserCertificationValidation</validation-
class>
</certification-validation>
</certification>
<extension>
</plugin>

ERR U720 Z R & pluginxml & HWARTZ 7ML EERRLEBT 7041758, ZEOJ AV EBEENBMITARYVET,
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