intra-mart Accel Platform — OAuth 70453V H4RK %Ik 2014-12-01 None

Copyright © 2014 NTT DATA INTRAMART
CORPORATION


http://www.intra-mart.jp/document/library/index.html

intra-mart Accel Platform — OAuth 7O 53XV H4K %Ik 2014-12-01 None
B R

- HETER

= lEL®IC
= AEOEM
= NREE
= AEOHER

= intra-mart Accel Platform @)Y —XD1R# A (Java )
» 2FVT1RBTREVY—RORO—T (PO REBHE) 2R ET .
» RTVT2:)Y—RERETIURLERET B
» AFYTBNY—RERETIZT IV —avERET D,
= ATVTARETEIV-REERET D,

= intra-mart Accel Platform ED#BEDIRIESE( RV TNRAFKETIV )
» 2ZFVT1RBTRNY—RORI—T (PO REBHE) 2R ET .
» RTVT2:)Y—RERETIURLERET B
» AFYTBNY—RERBTREZT IV T —avERET D,
= ATVTARETEIV-REERET D,

w ISATURNT TV —2av hbOAuthREIHEE AR 2 535
= Web7 7 —ar TOAuthSREEHEEEFIB T 25 %
» RATATTT)r—> 3V TOAuthEREEMEEEAFIR T2 0%
 TORAN—OVOEFHAE
« TUORRN=OVORERFE

- IS—O—R-—E



intra-mart Accel Platform — OAuth 70453V H4RK %Ik 2014-12-01 None
ET B

ZEFAR XERE

2014-12-01 #hR



intra-mart Accel Platform — OAuth 70453V H4RK %Ik 2014-12-01 None
XLC®HIC

AEDEMN

FETIROAUhRIEHEEZ AW T OY ZIV I AEPERRFICOVWTHBLES,

X R &

RORMFAEFEENRELTET .

= OAuthz23F% B\ T intra-mart Accel Platform EDUY— &2 LI-\W\FIFE
= OAuthz23F% A\ Tintra-mart Accel Platform DUV —2&MBLIISATNT TV r—avaER LIV BRS

AE DK

FEEF LRORNRFAEICELTROIDDEHRER>TWET,
= intra-mart Accel Platform D)/ —X D7 % (Java )
Java TOAuthz23E% F\ 7z intra-mart Accel Platform £DY Y —R&RETZHRICDOWTEALET,
= intra-mart Accel Platform _E DBEFEDIEH T % ( R0Y T MEFET I )
29T NEAFEET L TOAuthaREE% AL\ /- intra-mart Accel Platform £D )Y —2%&1R#9 25ROV TEHRBALET,
S TUITTY =232 50AuthSRAI R EFIF T B 75 %

OAuthsR5E% F\ M7z intra-mart Accel Platform EDYY—2OFIBAEICDOWTCERALET,

intra-mart Accel Platform LDV —Z D12 7A% ( Java )

intra-mart Accel Platform £ ')V —2Z0AuthiB5E %8 L TR T 235 B DIEEFIRIIU T DEBYTY,
1. RIETDVY—2QR2—T (7= REH) 282 ET 2.
2. )Y—R%R#HTHURLERET B,
3. UVY—RERYTZT TV —>avaRET D,

4. BRIV —RERETD,

ATy 71 RMTEYY—ADRA—F (7O RAEHE) 2R ET 5,
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<?xml version="1.0" encoding="UTF-8"?>

<oauth-client-scopes-config
xmins="http://intra-mart.co.jp/system/oauth/provider/client/scope/config/oauth-client-scopes-config"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://intra-mart.co.jp/system/oauth/provider/client/scope/config/oauth-client-scopes-config oauth-client-scopes-config.xsd ">

<scopes>
<scope id="account">
<default-subject>7 717~ MEERA DT U+ 2 </default-subject>
<localizations>
<localize locale="ja">
<subject>7 1V MERADT Ut X </subject>
<text>2—HT7HIY MERADT I 2 %EHTLET, </text>
</localize>
</localizations>
</scope>
</scopes>

</oauth-client-scopes-config>
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<?xml version="1.0" encoding="UTF-8"?>

<oauth-client-resources-config
xmins="http://intra-mart.co.jp/system/oauth/provider/client/resource/config/oauth-client-resources-config"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
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xsi:schemalocation="http://intra-mart.co.jp/system/oauth/provider/client/resource/config/oauth-client-resources-config oauth-client-resources-config.xsd ">

<client-resources>
<client-resource id="user-account" path="/oauth/user/account" type="java" target="jp.co.intra_mart.sample.UserAccount">
<scope id="account" />
</client-resource>
</client-resources>

</oauth-client-resources-config>
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<?xml version="1.0" encoding="UTF-8"?>

<oauth-client-details-config
xmlins="http://intra-mart.co.jp/system/oauth/provider/client/config/oauth-client-details-config"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

xsi:schemalocation="http://intra-mart.co.jp/system/oauth/provider/client/config/oauth-client-details-config oauth-client-details-config.xsd ">

<client-details>
<client-detail client-id="account-sample" client-secret="sample" authorized-grant-type="authorization_code">
<default-name>*> 7 )L - 771)/r—> 3> </default-name>
<localizations>
<localize locale="ja">
<client-name>*> 7L - 7 1) /r—> 3> </client-name>
<description>7 1> MEREIG T 24V TILT7 T 75— 3> TH, </description>
</localize>
</localizations>
<scopes>
<scope id="account" />
</scopes>
</client-detail>
</client-details>

</oauth-client-details-config>
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public class UserAccount implements ResourceExecutor<AccountContext> {
@Override
@ResponseType("application/json")
public AccountContext execute(final HttpServletRequest request, final HttpServietResponse response) throws OAuthException {
return Contexts.get(AccountContext.class);
}
}

@ResponseType Z1EE TSI E T, ContentType a8 E T DI ENTEXT,
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EB

"applicationLicenses": [],

"authenticated": true,

"calendarld": "JPN_CAL",

"dateTimeFormats": {

"IM_DATETIME_FORMAT_DATE_STANDARD": "yyyy/MM/dd",
"IM_DATETIME_FORMAT_DATE_SIMPLE": "MM/dd",
"locale": "ja",
"IM_DATETIME_FORMAT_DATE_INPUT": "yyyy/MM/dd",
"IM_DATETIME_FORMAT_TIME_INPUT": "HH:mm",
"format-set-id": "IM_DATETIME_FORMAT_SET_JA BASE",
"IM_DATETIME_FORMAT_TIME_STANDARD": "H:mm",
"IM_DATETIME_FORMAT_TIME_TIMESTAMP": "H:mm:ss"

b

"encoding": "UTF-8",
"firstDayOfWeek": 1,

"homeUrl": "/home",

"locale": "ja",

"loginGroupld": "default",

"loginTime": 1375753818835,

"rolelds": [],

"signature": "1xcbox8",

"themeld": "im_theme_dropdown_blue",
"timeZone": "Asia/Tokyo",

"type": "jp.co.intra_mart.foundation.context.model.AccountContext",
"userCd": "aoyagi",

"userType": 1
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22D <oauth-client-scope.xmi> 77 L EER LT U TEADLRELES.

<?xml version="1.0" encoding="UTF-8"?>

<oauth-client-scopes-config
xmlns="http://intra-mart.co.jp/system/oauth/provider/client/scope/config/oauth-client-scopes-config"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
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xsi:schemal.ocation="http://intra-mart.co.jp/system/oauth/provider/client/scope/config/oauth-client-scopes-config oauth-client-scopes-config.xsd ">

<scopes>
<scope id="account">
<default-subject>7 717~ MEERA DT U+ 2 </default-subject>
<localizations>
<localize locale="ja">
<subject>7 1> MERA DTVt 2 </subject>
<text>2—HT7HIY MERADT I R%EHTLET, </text>
</localize>
</localizations>
</scope>
</scopes>

</oauth-client-scopes-config>
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<?xml version="1.0" encoding="UTF-8"?>

<oauth-client-resources-config
xmins="http://intra-mart.co.jp/system/oauth/provider/client/resource/config/oauth-client-resources-config"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://intra-mart.co.jp/system/oauth/provider/client/resource/config/oauth-client-resources-config oauth-client-resources-config.xsd ">

<client-resources>
<client-resource id="user-account" path="/oauth/user/account" type="jssp" target="sample/user_account">
<scope id="account" />
</client-resource>
</client-resources>

</oauth-client-resources-config>
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<?xml version="1.0" encoding="UTF-8"?>

<oauth-client-details-config
xmlns="http://intra-mart.co.jp/system/oauth/provider/client/config/oauth-client-details-config"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://intra-mart.co.jp/system/oauth/provider/client/config/oauth-client-details-config oauth-client-details-config.xsd ">

<client-details>
<client-detail client-id="account-sample" client-secret="sample" authorized-grant-type="authorization_code">
<default-name>*> 7 )L - 7 1) /r— 3> </default-name>
<localizations>
<localize locale="ja">
<client-name>*> 7L - 771)/r—> 3> </client-name>
<description>7 717> MEREIE S 24> IV T S —2 3> T, </description>
</localize>
</localizations>
<scopes>
<scope id="account" />
</scopes>
</client-detail>
</client-details>

</oauth-client-details-config>
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function init(request) {
var accountContext = Contexts.getAccountContext();
var response = Web.getHTTPResponse();
response.setContentType('application/json; charset=utf-8');
response.sendMessageBodyString(ImJson.toJSONString(accountContext));

YERR L7=<user_account.js>771 L% ljssp/src/sample ) B FICECELE T,
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TOEAN—0 V%G LTI, [https./localhost:8080/imart/oauth/user/account?access_token=<access_token>]~Y I TANEEETHELUTDLILL ARV ZHRMINF
ER

"applicationLicenses": [],

"authenticated": true,

"calendarld": "JPN_CAL",

"dateTimeFormats": {
"IM_DATETIME_FORMAT_DATE_STANDARD": "yyyy/MM/dd",
"IM_DATETIME_FORMAT_DATE_SIMPLE": "MM/dd",
"locale": "ja",

"IM_DATETIME_FORMAT_DATE_INPUT": "yyyy/MM/dd",
"IM_DATETIME_FORMAT_TIME_INPUT": "HH:mm",
"format-set-id": "IM_DATETIME_FORMAT_SET_JA BASE",
"IM_DATETIME_FORMAT_TIME_STANDARD": "H:mm",
"IM_DATETIME_FORMAT_TIME_TIMESTAMP": "H:mm:ss"

I

"encoding": "UTF-8",

"firstDayOfWeek": 1,

"homeUrl": "/home",

"locale": "ja",

"loginGroupld": "default",

"loginTime": 1375753818835,

"rolelds": ],

"signature": "1xcbox8",

"themeld": "im_theme_dropdown_blue",

"timeZone": "Asia/Tokyo",

"userCd": "aoyagi",

"userType": 1
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HTTP/1.1 200 OK

Content-Type: application/json;charset=UTF-8
Cache-Control: no-store

Pragma: no-cache

{
"access_token": "718fedeab471477fa1c0deef626e0b0d",
"token_type": "Bearer",
"expires_in": 3600,
"refresh_token": "5¢7cc664da4a40e0a7103c3200509e01",
"scope": "schedule”
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ER

scope ZDTIEAN—V Y THSRBARERY—RADT IV RAEHETT,

RAI—ROEMHRIBECNIBEE. V5147V MREICKRBLIISGEICIE HTTP 27 —4 23—k 400 (Bad Request) Z3BHLE T, ZOL AR ZUTIE, /85 A—FIC
IS—O—RAEFIET,

HTTP/1.1 400 Bad Request

Content-Type: application/json;charset=UTF-8
Cache-Control: no-store

Pragma: no-cache

{

"error":"invalid_request"

}

BHIINZITZ—I—NIIDVWTR}, Z5—T—F—E 2SR LTEIL,

7. BELET VANV EAE LYV TR NE(E TSI ET intra-mart Accel Platform EDYVY—ZAT7 IR $TBIENTEET,

TOEAN=OV ) VTR =I5 LET,
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GET /<resource_path> HTTP/1.1
Host: localhost
Authorization: Bearer 718fedeab471477fa1cOdeef626e0b0d

WY=2AANDTIEREILT VANV EEATWARWNEEP T I A0V OFFEICKBLIGE IR, WWW-Authenticate L ARV ANy —& B AR L ZRY AHRHD
INFEY,

WWW-Authenticate: Bearer realm="OAuth Authorization",
error="invalid_token"

TOEAN=0VDEMERIIN/IBEIX. VILyah—0 v ERMBLTT VANV DEHET>OTEIN,
BEHARIOWTUL [ 7o =02 D EE A 1 BRUTLEI W,

RATAT T )/ r—2 3 TOAUhEREEEREZ R 955 7%

RATATIRENA EG TRINTT TV r—2av DEIRIFATVNT TV r—2av HHOAuthRE#EEAFIA T 23581, 172y h/ S0 JO—%FERALET,
TOFIRIELUTDEYTY,

1. ZO7O—T I5AT7 VN7 TV r—avida—HERA TV RRIV MBI b EET,
https://localhost:8080/imart/oauth/authorize ?response_type=token&client_id=<client_id>&redirect_uri=<redirect_uri>

BALYRRAVIUIRINDYITY—ELTRDNAGA—I %5 LET,

NRIA—5% WHAEHE REME "%
response_type @] TORAN=VVERBTBOD)ITRANTHDIES
KT “token” ZFRELFET,
client_id (@] TIVT—2avDo54T7 VN FAERELET,
redirect_uri x TOEAN=9VE)TALIMNTBURIEIEELET, TI)r—2avDUFALIMNIRICEREINEE—BLAR TN
EWFEE A
scope x FTIVr—2avDBRTZT7IERABHEAEIEELET. FT)r—2av)Y =B EINLT V2 REEIC—B LR WG
nEWFFEEA,
state x DOTZARNED—ILY I DB TREEEHERFT272DICE  intra-mart Accel Platform Bo7 7)o —>avAUd(4LINT 5
AT2509 LfEaiEELET. BICZDEEFSLET,

2. BALYRNRAVMITIERT L, A—HFRBIAERDSNET,
3. A—YREEITIEMMNTISATUNT TV r—>av DR a a2 RkOLNET,

4. BAINDZEISATYNT TV r—2avDYFALINIRICT VRNV ED RS A9 EEARURLSRINE T,
(IRFA=FIFURLD/N\Y 1 # AV DEIEINFET,)

myapp:callback#access_token=c0200e5c62334{7d93ec685478c40al1&token_type=Bearer&expires_in=3600&scope=schedule

JFALIRURICEEND/SA—FIEUTDEBYTT,
NRIA—=8%  EE
access_token FEITIN/ILTIEAN—VVTT,
token_type N—=2> DFERITY, intra-mart Accel Platform DIFEHRERZETIE RTZ—~h—IVERILET,
expires_in TORZAN=0 DEREB () TT,

scope ZDT7 VA=YV THRBARERYY—RADT IV RAEHEHETT,

A—YWST I REEEINIGEE. RILICKRK LB E IR NI A—HILTF—I— MM EINZURLASRAIINE T,
myapp:callback#error=access_denied

BHIINZTZ—I—NIIDVWT}, T5—T—F—E 2SR LTEIL,

O a5 A

= TSUAVRDHRTINSDNAFGA—IRNEIND D, VI ALINEANNRTA—INEINZIERHYEEA,

5. RATAT T IV r—2aviBEETSFTAVMIEFNDELN TE/NRSA—9% /-2 LET,
Fl TSVYR=ZADTT)r—avid JavaScriptTUF A LI RMURID TSI AV REZDNRFA=SIIT /AL THEEZRBLET,

6. UFALINURICEENZ/NSA—IERIZ LIS NTA—FIIEENDT I EAN—I V&GS LI TANE(IET I ET intra-mart Accel Platform DY —2AT7 o+

12


index.html#label-overview-refresh-token
http://www.intra-mart.jp/document/library/iap/public/im_oauth/im_oauth_specification/texts/authorization_flow/index.html#???????????
index.html#label-overview-error-code-list

intra-mart Accel Platform — OAuth 7O 353XV 7 H4RK

RAFBHIENTEFET,
TOEAN=OVE) VT AM I =I5 LET,

GET /<resource_path> HTTP/1.1
Host: localhost
Authorization: Bearer 718fedeab471477fa1c0Odeef626e0b0d

#hR 2014-12-01 None

VY =2AANDT I EREILT VANV EEATWARWNGEEPT IR0V OFFEICKBLIGE IR, WWW-Authenticate L ARV ANy —& AR L ZRY AHRHD

INFEY,

WWW-Authenticate: Bearer realm="OAuth Authorization",
error="invalid_token"

TOEAN=0VDBEMEBNINEEE, LROFIRTBET /AN VRIS 2LENHYET,

1TV oyNI SR TA—%FIAT25EIE TokenBRBBEDFRELTT I ERN—0 Y DERBETILIITL TS,

RIEICDWTCE [ PO =02 DR % 1 EBRB LTIV,

TOERAN—OVDEHRAE

WELET VANV DBHERIINHE Iy a b= 2R BLTHLWT 7 EAN—O U ZBIS T2 ENTEET,
TOFIRIELLTDEYTY,

1. 9547V 7T r—avid, intra-mart Accel Platform D h—2> TV RIRAV MAPOSTY T AN EEELE T,

https://localhost:8080/imart/oauth/token?grant_type=refresh_token&refresh_token=5c7cc664da4a40e0a7103c3200509e01&client_id=<client_id>&client_secret=<client_secret>

F—=OYITVRRAVMIRINDITY —ELTRDNFGA—I 2 FELET,

NRIA—5% WAEHE BEE 2
grant_type O TOEAN—V Y DEFDI=HDVITANTHI &K
9 “refresh_token” #5%ELF T,
refresh_token (@] TORAN=OVERBLIRFICIELL) 7Ly ak—2
VERELET.
client_id O TIVT—2avDISAT7 NS FERELET,
client_secret (@] TIVT—=2avDISAT7 =Ly e RELET,
scope x TIVr—2avDBRTZT7IERABHEAEEELET. RITEHDT IV EAN=0V DT 72 ABEEATRINIEWNTFE
Ao

intra-mart Accel Platform &L FDEIICUSONTIY I—RINL ARV ZERLTEET,

HTTP/1.1 200 OK

Content-Type: application/json;charset=UTF-8
Cache-Control: no-store

Pragma: no-cache

{
"access_token": "c0956bf8c90748fa85ef9356f54778dd",
"token_type": "Bearer",
"expires_in": 3600,
"refresh_token": "309056c2c8da4f5b82ad5c4b7e272e54",
"scope": "schedule”

INTA—8% 2

access_token RITINLTIEAN—=IVTT,

token_type N—=2>DRERITY, intra-mart Accel Platform DIFEHRERZETIE RTZ—~h—IVERHLET,

expires_in TORAN=0 DEEB () TT,

refresh_token — PUEAN—0VDBEHERLBDN/ZBHI FHLWT I ANV ERGIZDIFIAINDE YTy ah—oUT
ER

scope ZDT7IEAN—V Y THRBARERY—RADT IV RAEHETT,

VLYY ah—O VDN REMIGEE V47V MRELICKRB LIS EICIE HTTP 27 —423—K 400 (Bad Request) ZiRHILE T, DL RARY AU /INFA—HICTF—

aA—RAEFNZET.
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HTTP/1.1 400 Bad Request

Content-Type: application/json;charset=UTF-8
Cache-Control: no-store

Pragma: no-cache

{

"error":"invalid_request"

}

BHIINZTZ—I—NIIDVWT}, Z5—T—F—E 2SR LTEIL,

2. BISLET VAN =IOV ENSGA=H IG5 L) VT AN EE(ETHIET intra-mart Accel Platform LDV —ZAT IR $2IENTEEXT,
https://localhost:8080/imart/<resource_path>?access_token=c0956bf8c90748fa85ef9356f54778dd
TORAN=02 DEMERIIN/IBEIE LEEOFIETEET7VEAN =0V OEH AT o>TLLIL,

ZOBICRIATRY 7Ly a b=V RBT VAN B LIBCEE L) TLyah—0 v R B LTSI,
TORAN=OVEBHTBEHICHALEL) TLy ab—0VEFATEE A,

FTOEAN—D Y DWERFE

1TV oyNISUhT7A— ZRALTWSHA. B Y ——D5DLRARVRICEFNE NIV A B BICET § &N T EER T, TokenBIMMEL THON B A BN HY &
ED
TokenBRBBEADHRELTIZATURNT TV r—vavid RITR> b=V VBB FICRITINEDODNEIDNEREITINETT,

TOFIRIELLTDBEYTY,

1. 9SATINT TV r—2aviE 7o AN=0 %) YT ARy —IF 5L, intra-mart Accel Platform M h—2VFEERTY RRA Y hAPOSTY VT AN ERELET,

POST /imart/oauth/token/verify HTTP/1.1
Host: localhost
Authorization: Bearer c0200e5c62334f7d93ec685478c40a11

N—OVRERTYRRAVMIRINDI T —ELTRDNSA—I %G ELET,

INFGA—=8% WRIEE BREE 2
access_token O BRETOIT VANV ERELE
ED

intra-mart Accel Platform &L FDEIICUSONTIY I—RINL ARV ZERLTEET,

HTTP/1.1 200 OK

Content-Type: application/json;charset=UTF-8
Cache-Control: no-store

Pragma: no-cache

{
"audience": "sample_client",
"user_cd": "aoyagi",
"expires_in": 3510,
"scope": "schedule”

NIA=5% HEE

audience DT IERAN—VVDFEITHRIZATVNDTY,
user_cd 1—HI3—KRTY,

expires_in  PUEAN—0> DB (M) T,

scope ZDT7 VA=YV THRBARERYY—RADT I RAEHEHETT,

BSLETVEAN—UVDABRICEENS audience KEHBEFDIZAT7VMD E—HLTWBILEBIDET,
audience DRBEHNBDEEFDIST7 VMDD E—BULARWMEE. TOT /AN EFIAEFHRELTLIL,

I5—a—K—8

EREER )Y —RBHRD KB, intra-mart Accel Platform M5REFIINZ TS —I—RIZLLTFOBEYTY,
= invalid_request

DO TAMIBERNFA=IDNEFNTWRWNSZE P AT A—Y DEHI R EWZEISRDINET.
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invalid_client

KHDIZAT YN THDIHE. IFAT Y IMREBERIEEFNTORWES, Y R— NS BVWREARDFAINTOSIHEE, V717V MORREICRB LB AIRINE
EX

unauthorized_client

REDHETRAA—RERMFTEIEERATINTWRWN BIEINALIFIT VM YEEDT FY MATERATIHRICRT INTORWSEIGRAINET,
access_denied

A—HIT) VI AN EBINIFRITRAINET,

unsupported_response_type

BEINELARY ZIATHHR—FENTOWRWERIGRATNET,

invalid_grant

RUINBAT SV MR E AR N, KHLTWS BAVIZRANCAVLGNEY S ALY MEURIERYFLTWRW DI ZA 7Y ML TRITINAEDTHS
EEISRIINET,

unsupported_grant_type

BEINLTFVNATHYR— IR TOWARWNEEIORNINET,
invalid_scope

DOTZMRIA=THRAL F2E TOMBDOT L LH A THZIBEISRANINES,
server_error

DO TZNDREATERWEIBRFRLAVNKRISEEL/IZRICRAINET.
invalid_token

TOEAN=OV DRI, FlE ZDMDF YR X THBIHZAISRNINET,
insufficient_authorization

TOERERNBVIZEIRAINET,

insufficient_scope

TORRMBERRAA—THRA IR TVWANEEISERHINET,
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