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package jp.co.intra_mart.system.security.certification.provider.ldap;

e
* —MR2—1FH LDAP SEAFRIFHE 70/ V15 <BR>
*/
public class LDAPUserCertificationValidation implements UserCertificationValidation {

/** LDAP FEFFIE D1 RV I EFEMLES, Y/
private LDAPContextinfoModel contextinfo;

Jox
*AVRINZO5—

Vi

public LDAPUserCertificationValidation() {

// LDAP SZEHIE#RETINEEHLET,
this.contextinfo = LDAPContextInfoBuilder.buildLDAPContextInfo(null);
}

e
* LDAP GRAF Y —/NDF A ZEHELE T,
*/

public boolean validate(LoginInfo logininfo, AccountInfo user, HttpServletRequest request, HttpServletResponse response) {
// LDAP SZEED R BTGEDE DDV ERREEL i REERLFET,
return this.contextinfo.isEnable();
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package jp.co.intra_mart.system.security.certification.provider.ldap;

e
* —#R2—1fF LDAP 587F 7' 0/515'<BR>
Y/

public class LDAPUserCertification implements UserCertification, XmlInitParamable {

/** LDAP SRFFIE# D1V R I R EEMILET,
private LDAPContextinfoModel contextinfo;

Jos
Y 2—YO0FEF DAL E{TIVET, <BR>
/
@Override
public void init(Node node) {
// LDAP SZEFIEHRETINEMERLLET,
this.contextinfo = LDAPContextInfoBuilder.buildLDAPContextInfo(node);
}

Jox
* LDAP SRFE Y —/ NICGEAF B AL F T,
Vi

public CertificationStatus certification(LoginInfo loginInfo, Accountinfo user, HttpServletRequest request, HttpServletResponse response) {

/| BRE I 7= LDAP SEEF Y —/N\DETENIN—TIEHET,
for (LDAPServerinfoModel serverinfo : this.contextinfo.getLDAPServers()) {
DirContext dirContext = null;
try {
/| RFETB/DDREERIFLFET,

dirContext = new InitialDirContext(serverinfo.getSearchEnvironment());

N BRFEZINEICTI—T—RERELFET,
String filter = serverInfo.getSearchFilter().replaceAll("\?", logininfo.getUserCd());

// LDAP T2—YDRFEETLET,
NamingEnumeration<SearchResult> answer = dirContext.search(serverInfo.getBaseDn(), filter, serverinfo.getSearchControls());

/| BRFITROTFIET B EHELFET,
if (answer.hasMoreElements()) {

SearchResult sr = (SearchResult) answer.nextElement();

/| A=Y DRFIREEIC/NIT— R DR E{TVET,

N AD I/ VR T— R a5 R E L TLDAP Y —/\NIC58AF E EFEL & T,

String name = sr.getName();

dirContext = new InitialDirContext(serverinfo.getCertifyEnvironment(name, ",", logininfo.getPassword()));
/| ECFTHES LDAP FEALKIIL7eCEELET,

return CertificationStatus.CR_OK;

} catch (CommunicationException e) {

/] BISOIADFELIEIFE T5—ELET,
return CertificationStatus.CR_ERROR;

} catch (NamingException e) {

/| A—YDIEE, F/cld/ N T— R DIRFFICKL LS55 RD LDAP Y —/NTRREFE(TNET,
continue;

return CertificationStatus.CR_NG;
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BIEIS—RETLDAP Y—\D7 I RICKBLEISE CertificationStatus.CR_ERROR
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plugin.xml DYERK
plugin.xml ZVERLET

SEIE BEETANAT DHTT DT IATFDIDDHELER L, [FRIET O/ 1, TEREESRMHETHNAY | %L TS,

<?xml version="1.0" encoding="UTF-8"?>
<plugin>
<extension point="jp.co.intra_mart.security.user.certification">
<certification
name="standard"
id="jp.co.intra_mart.security.user.certification.ldap"
version="8.0"
rank="90">
<certification-class>jp.co.intra_mart.system.security.certification.provider.ldap.LDAPUserCertification</certification-class>
<certification-validation>
<validation-class>jp.co.intra_mart.system.security.certification.provider.ldap.LDAPUserCertificationValidation</validation-class>
</certification-validation>
</certification>
</extension>
</plugin>

intra-mart Accel Platform D Z2#70/\1 4 DI rank] B, T100) HEREINTWET,

TZTAVE T rank] BEDNSWVEICHEAHAAENET DT, [ 100) SUNSWMEZRET DRELHYET.
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<CONTEXT_PATH>
WEB-INF

classes
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~,class
plugin

<Plugin ID}

plugin, xml

ANty DERESL

I71 L DELET%IC. Web Application Server Z281LF 9,
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SSOaA—Ha—R7TO/N(% )Y TZAMER%ETTIC, SSOI B /W —H 10—  jp.co.intra_mart.foundation.security.certification.sso.user.providers
RERAILET,

SSOA—H'Oa—R7ANAY - TST A1V

AVHITT—AEE

package jp.co.intra_mart.foundation.security.certification.sso;

1
2
3 import javax.serviet.http.HttpServietRequest;
4
5 /*
6 TN DEBOS A A IERDREETIA> Y TT—R T,
7 Vi
8 public interface SSOUserProvider {
9
10 Va
11 *HEOS 1> &2 — Y I—NERHLFT, <br>
12 * 2= —RERIGTELD 2 /G ElEnullZRATLFE T,
13 * @param request Y—7L v )OI,
14 * @return 2—1%3—R
15 Vi
16 String getUserCd(final HttpServletRequest request);
17
18 }
RRAERE

MEPRETRBAINDZTOMFIEHYEEA,

I T ANIRZ %—% [sample_user_code | MS>1—HIA—REEEL.SSOTE YV FILTT,
a—H%&) VT ANSA—4 [sample_user codel ELTEFETRIEICLY. BEIOTAVARRLET,
BB AD—REH TN THBD, X1 T12EZBLTVEFA.

= Y7 )LJava 2—K
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package sample;
import javax.servlet.http.HttpServietRequest;
import jp.co.intra_mart.foundation.security.certification.sso.SSOUserProvider;

public class SampleSSOUserProvider implements SSOUserProvider {
@Override
public String getUserCd(final HttpServletRequest request) {
N YWOTRINGX—=EH55S01—T—RERFLET
final String userCd = request.getParameter("sample_user_code");

if (userCd != null) {
return userCd;

}

// nUllZ&RET TS ETHID T ONA S ICMIE G ERTEET
return null;

o BYUTIWTSTAVERETFAI

<?xml version="1.0" encoding="UTF-8"?>
<plugin>
<extension point="jp.co.intra_mart.foundation.security.certification.sso.user.providers">
<sso-user-providers
id="sample.programming_guide.sso_user_provider"
name="Sample SSO User Provider"
version="1.0"
rank="50">
<sso-user-provider class="sample.SampleSSOUserProvider"/>
</sso-user-providers>
</extension>
</plugin>

IO TZAMERNS, —HIA—REREATEEIICLETnull RS BET RO TSVAVICNBETRETHIENTEET,

2TOSSOA—HIA—RTANAI TSI AU null ZRFLIIHE RBEELTTIERAINET,

VIHAR

F4kR 2014-09-01

SSOA—HA—RTOANAEI TS VAU H FELBRVWI—HFI—RERFAUH A, intra-mart Accel Platform 2013 Winter(Felicia) ¥ TIZRFREEE LTT VRS nlintra-

mart Accel Platform 2014 Spring(Granada) MM /X—2 3> Tld HTTP500 T5—ICAYEY,

TITAVELTREINEIBEICT O I HRITINET,
IEE=ZEEBLIEEEELVREETOTLEIN,

3=
AR

SSOA—#IA—RTANAIDEREICBWT, I—HIA—RORBAEN BB ICHATRETHZLOBARE, tF 2T EFE L DBYEEA, 2—HI—F

DESLELRBT I DRI A IEEEE/LRRETIEEERDOLIEY,
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—EO71 VB

HHE

« ZEOJAVF LS B4R
= ZEOVAUBIEHEE BERETONAY - TSI
= ZEOJA VLR R TR

» ZEAJAVFIvIETHOTICOT A VB ETI AL

= BRI LRI T O/ MY TCEOT A VB REARIRT 2 5%
w 2FYT 1 AER LR T ONA S AR L A ZEO T AV F oy I AT IRETONA T EER TS
= 2Fv72:pluginxml DFFEEEMT S

—E0J71 VB ERE EfEERR

ZEOVAVIE#EEE I B0 MY LTWRA—HERCA—Y O—REFIALLBORE (FZ50Y) honOy 1V %fhIE T 28T, (ZEQT 1M IEHEEE
e VRATLEBESSOT I UNEREN Y OOTIVIRRESR - Bt oM RMLES, (DT (Vv ay EEREEE)
ZEOTA VB IEHEEEFI R LR ORI LR I L T OEEEITVET,

1. BRI EIDNHEEIT.
= ZIZTWebH—EZRPHAEY TNV TEHREY 21— )L AE DA EEEAPIZF A LARLAEFE —EO/ 1V LEEEORRAERYET,
= ZEOVAVHLERENEDASEIEBEOOJ VB TOhETS,

2. OJAVIERET HIY MEROI—HI—R ART—RO AT,
= OJAVBRET AV MERNRLRDIHEIE. CORF R TRANGERYET,

3. TAR=ZIIOTA vy aVvERAEHFINTWIHF v I EITI,
o OJAVEy aVvBRAGFEETZHAIE. ZEO0J MV ELTRIANGERYET,

4. OTAVREET,
5. QMY Lka—4oaiMveyiaviERaT —IR—RICEHF TS,

0 SN

AT ey a/ERREOBEREICBEL TN TV MNEEEREAN] - TOV v yava @t d 2 1 25RLTESL,

ZEOVM UMb ERE RERGE T ONMY - TSI
ZEOVAVBEBEEI T ORI TONMY - TS5TAV THRIN TV ES,
» REETONAS
EREISZ
jp.co.intra_mart.foundation.security.login_session.certification.LoginSessionUserCertification
pUBLE S

OJAVERET AV MEROI—HI—R NRAT—RELELET,
aA—HO—R SRT—RICEBVARITIE O vy aVvBERESBLT. &0V FIvIETVET,

. WEURS

jp.co.intra_mart.foundation.security.login_session.listener.LoginSessionUserCertificationListener

pUBLY

ZOREYRFTTEOTA vy aviERET —IR—ZANEELET,

BHINOTMV vy avBERIEI—HAOTTIOMNIIGEP Yy aYy OFMHRI’INABESE. Ly ay M EMICA SR THIRINET,
—EOJ VMR E EML T A E

ZEOJA YV IEEEEEEIE LW B AL LT O plugin.xml @ enable BHIC false #5%E L. intra-mart Accel Platform ZH &1L TL/ZIL,
F72iE. IM-Juggling D 7OV I MILALT D& SICERE L7z pluginxml 771 ILEED plugin 749 %OV Y ME FICOAE—L T WARZ 7ML AERLBT 7040
I,

BEIFAIV
%CONTEXT_PATH%/WEB-INF/plugin/jp.co.intra_mart.security.user.certification.login_session/plugin.xml

RENE

17


http://www.intra-mart.jp/document/library/iap/public/operation/tenant_administrator_guide/index.html
http://www.intra-mart.jp/document/library/iap/public/operation/tenant_administrator_guide/texts/basic_guide/basic_guide_19.html#%E3%83%AD%E3%82%B0%E3%82%A4%E3%83%B3%E3%82%BB%E3%83%83%E3%82%B7%E3%83%A7%E3%83%B3%E3%82%92%E7%84%A1%E5%8A%B9%E5%8C%96%E3%81%99%E3%82%8B

i

intra-mart Accel Platform — SR5F OS5IV HA4M4K  §F4kR 2014-09-01

<plugin>
<extension point="jp.co.intra_mart.security.user.certification">
<certification
name="standard"
id="jp.co.intra_mart.security.user.certification.login_session"
version="8.0"
rank="90"
enable="false">
<certification-class>jp.co.intra_mart.foundation.security.login_session.certification.LoginSessionUserCertification</certification-class>
<certification-listener>
<listener-class>jp.co.intra_mart.foundation.security.login_session.listener.LoginSessionUserCertificationListener</listener-class>
</certification-listener>
</certification>
</extension>
</plugin>

F. ZEOVA U A B L L TR 1y a BB EEO AR AT 2% & 1E. <certification-class> 24V NP ONLEREE) R F D ABEMICLET,

<plugin>
<extension point="jp.co.intra_mart.security.user.certification">
<certification
name="standard"
id="jp.co.intra_mart.security.user.certification.login_session"
version="8.0"
rank="90">
<!I-- certification-class ZIAX2FTFOrFBEZEOT 1> FI o 2IF{THAFEE Ao
<certification-class>jp.co.intra_mart.foundation.security.login_session.certification.LoginSessionUserCertification</certification-class>
==
<certification-listener>
<listener-class>jp.co.intra_mart.foundation.security.login_session.listener.LoginSessionUserCertificationListener</listener-class>
</certification-listener>
</certification>
</extension>
</plugin>

TEOJAVFvIETOTICOTA VNEBEITI AL

UserCertificationManager %L TOJ 1V IBARTT HI5EIC. forceLogin XV Y REFBRALGRFIOST AV ETIN UL TOIRBMHAO 71/ ERICERETSHIET.
ZEOVAVFIvIETHTICOT AV IBARTTEENTEET,

= HEREMS
im_login_session.certification.validation
= HEREMEE
false

EEONILLTDEIICRYET,

loginRequestinfo.setAttribute("im_login_session.certification.validation", "false");
UserCertificationManager.getinstance().login(loginRequestinfo);

ERNHERR LI<EREE T ONA Y T ZEOY A VB I RE A RIRT 5 5%

FLWEREEARICH BT 27DICAR LR TONAY - TSTAV TCZEOT A VI A RIRTBIEU T OFEENAREICRYET,
ZZTWE. 77U DOILDAP BEE 1 2R A LARIEARDTAONASICZEOT AV F v 58N 20 &FMBLANSHBELES.

2T TR LIRS ONA S &R L e ZBO V1V F oy V% TR T O/ F %R B

FLWEREEARICH BT 2R TANA Y &AL T ZEQV AV F oy I AT IR TONA T HERLET,
A TTOEREFIBA RIN LB E. ZEQV AV F v ETILIICRELET,
ZEOSAVFIVIETICIE AT OAPIEFERLEYS,

APIVS 2%

Jjp.co.intra_mart.foundation.security.login_session.LoginSessionManager
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