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package jp.co.intra_mart.system.security.certification.provider.ldap;

s+
* —RZ—YH LDAP FZFFRAHHIE 7O/ N1 59 <BR>
Vi

public class LDAPUserCertificationValidation implements UserCertificationValidation {

/** LDAP GZEFIEERDA > RSV X &ML ET, */
private LDAPContextinfoModel contextinfo;

Je+
FOVRRZO5—

/

public LDAPUserCertificationValidation() {

// LDAP SZEFIEERE 7/ EMEELF T,
this.contextinfo = LDAPContextinfoBuilder.buildLDAPContextinfo(null);

}

Jex
*LDAP SZEF Y —/NDF I H e+ ELE T,
i
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public boolean validate(LoginInfo logininfo, AccountInfo user, HttpServietRequest request, HttpServietResponse response) {

// LDAP ZZFEH FIH AT BED E D D E1RAE L, 5 RERLF T,
return this.contextInfo.isEnable();

}
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1 package jp.co.intra_mart.system.security.certification.provider.ldap;

2

3 Vaid

4 * —#¢ 12— LDAP F85F 70/ \1 8 <BR>

5 /

6 public class LDAPUserCertification implements UserCertification, XmlInitParamable {
7

8 /** LDAP GZEFIEERDA > RSV X &ML ET, */

9 private LDAPContextinfoModel contextinfo;

10

11 Vi

12 Y 2—YO01 A DRI ET &S, <BR>

13 Y/

14 @Override

15 public void init(Node node) {

16 // LDAP SEEFIEERE 7/ & EELF T,

17 this.contextinfo = LDAPContextInfoBuilder.buildLDAPContextInfo(node);

18 }

19

20 /**

21 * LDAP ZZFF Y —/\ICSRAFEHFEL Z T,

22 Vi

23 public CertificationStatus certification(LoginInfo logininfo, Accountinfo user, HitpServletRequest request, HttpServletResponse response) {
24

25 /| BIEINTe LDAP SEEF Y —/ XD N —TIEET,

26 for (LDAPServerinfoModel serverinfo : this.contextinfo.getLDAPServers()) {
27

28 DirContext dirContext = null;

29 try {

30 /| BREFETB/DDRECRIFLET,

31 dirContext = new InitialDirContext(serverInfo.getSearchEnvironment());

32

33 /N BFEZINSICI—YI—FERELET,

34 String filter = serverInfo.getSearchFilter().replaceAll("\?", logininfo.getUserCd());
35

36 // LDAP T1—YDRFEETLET,

37 NamingEnumeration<SearchResult> answer = dirContext.search(serverinfo.getBaseDn(), filter, serverinfo.getSearchControls());
38

39 /| BFIGROTFIET D EHELET,

40 if (answer.hasMoreElements()) {

41

42 SearchResult sr = (SearchResult) answer.nextElement();

43

44 /| A=Y DRFHBERIC/N T— R DIREFE(TET

45 N ADI NI/ YR T—RESZAFIEERE L T LDAP H—/\IC5RAF G B L & T,
46 String name = sr.getName();

47 dirContext = new InitialDirContext(serverInfo.getCertifyEnvironment(name, ",", logininfo.getPassword()));
48

49 /| SCETHES LDAP SZAEREI L 7= EELET,

50 return CertificationStatus.CR_OK;

51 }

52

53 } catch (CommunicationException e) {

54

55 /] BIEOIADRELEZS T5—ELET,

56 return CertificationStatus. CR_ERROR;

57

58 } catch (NamingException e) {

59

60 /| A=Y DR, F/eld/ YR T—FDRRAFICKILLIEIFE RD LDAP Y —/NTRRAFE(TVET,
61 continue;

62 }

63 }

64

65 return CertificationStatus.CR_NG;

66 }

67 |}
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= I—YI3-ROEVEDLE
= BWAbEa—HERICLE /XRT—RORE

WA hEBIERI—YIA— R R ODSRDN /B AP/ SARAT—RORIEICKK LB EIZIE NamingException BN FELE T,
ZDHEEOROBEEY — /N TRIEEITI LD IR AITL TWETS,

IEBRERICEY, L TFEELET,
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* SBALLERBR
B3 MIBEER
A—HHEELASRT—RIREPS R L5 E CertificationStatus.CR_OK
FRTCDFBEY—/N\TL—HRZEKR - /SRAT— R ATV REEICKRB L8 S CertificationStatus.CR_NG
BIETS—1ET LDAP H— D7 I RICKK LSS CertificationStatus.CR_ERROR

el

p=3
ZITHIELTRRBRLTVWSDY —RTlE ROV —ADARAIRERE D AL TWET,
B Z &, InitialDirContext D% O— XMIBIFBH L TWEE A,

RELTONAY TS0 %F8FTD

plugin.xml DYER
plugin.xml ZVERLET,

SEI FRETANAIDHTT DT IATDIDDHEERL, [FREET O/ | [REEFREHETO/NAY | 25l LTS W,

<?xml version="1.0" encoding="UTF-8"?>
<plugin>
<extension point="jp.co.intra_mart.security.user.certification"s
<certification
name="standard"
id="jp.co.intra_mart.security.user.certification.ldap"
version="8.0"
rank="90">
<certification-class>jp.co.intra_mart.system.security.certification.provider.ldap.LDAPUserCertification</certification-class>
<certification-validation>
<validation-class>jp.co.intra_mart.system.security.certification.provider.ldap.LDAPUserCertificationValidation</validation-class>
</certification-validation>
</certification>
</extension>
</plugin>

p= =\
intra-mart Accel Platform @ fZ# 7 O/\A 4 D[ rank] B, (1001 DR ESNTWET,

TZTAVE Trank) BED NS WBEICTEHAFNET DT, [ 100) SWNSWMELRESDBELHYET,

Web Application Server TEIEFEERT S
Web Application Server CEMEAREERT B7cDICIE AERR L7 5 R & plugin.xml % Web Application Server D7 7O/ %I OE—LE Y,

EVa—IVEERT2IET War 771 )L DIERREFICEBIBNICE LWMSATICREINE A, S TREMFEZRD/ZOICLLTO/NRRICFEHTIE—LET,

<CONTEXT_PATH»
WEB-INF

claszes

Lt =y
~.class
plugin

<Plugin I

plugin, xal

Tan1Y DEES

T71 IV DEERIC. Web Application Server %281 L3,
CHUICEY AERR LTRREEE Y 2a—ILANEIRI N, LDAP H—/NICL B AR D FIAINET,

KR LDAP FREEANEF AT 5720ICI1E LDAP H—/R DL, LDAP OFIBIFROZENVEICRYET,
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SSOaA—HO—RTONA 4 %K%K T BT E T, intra-mart Accel Platform 7V RBFICY V TAMER (VI TR YE — JvF— I TAMIGA=47E) Hhb1—HIER

L TEBAT AV ETIIENTEET,
THICEY TN A0F Y (BRSSO &R LET) #RRIBIENTEET,

intra-mart Accel Platform (28172 SSO DAERRICDWTIE, T FREE#RE] - [SSO( VYA v Y) 1ZBRUTEIL,
SSOx—H#aA—RTANA4-FST4
— 21— DSSOEEIRTZICIE RO TOANASERELET,

TST4V—8

o184 BME HARRAV b

SSOaA—Ha—RTON(4 YT ZAMEHRETTIC, SSOIE WA —H—  jp.co.intra_mart.foundation.security.certification.sso.user.providers
RERHALET,

SSOA—HaA—RTANAY - TSI AV

AVITI—AESE

1 package jp.co.intra_mart.foundation.security.certification.sso;
2
3 import javax.servlet.http.HttpServietRequest;
4
5 Vad
6 S TNYA A DEBOS AL~ R DRIGE(TI1 I TT—X T,
7 /
8 public interface SSOUserProvider {
9
10 /**
11 *BEOS1 (T2 — Y I—RERHLFES, <br>
12 * 2—YI—RERFETERD o 7= B EIEnull ERFTLE T,
13 * @param request —7L v YOI,
14 * @return 2—13J—R
15 /
16 String getUserCd(final HttpServietRequest request);
17
18 |}
RREERE

MPRETREINZ TOMS IEHYEE A,

)T AR5 A—4 Tsample_user_codel H5>1—HI1—REEEL.SSOT 5 FILTT,
aA—H&Y VT ZARSXx—%[sample_user_codel ELTEETRIEICLY. BEIOV AV ERBLES,
BB AI—REYVTITHEIH. X1 T152EZEBLTVEEA.

= BY7)LJava 2—K
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package sample;

import javax.servlet.http.HttpServietRequest;

import jp.co.intra_mart.foundation.security.certification.sso.SSOUserProvider;

public class SampleSSOUserProvider implements SSOUserProvider {
@Override
public String getUserCd(final HttpServletRequest request) {
N YOTRMNGX—5 568802 — ' I—RFERBLET
final String userCd = request.getParameter("sample_user_code");

if (userCd |= null) {
return userCd;

}

// nullZRETS 2 ETHD T AN S ICIIEEFR TEET
return null;

YU TNTSTAVERET7AIL

<?xml version="1.0" encoding="UTF-8"?>
<plugin>

<extension point="jp.co.intra_mart.foundation.security.certification.sso.user.providers">

<sso-user-providers
id="sample.programming_guide.sso_user_provider"
name="Sample SSO User Provider"
version="1.0"
rank="50">
<sso-user-provider class="sample.SampleSSOUserProvider"/>

</sso-user-providers>

</extension>
</plugin>

Bl TZANMERNS, T—HYI—REBHTEEICLET null BT EIET HDTSTAVINIBERFET DN TEET,
2TOSSOA—HIA—RTANAI TSI 40 null ZRELIHE.

BREAEE LTI EATNETS,
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SSOA—HIA—RTANAT TSI (VD FELRVWI—FI—RERH LGS, intra-mart Accel Platform 2013 Winter(Felicia) £ TIZRERi & LTT7 VA3 M., intra-

mart Accel Platform 2014 Spring(Granada) SA&D/N—2 3> TiE HTTP500 T5—ICAYET,

TITAVELTRESNEIRBICTONAIANRTINET,
IREZ=ERLIERBLVREETOTILIL,

—
V2PN

SSOA—4#A—RTOANAY DERICEWVWT, A—H A—RFORGEHEN BB ICHR AR THELORARE, tF 2 T4 EIFF L BYEEA, 1—HI—F

DESILEET - DRI AR EEEE LR LTI 2EEDLET,
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= m by O N o : Y1)

RE

= ZTERNJAURIEREE SRR
= ZEAJAUBEHE RERETONAY - TSI
= CERJ VIR EENLTEEE

» CEOVAVFIvIETOTICOT VNIRRT SE

= ERNCHER LR T ON( Y ToEAT MV EEARIRT 245K
» ATV TTHER LR T O Y &R L ZBO VA F oy V&R T ONM Y &R T %
« 2Ty 2:pluginxml DEEEEIEIMNT S

—EOTM VR REEE BELAR

ZEOV VMRS BEICOT M LTWB A ERLA—YI—REF AL ORE (T508) ho0Os 1 v ek § 2HEET Y. (ZEOJ 1 VB E#EE)
F VAT LERBESIUT T VNEREN I - OOV (VKRR ESR - BME IR ERELE Y (O (v 2y a v ERBERE)
ZEOJM VMR R A LR OREELEBIELL T DB F TV E T,

1. BWRREEDEIDHEEIT .
= ZZTWebt—EZRPHAEY 7RI 7EHREY 12—V OAEREEAPIZF A LRI B E X ZE0/ 1M EEEDORRALBRYET,
= ZEOVAVBLLBEN WSS BEOOT(VLENTDOIhET,
2. OJAVERETHY Y MERDI—HA—R RRT—ROLE%EIT,
= ATAVERET AV MERDRRDHEIE. CORF R CRANGERYET,
3. TAR=RIIATA vy aV ERNBZINTVWENFIVI%EIT,
= OJAVEy avERAEETRHEIR. ZE0J MV ELTRIANGERYET,
4. QT 0BT,
5. OJ4v Lica—HYoni1vtyavigRer —9R—EEFT S,

0 SN

OJ4 vty ayEEEEOBEREICEAL TR TV NEBEREAAN] - TOT 402y av 2 EMNEd2 1 #SRLTEIW,

TEOVA VIR RS T ANAY - TSI
ZEOVA VBB T ORI T ONAY - TSI A U THRINTONET,
= EBREETONAE
RIS
Jp.co.intra_mart.foundation.security.login_session.certification.LoginSessionUserCertification
IR E

OJAVERET HOY MEROI—HFI—R /KAD—RELELET,
A—HO—R ARARD—RICEEVARITIIE O (Vv aviERESRBLT. ZEAJ/( U FIviaiT0ET,

= BEEVRT
HEIZZ
Jp.co.intra_mart.foundation.security.login_session.listener.LoginSessionUserCertificationListener
ALIRAEEE
COFEI AT TROTA vy av ERET —IR—AANBHLET,
BEHRINOTAV vy avBRIEI—FAOT T IR IBECEY Y aY OEMBRAINIBEE. Ty ay M EMICR 7B A THIRIh ET,
“ERV VIR RN TS A E

ZEOJA VR IEHEE A EME LW EEIE. LT O plugin.xml @ enable BIEIC false #F&E L. intra-mart Accel Platform #FB281L T</ZX0,
F72lE IM-Juggling D 7OV MILTF D& IITERE L7z pluginxml 774V A ET plugin 749 % TOY T/ ME FICOE—L T WARZ7MILEERLBT 7O/ LT
EE,

BRETFAIV
%CONTEXT_PATH%/WEB-INF/plugin/jp.co.intra_mart.security.user.certification.login_session/plugin.xml

RERE
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intra-mart Accel Platform

<plugin>
<extension point="jp.co.intra_mart.security.user.certification"s
<certification
name="standard"
id="jp.co.intra_mart.security.user.certification.login_session"
version="8.0"
rank="90"
enable="false">
<certification-class>jp.co.intra_mart.foundation.security.login_session.certification.LoginSessionUserCertification</certification-class>
<certification-listener>
<listener-class>jp.co.intra_mart.foundation.security.login_session.listener.LoginSessionUserCertificationListener</listener-class>
</certification-listener>
</certification>
</extension>
</plugin>

. ZEOVMVBIE#REAEMLL TR 1y a v BB O AT AT 25EE. <certification-class> XAV NP IRLERIEY AT DABMICLET,

RERE

<plugin>
<extension point="jp.co.intra_mart.security.user.certification"s
<certification
name="standard"
id="jp.co.intra_mart.security.user.certification.login_session"
version="8.0"
rank="90">
<!I-- certification-class ZIXFFOrFBEZEOT 1> F Iy IidiThAEE A,
<certification-class>jp.co.intra_mart.foundation.security.login_session.certification.LoginSessionUserCertification</certification-class>
-—>
<certification-listener>
<listener-class>jp.co.intra_mart.foundation.security.login_session.listener.LoginSessionUserCertificationListener</listener-class>
</certification-listener>
</certification>
</extension>
</plugin>

—EOJAVFIvIETOTICATA VB ETIHE
UserCertificationManager #{#fLTOJ( VLIEBAREITI 2B ST, forceLogin XV RABRALTHREIOT 1V ETIN UTOIREBMEOS A VIERICKETSIET.
ZEOJAVFIvIETOTICOT A VB ERTTEENTEET,
= HREREMR
im_login_session.certification.validation
= HEREME
false

REQNILLTOLIICAYET,

loginRequestinfo.setAttribute("im_login_session.certification.validation”, "false");
UserCertificationManager.getinstance().login(loginRequestinfo);

ERNCVERMR LI<EREE T O/NA Y CZEOV A VLA RIRT DA%
FLORAI A RIS T 27 dICBIR LA T0/3 8- TS5 71V T ER T A VLA R 21U T OEEA B EICRYET,
ZZTIR, #>7 OILDAP R AFA LRI A RO T O F L BOV (Y Fry o EBMT BHIERIBLANSHIALET,
ATy TR LR T O/ S ZHR L ZEO T A F v 4T 08B TANA Y = E R %

HLOREARIOH NS R TOANAYERE LT ZEAT AV F v I TR TANA I %R LES,
WETORLEL’ MY LIIGE. ZEAV AV FvIETILIICEELET,
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ZEOVAVFIvIEITIICIE. LT DAPIEERLET,

APIUZ5 2%
Jjp.co.intra_mart.foundation.security.login_session.LoginSessionManager

REH

public class LoginSessionLDAPUserCertification extends LDAPUserCertification {
@Override
public CertificationStatus certification(final LoginInfo logininfo, final AccountInfo user, final HttpServletRequest request, final HttpServietResponse response) {
/| BT DA IR EEFTLET,
final CertificationStatus status = super.certification(logininfo, user, request, response);
if (status != CertificationStatus.CR_OK) {
/| GRS DIEE I, EDFEEGRFRT—Y X ERHLET,
return status;
}
/) ZEOQTFyoETOET,
return DuplicationLoginChecker.certification(logininfo, user, request, response);

25w 72:plugin.xml DREEEMT S

pluginxml IZVERRL7c ZEOV AV F oy oA TIRA T/ A Y DBRELELEELET,
FLWERREARICH ST 2R 7O/ 1 D& E AT L7 pluginxml DL TORBFEZEERELET,

<certification> @ rank B4
EHRDZEOT A VB FREE T O/ Y LYUH NI NME (90K5H) I ELE T,

<certification>/<certification-class>

Jjp.co.intra_mart.system.security.certification.provider.ldap.LoginSessionL DAPUserCertification
2TV T1 TR LR T ON1 Y 0S5 2 %R ELET,

<certification>/<certification-listener>/<listener-class>

Jjp.co.intra_mart.foundation.security.login_session.listener.LoginSessionUserCertificationListener
OJAvEyoavaE88xd 2R ATV R &R ELEFT,

R

<?xml version="1.0" encoding="UTF-8"?>
<plugin>
<extension point="jp.co.intra_mart.security.user.certification">
<certification
name="standard"
id="jp.co.intra_mart.security.user.certification.ldap"
rank="80">
<certification-class>jp.co.intra_mart.system.security.certification.provider.ldap.LoginSessionLDAPUserCertification</certification-class>
<l ZEFIOFGF 7 O/N18 05X
<certification-class>jp.co.intra_mart.system.security.certification.provider.ldap.LDAPUserCertification</certification-class>
-—>
<l-Os4>ty> a2 [§REEIRT B/0DEFAY RSO FX >
<certification-listener>
<listener-class>jp.co.intra_mart.foundation.security.login_session.listener.LoginSessionUserCertificationListener</listener-class>
</certification-listener>
<certification-validation>
<validation-class>jp.co.intra_mart.system.security.certification.provider.ldap.LDAPUserCertificationValidation</validation-class>
</certification-validation>
</certification>
<extension>
</plugin>

PER L7052 A& pluginxml & SHWARZ7AIVEERR LB T 7O/ %1TH&, ZEOJ M VB IE#BEENBICARYET,
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