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package jp.co.intra_mart.system.security.certification.provider.ldap;

e
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public class LDAPUserCertificationValidation implements UserCertificationValidation {

/** LDAP SZAFIERD1> R I R EREMLET, ¥/
private LDAPContextinfoModel contextinfo;

Je+
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/

public LDAPUserCertificationValidation() {

// LDAP SZEFIEERE 7/ E KL F T,
this.contextinfo = LDAPContextinfoBuilder.buildLDAPContextinfo(null);

}

o
* LDAP 5Z3F Y —/ ORI fFA B EHELET
Y/
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public boolean validate(LoginInfo logininfo, Accountinfo user, HttpServietRequest request, HttpServietResponse response) {

// LDAP ZZEFDFI A BEDE DD ERRFEL , i RERLF T,
return this.contextInfo.isEnable();

}
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1 package jp.co.intra_mart.system.security.certification.provider.ldap;

2

3 Vaid

4 * —#¢ 12— LDAP F85F 70/ \1 8 <BR>

5 /

6 public class LDAPUserCertification implements UserCertification, XmlInitParamable {
7

8 /** LDAP GZEFIEERDA > RSV X &ML ET, */

9 private LDAPContextinfoModel contextinfo;

10

11 Vi

12 Y 2—YO01 A DRI ET &S, <BR>

13 Y/

14 @Override

15 public void init(Node node) {

16 // LDAP SEEFIEERE 7/ & EELF T,

17 this.contextinfo = LDAPContextInfoBuilder.buildLDAPContextInfo(node);

18 }

19

20 /**

21 * LDAP ZZFF Y —/\ICSRAFEHFEL Z T,

22 Vi

23 public CertificationStatus certification(LoginInfo logininfo, Accountinfo user, HitpServletRequest request, HttpServletResponse response) {
24

25 /| BIEINTe LDAP SEEF Y —/ XD N —TIEET,

26 for (LDAPServerinfoModel serverinfo : this.contextinfo.getLDAPServers()) {
27

28 DirContext dirContext = null;

29 try {

30 /| BREFETB/DDRECRIFLET,

31 dirContext = new InitialDirContext(serverInfo.getSearchEnvironment());

32

33 /N BFEZINSICI—YI—FERELET,

34 String filter = serverInfo.getSearchFilter().replaceAll("\?", logininfo.getUserCd());
35

36 // LDAP T1—YDRFEETLET,

37 NamingEnumeration<SearchResult> answer = dirContext.search(serverinfo.getBaseDn(), filter, serverinfo.getSearchControls());
38

39 /| BFIGROTFIET D EHELET,

40 if (answer.hasMoreElements()) {

41

42 SearchResult sr = (SearchResult) answer.nextElement();

43

44 /| A=Y DRFHBERIC/N T— R DIREFE(TET

45 N ADI NI/ YR T—RESZAFIEERE L T LDAP H—/\IC5RAF G B L & T,
46 String name = sr.getName();

47 dirContext = new InitialDirContext(serverInfo.getCertifyEnvironment(name, ",", logininfo.getPassword()));
48

49 /| SCETHES LDAP SZAEREI L 7= EELET,

50 return CertificationStatus.CR_OK;

51 }

52

53 } catch (CommunicationException e) {

54

55 /] BIEOIADRELEZS T5—ELET,

56 return CertificationStatus. CR_ERROR;

57

58 } catch (NamingException e) {

59

60 /| A=Y DR, F/eld/ YR T—FDRRAFICKILLIEIFE RD LDAP Y —/NTRRAFE(TVET,
61 continue;

62 }

63 }

64

65 return CertificationStatus.CR_NG;

66 }

67 |}
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I—HHEFEEL SRT— BRI L-5E CertificationStatus.CR_OK

FTARTCOBIAEY — /N TR /SAT—RRIEETV REEICKB LI5S CertificationStatus.CR_NG

BIETS—RET LDAP Y4 —/\DT7 I RAICKBLIBE CertificationStatus.CR_ERROR
FE

ZITHIELTRRLTWSDY —RTlE EEDY— XD AR AIRERE D = AL TWET,
I Z &, InitialDirContext D% O—XMIBIFEBHR L TWEE A,
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plugin.xml DYER
plugin.xml ZVERRLET,

SEI RETANAIDHTTDTIATDIDDHEER L. [FREET D/ | [REESFMAHETO/NAY | 258 LTSN,

<?xml version="1.0" encoding="UTF-8"?>
<plugin>
<extension point="jp.co.intra_mart.security.user.certification"s
<certification
name="standard"
id="jp.co.intra_mart.security.user.certification.ldap"
version="8.0"
rank="90">
<certification-class>jp.co.intra_mart.system.security.certification.provider.ldap.LDAPUserCertification</certification-class>
<certification-validation>
<validation-class>jp.co.intra_mart.system.security.certification.provider.ldap.LDAPUserCertificationValidation</validation-class>
</certification-validation>
</certification>
</extension>
</plugin>

R
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<CONTEXT_PATH>
WEB-INF
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~.class

<Plugin I

plugin, xal
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Tan454 BE ERARAV b
SSOa—Ha—R7anNA4 VI TZAMERAETTIC,. SSOIEWA—HTI—NR  jp.co.intra_mart.foundation.security.certification.sso.user.providers

ZRALET

SSOA—HA—RTOANAE - TS 4 V5

AVITI—AESR

package jp.co.intra_mart.foundation.security.certification.sso;

1
2
3 import javax.servlet.http.HttpServietRequest;
4
5 /**
6 SN A F O DE O I —FIERDIRIZE{TIAE TT—RX T,
7 Vi
8 public interface SSOUserProvider {
9
10 /**
11 *BEO1ETOI—YT—NERHLET, <br>
12 * A=Y I RERETERD o7 Ul ERFTLFE T,
13 * @param request #—7L v )T,
14 * @return 2—%3J—R
15 */
16 String getUserCd(final HttpServletRequest request);
17
18 }
BERE

MEPRETIRBINZ IO/ (Y EHYEE A,

REH VT

YT RS A—4 Tsample_user_code] h5>1—HI1—REEEL.SSOT2H > TILTT,
a1—H%YIIT AR5 %x—%[sample_user codel ELTEETHIEICLY, BEIOV AV ERRLES,
BREAKI—RIFIHVTINTHBZH, EF2)T15EZELTVEEA,

= HYFI Java 2—K
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package sample;
import javax.servlet.http.HttpServietRequest;
import jp.co.intra_mart.foundation.security.certification.sso.SSOUserProvider;

public class SampleSSOUserProvider implements SSOUserProvider {
@Override
public String getUserCd(final HttpServletRequest request) {
N YOTRMNGX—5 558802 — ' I—RERBLET
final String userCd = request.getParameter("sample_user_code");

if (userCd |= null) {
return userCd;

}

// nullZRETS 2 ETHID T AN S ICIIEE TR TEET
return null;

. YUTIWTSTAVERETAI

<?xml version="1.0" encoding="UTF-8"?>
<plugin>
<extension point="jp.co.intra_mart.foundation.security.certification.sso.user.providers"s
<sso-user-providers
id="sample.programming_guide.sso_user_provider"
name="Sample SSO User Provider"
version="1.0"
rank="50">
<sso-user-provider class="sample.SampleSSOUserProvider"/>
</sso-user-providers>
</extension>
</plugin>
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2TOSSOA—HIA—RTANAY TS T4V H null BRFLIZIGE . RBAELTTIEAINET,
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mart Accel Platform 2014 Spring(Granada) LABED/X—2 3> Tld HTTP500 T5—ICRYWET,

TITAVELTRESNEIRBICTONAINRTINET,
IREZEZRBLIERBLVREETOTLIL,
xR

SSOA—4#A—RTOANAY DERICEWT, A—H A— RO HEN BB IHRATRETHELIRARE, tF 2 T4 EIFF LI BYEEA, 1—HI—F
DESILEET — Y DRI ARIEEEEE LR LTI 2EEDLET,
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—EOJA VB RE

HEB

v ZEOJVAVRIEHEE B ELRR
» ZEOJAVEALL#EEE BERETANAY - TSI
» ZEOJAUR LA RIS 2 AE

» ZEOJAVFIvOETHOTICOTA VLB EITIAE

» BRI LR TANA Y TCZEQNT 1 VBB A EIR T B 5%
» 2TV TR LR T ONA Y EIRR LA ZEQ T AV F v AT IR T ONA Y & ERK TS
= RFvF2:pluginxml DEEEEMTS

—EOVA VB IEERE ENEERR

ZEOVAVRIEBEESIE BRICAT 1Y LTWBA—HER LI — YO NERIA LBIORE (F508) A onns 1 V&1L S 28T, (ZEAY A VL)
F VAT LEBES LT FVNEBEN YOOV VKRR ESR - BT DMERERELE S, (AT (v 2y a v EBERE)

ZENTA VIR AR B LB ORI LI U T OBEAITWET,

1. BRI EIDNHIEELIT D,
= ZITWebH—EZRPAEY 7RI 7EHE Y 21— LR E DA EIEAPIZF A LR ABE R S0/ VLD R AL RYET,
= ZEOJAVLE#ENEY RS RBEOOT(VAEBNTORET,
2. AJAVIEBRET AV MERDI—HFI—R RAT—RD & %ITI,
« OTAVERETHIYMERNRADHEIE. OB TRIANGERYET,
3. FT=HIR=ZIATA VY aVERDIBRBIN VAN F IV IEIT,
» OJAVEYYavERIEAETRHBEIE ZEOJ MV ELTRANGERYET,
4. QT 0BEITD,
5. OJAY Lica—F0asM vy avigRET —IR—UEET 5,

0 a5 4

0714 ey ayEBBEEOBmEIREICEALTII T NEEBEERIEAMR] - TAT1 2y avaEmitbd2 1 25RLTEIL,

ZEOVA VIR RERETONAE - TS T4V
ZEOTAVIEEE U T ORI TONAY - TSI AV THBR I TOET,
. BETONAY
REITR

Jp.co.intra_mart.foundation.security.login_session.certification.LoginSessionUserCertification

IBHEE

OJAERET ATV MEBDI—HI—R /RRT—RELELET,

A—HO—R RART—RICEBVARIINE 01y aViERESRLT. &0/ FoviaTVET,
= FREEVRTF

S P

Jjp-co.intra_mart.foundation.security.login_session.listener.LoginSessionUserCertificationListener
BT

ORI RFTIRAT Ay aviERET —9R—ANEFLET.
BEHRINEOTAV ey avBERIZA—AOTTINEIEEPEY Y aV OEERAINISEE. v ary N EMICR S B R THIBRIhET,

TEOTVA VIR RN TS E

ZEOJA VR A EE LW B EE LT O plugin.xml @ enable BIEIC false #F&E L. intra-mart Accel Platform ZFB 281 L T<7/ZX0,
F72E IM-Juggling DT OV I MU T O LIICEETE L7z pluginxml 77L& &L plugin 748 % 7OV MEFICAE— LT WARTZ71VEEHR LET 704 LT
X,

BRETTAIV
%CONTEXT_PATH%/WEB-INF/plugin/jp.co.intra_mart.security.user.certification.login_session/plugin.xml

RERE
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<plugin>
<extension point="jp.co.intra_mart.security.user.certification"s
<certification
name="standard"
id="jp.co.intra_mart.security.user.certification.login_session"
version="8.0"
rank="90"
enable="false">

<certification-class>jp.co.intra_mart.foundation.security.login_session.certification.LoginSessionUserCertification</certification-class>
<certification-listener>

<listener-class>jp.co.intra_mart.foundation.security.login_session.listener.LoginSessionUserCertificationListener</listener-class>
</certification-listener>
</certification>
</extension>
</plugin>

. ZEOVMVBIE#REAEMLL TR 1y a v BB O AT AT 25EE. <certification-class> XAV NP IRLERIEY AT DABMICLET,

RERE

<plugin>
<extension point="jp.co.intra_mart.security.user.certification"s
<certification
name="standard"
id="jp.co.intra_mart.security.user.certification.login_session"
version="8.0"
rank="90">
<!I-- certification-class ZIXFFOrFBEZEOT 1> F Iy IidiThAEE A,
<certification-class>jp.co.intra_mart.foundation.security.login_session.certification.LoginSessionUserCertification</certification-class>
-—>
<certification-listener>
<listener-class>jp.co.intra_mart.foundation.security.login_session.listener.LoginSessionUserCertificationListener</listener-class>
</certification-listener>
</certification>
</extension>
</plugin>

ZEOJAVFIvIETOTICATA VB ETIHE
UserCertificationManager AL TOY AV IBARITT I5EIC. forcelogin Vv RAEFERA L TRHEIOT AV ATHD LT OILRBHEAQ T 1 U IBRICERETHIET.
ZERVAVF v ETOTICOT A VIR ERITI RN TEET,
- HEREMA
im_login_session.certification.validation
= HGREME

false

FEBILUTOEIICARVET,

loginRequestinfo.setAttribute("im_login_session.certification.validation", "false");
UserCertificationManager.getinstance().login(loginRequestinfo);

ERICAER LR T ONA S T EOT 1 UL EEERIRT B 5%

FLWRE ARG T B/DICER LR T ONAY - TS TAVTZEOT A VB IE AR RIR T DICIEU T OEENBBICAYET,
ZTTE 77/ OTLDAP SR AR A LAFEEAR O T ONA I ZEOT AV F oy %8 MT 26 5F A LA SERBALETS,

2T TV AR LR T O/ A Y %R L e ZE OV 1V F v &1TORE TANA S EER T S

FLWEREEARICH BT 2R T ONA I EMAL T ZEQT AV F oy V5T IR TONA S EERLET,
A TORINEARINLIGE. ZCEQT AV F v i eTILIIICRELET,
ZEOTAVF Iy IETICE LT OAPIEFERLEY,

APIVZ 2%

Jjp.co.intra_mart.foundation.security.login_session.LoginSessionManager

EEM
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public class LoginSessionLDAPUserCertification extends LDAPUserCertification {
@Override
public CertificationStatus certification(final LoginInfo logininfo, final Accountnfo user, final HttpServletRequest request, final HttpServietResponse response) {
/| AT DEFFMIEEEITLET,
final CertificationStatus status = super.certification(logininfo, user, request, response);
if (status |= CertificationStatus.CR_OK) {
/| SRAF KL DIFE IS, TDFFFZFR T —I RERH]LE T,
return status;

}
/) ZEOVA>FIy e {TWET,
return DuplicationLoginChecker.certification(logininfo, user, request, response);

27w 72:pluginxml DFEEEENMT S

pluginxml IZHER LA ZEOT AV F oy aTIR TONA Y DR ELAEBELET,
FLWERE A RIS ST BEREE T O/ DR E AT L7 pluginxml DU TORBAEELET,

<certification> @ rank Bt
BEOZEOTA VIR T O/ LYENIWME (90KH) #EELE T,

<certification>/<certification-class>

BRERNE

Jjp.co.intra_mart.system.security.certification.provider.ldap.LoginSessionL DAPUserCertification
2T TR LR T ONA 5 0S5 2R ELES,

<certification>/<certification-listener>/<listener-class>

Jjp.co.intra_mart.foundation.security.login_session.listener.LoginSessionUserCertificationListener
AU ey avaBB BRI AT IS RERELET,

REH

<?xml version="1.0" encoding="UTF-8"?>
<plugin>
<extension point="jp.co.intra_mart.security.user.certification"s
<certification
name="standard"
id="jp.co.intra_mart.security.user.certification.ldap"
rank="80">
<certification-class>jp.co.intra_mart.system.security.certification.provider.ldap.LoginSessionLDAPUserCertification</certification-class>
<l- ZEFIDFGF 7O/ IR
<certification-class>jp.co.intra_mart.system.security.certification.provider.ldap.LDAPUserCertification</certification-class>
>
<l-O01>ty2 3 [gREBIRT S/D DA IRT VTR >
<certification-listener>
<listener-class>jp.co.intra_mart.foundation.security.login_session.listener.LoginSessionUserCertificationListener</listener-class>
</certification-listener>
<certification-validation>
<validation-class>jp.co.intra_mart.system.security.certification.provider.ldap.LDAPUserCertificationValidation</validation-class>
</certification-validation>
</certification>
<extension>
</plugin>

YERR U795 RE pluginxml & HWARTZ7AIVEERLET 704 %758 ZERT A VB IEBEENEMICARYET,
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