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package jp.co.intra_mart.foundation.security.certification.provider;
public interface RequestAnalyzer {

Logininfo parseRequest(LoginRequestinfo logininfo, HitpServletRequest request);

}

SE13|4MD logininfo DHBIRTANTAAZEBEL T ZTOFFRMNTHIEABELTVET,
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package sample;
public class SampleHomeUrIRequestAnalyzer implements RequestAnalyzer {

@Override
public LoginInfo parseRequest(LoginRequestinfo logininfo, HttpServletRequest request) {

/) OO BB O TR M NGX— 05— ALURLIEBRERELFET,
String homeUrl = request.getParameter("sample_home_url");

if (homeUrl != null && 'homeUrl.isEmpty()) {
/) ATINGHRICRELET,
loginInfo.setHomeUrl(homeUrl);

}

return logininfo;
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<?xml version="1.0" encoding="UTF-8"?>
<plugin>
<extension point="jp.co.intra_mart.security.user.initial_request_analyzer">
<initial_request

name="Sample Initial RequestAnalyzer"
id="sample.programming_guide.initial_request_analyzer"
version="1.0"
rank="200">

<request-analyzer-class>sample.SampleHomeUrIRequestAnalyzer</request-analyzer-class>

</initial_request>
</extension>
<plugin>

BIDOOJIVIEREZEHICEDETERL. BEFHLOTIVERERNTELIICLET,
ZITHRELLBRIE. O VBETRESWTOV /LRI S NET,

YOTAMERTONRMY

AJAYERGRISEEINY IV TAMEREBTL T OV A VIERERELE T,

OJAVIEREERTHIET ATAVEOOT— LI LY — VAR ETHIENARETT,
O74AVEROFMICDOWTIE. [ LoginRequestinfo 752D APIRFaXUb | #8RBLTLEIN,

TITAVELTREINEIEFBICTONAI N RITINET,
IE&E%ZERBLUIEESLUREETOTLEIW,

AV TT—AEE
[ PHYYOTZMEH T O/518 | ERCAVI 71— &FALETS,
EETONAS
REIS2E ()
jp.co.intra_mart.system.security.certification.provider.impl.StandardLoginRequestAnalyzer
SLIBIRE

UTFOEREY IV TAMISA=INEEFLTOT A VIERICRELEZ T,

HSER VITZAMRSA—44%
a—H4I3—RK im_user

INZ)—R im_password
BRER—UIRZ im_url

BRENR—I NI, OTAVRIER THR—VDURLAIEETEEY . AZH A NDOURLDIGE ., FFRI SN A MDA BB ATRET
ED

FAINTWARWTAMDIBE I BRER—IRRAIFREINEEA.

NI A NDEFAIREICDOWTIE, IBEET7AIYT7L VR | - [EREFAER_R—JURLEFA ) AR E | A SR T I,

BRER—INRRCLIZBHREEMICTRIHEIE [ RET7AIVITZLYR] - THITZRAMSA=HICLZEEER Y R—OEHEDO
TAVE) 2B RLTEI,

BEDIPPRLANS T IEAINIIGE NAT—REBEREPICRIDFE AR ETEHVTILTY,

W7 )L Java I—RK
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; package sample;

i public class SampleCheckIPAddressRequestAnalyzer implements RequestAnalyzer {
g private static final String TRUSTED_ADDRESS = "192.168.1.2";

’ @Override

g public LoginInfo parseRequest(LoginRequestInfo logininfo, HitpServletRequest request) {
10 /| POERLIOFA T DIPTRLRERIELET,

112 String address = request.getRemoteAddr();

li if TRUSTED_ADDRESS.equals(address)) {

= I BEDIPTRLR DS T OIS/ I5 A, BALFARELET,

16 1IN R T— R REBMEBIL T E B Ay

7 ) 7Rl A= T— R RUIEE, FHD> MERSRIETE LD I S—I LY ET,
1 g logininfo.setDoneCertification(true);

20 !

21 return logininfo;

22 }

23

24 }

YYTNTSTAVEETAI

1 <?xml version="1.0" encoding="UTF-8"?>

‘f <plugin>

- <extension point="jp.co.intra_mart.security.user.login_request_analyzer"s

‘: <login_request

o name="Sample RequestAnalyzer"

9 id="sample.programming_guide.request_analyzer" version="1.0" rank="50">
/

g <request-analyzer-class>sample.SampleChecklPAddressRequestAnalyzer</request-analyzer-class>
10 </login_request>
11 </extension>

12 </plugin>

BIHOOTMVEREZEHICEDETEHL. BFH LDV VEREBRINTEELIICLET,
SREE T ONA YRR AT THIBATABRIE. COTONAYTOTA VBRICERELTLEI W,
BRETONAYTIE, OFAVIERICI—F IA—R NRAT—R BB ER—I R 2EBRELTVET,

Tl YT IVDESICEREEFE#5% TE (logininfo.setDoneCertification(true)) &1T5 Z& T SRAILIEE A RSy B ENTRETT,
ZTDHATEHRI) A TIFETINET,

RETO/MY

AJAERGEEF AL T RRORNEBEZRITLET,
FREHERICEY AT OO—REIRA LTI,

xR RESONMYDRFHI—K

BHIO—K M

CertificationStatus.CR_OK SREFICRRTI LTS

CertificationStatus.CR_NG ABDULEERL EESTWSRE T, FREEICKRB LGS
CertificationStatus. CR_ERROR RIEQEDERT, RN ERTTIRVIGE

AVITI—RAES

1 package jp.co.intra_mart.foundation.security.certification.provider;
2
3 | publicinterface UserCertification {
4
5 CertificationStatus certification(LoginInfo logininfo, Accountinfo user, HttpServletRequest request, HttpServletResponse response);
&
Z#TONAS

KERIFRAG (—R1—FFA)
jp-co.intra_mart.system.security.certification.provider.impl.StandardUserCertification
PUBLY

OJAVERET ATV MERODI—HI—R NRRAT—REL®KLET,
2A—HI—R RRAT—RHREE (null) DB AIF TS —ERYET,

EESFVTIV
A—PDAHLENRAT—RDSNY 2R LT P AV MDIRRT—REEBT BV TILTY,

H> 7L Java I—R
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package sample;
public class SamplePasswordHashUserCertification implements UserCertification {

@Override
public CertificationStatus certification(LoginInfo logininfo, Accountinfo user, HttpServietRequest request, HitpServletResponse response) {

N ADIHIE/INRT— RSN 22 5 (EELFET,
String hash = CryptionUtil.encrypt("account", logininfo.getPassword());

N IN2aETHDY NI T—RDIEEETNET,
if (luser.getPassword().equals(hash)) {

// NG&&#H]

return CertificationStatus.CR_NG;
}

return CertificationStatus.CR_OK;

YYOTIWNTSTAVERE T

<?xml version="1.0" encoding="UTF-8"?>
<plugin>
<extension point="jp.co.intra_mart.security.user.certification">
<certification
name="Sample UserCertification / UserCertificationValidation / UserCertificationListener"
id="sample.programming_guide.user_certification" version="1.0" rank="50">

<I-- UserCertification -->
<certification-class>sample.SamplePasswordHashUserCertification</certification-class>

<I-- UserCertificationValidation -->

<certification-validation>
<validation-class>sample.SamplePasswordHashUserCertificationValidation</validation-class>

</certification-validation>

<I-- UserCertificationListener -->

<certification-listener>
<listener-class>sample.SampleMailAlertUserCertificationListener</listener-class>

</certification-listener>

</certification>
</extension>
</plugin>

FIEMAET DY

-

FEAF TN | RT3 DRMHEETVET,

intra-mart Accel Platform Tl&, 7571V 8B HFETHIE T EBBOFREITANA T A BRI HIENTEET,
BHORETONA I DB EFINTVBHEIL RO ERICH L TCEDRETANAI AT 20 %, CORMEFRHHETON15E2FAELTHE
LE9d,

ZOTONAIHEREINTORVRIE TONA Y IEBICFI AN REBRVET,

REESRIFHIE T ONA YL BT ANA G ER LTSV A VR EICERE L. TDEBEE 7O/ S % RMHEDHRELET,

RALCRETONAYICH LT B ET DI EAARETT,

BHREINTVIHAI REINLTOFERGHETONY DLBFERD true THBIZAIC RUHEDONRELBRIAT O/ D FIH
INFY,

ol

A9 ITT—RAEH

package jp.co.intra_mart.foundation.security.certification.provider;
public interface UserCertificationValidation {

boolean validate(LoginInfo logininfo, AccountInfo user, HttpServletRequest request, HttpServletResponse response);
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TN S

BETON(FEHYEE A,
REHVTI

TAIYIDIRRAT—ROBEBSIEARE LT HEDESEAREF B LTV EINERBTEHV TILTT,
BEESEAREFALTVNIHEINFE. YRATATONRTADREINTOEIHNEINTHELTVET,

H> 7L Java I—R

package sample;
public class SamplePasswordHashUserCertificationValidation implements UserCertificationValidation {

@Override
public boolean validate(LoginInfo logininfo, Accountinfo user, HitpServletRequest request, HttpServletResponse response) {

/| SRFATONT1HS/N 2 1BEBE R e R— T EDEHELET,
boolean result = Boolean.getBoolean("sample.password.hash.support");

return result;

}

YYTNTSTAVEET7AI

<?xml version="1.0" encoding="UTF-8"?>
<plugin>
<extension point="jp.co.intra_mart.security.user.certification">
<certification
name="Sample UserCertification / UserCertificationValidation / UserCertificationListener"
id="sample.programming_guide.user_certification" version="1.0" rank="50">

<!I-- UserCertification -->
<certification-class>sample.SamplePasswordHashUserCertification</certification-class>

<I-- UserCertificationValidation -->

<certification-validation>
<validation-class>sample.SamplePasswordHashUserCertificationValidation</validation-class>

</certification-validation>

<I-- UserCertificationListener -->

<certification-listener>
<listener-class>sample.SampleMailAlertUserCertificationListener</listener-class>

</certification-listener>

</certification>
</extension>
</plugin>

£l Ir

§E7“EI/W‘Sf‘%ﬂﬁﬁT%f:&)O)%{#’H“E LEY,
FETONAYT DRIET BREEA RSP R—FINTOE D REEERLET,

BEINFRERMFHETANMY DNIRERD true THEHEIL FEHEDRREMWDBBEETONAY (Y TIWTSTAVREI7INDHE
|%. sample.SamplePasswordHashUserCertification ) A FI B I E T,

RBAEEY 2T

AR DR LEERTLET,
SREHERZEIC OV OHIICBAMNIR R EERTTBDICFIALET,

ZOTONAY L RIAEA BRI LGB L RN KM LIS EEHUHINET,
Bl DREEREHRRL TR ERLIEEIT > TR,

g =
RN UAIBA. COTANAFDETEFICIE. OF AV AR T LTEREEEADT7 I ZRAAVTFE A ERINTWET,
RN KL B E I "’thzur#xM;tua’»f/lfcu\mwx%tm)i?o

TORAAVTFANDERESRTBIBHIEERLTESL

g =
SREEAPIE. 1DD RSV H o3V TUIEBINET,
TDD R AT TT—IR—RBREDIS VY IaVEBINTVWSEREBEHFLTCE. TORDULBICE>TE, O—IL/\y I
N2AREELHYET,
BNSUHO2avETBIFEITIRBICINS VY I aV AT EEIICL TS

16



LY AT I3 EBOFEL T ONA I DR EINTWBIHEIC FEDE

FEDZIETON(Y DHEITT2HE

TSTAVERET7A I FREET /N1 4 ( <certification-class>) &Y hCERELE T

(F&EH]

<?xml version="1.0" encoding="UTF-8"?>
<plugin>
<extension point="jp.co.intra_mart.security.user.certification">
<certification

name="Sample"
id="sample.certification"
version="8.0"
rank="100">

<certification-class>sample.certification.SampleUserCertification</certification-class>

<certification-listener>

<listener-class>sample.certification.SampleCertificationListener</listener-class>

</certification-listener>
</certification>
</extension>
</plugin>

(4]

L2TORETONAITEITTZ5E

TSTAVERET7AIVIC EREE T O/31 4 ( <certification-class>) & 50 H 3 ICERELE T,

(&)

. aASA

TADVRAVFTHFRIMIDWTUE, [ 7ROV TFHFRAMEEE |-T 7AUVRIVTHFZN 1%

AV TI—RAES

<?xml version="1.0" encoding="UTF-8"?>
<plugin>
<extension point="jp.co.intra_mart.security.user.certification">
<certification

name="Sample"
id="sample.certification"
version="8.0"
rank="100">
<certification-listener>

<listener-class>sample.certification.SampleCertificationListener</listener-class>

</certification-listener>
</certification>
</extension>
</plugin>

£l

A

Z AR

intra-mart Accel Platform

SETANAT D RITINEZDHRTINDLIICRET HIEN AT,

LTS,

package jp.co.intra_mart.foundation.security.certification.provider;

public interface UserCertificationListener {

void doCertification(CertificationStatus status, LoginInfo loginInfo, Accountinfo user, HitpServietRequest request, HttpServletResponse response);

mETOY
BETONATRBYEE A,

REHVTI

O A VB DREEA— VBT EH Y TILTY,

%> 7IL Java 3—K
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package sample;
public class SampleMailAlertUserCertificationListener implements UserCertificationListener {

@Override
public void doCertification(CertificationStatus status, LoginInfo loginInfo, Accountlnfo user, HttpServletRequest request, HttpServletResponse response) {

if (status != CertificationStatus.CR_OK) {

/] BHIX—ILEERELET,

StandardMail mail = new StandardMail();
mail.setFrom("iap@example.com”);

mail.addTo("admin@example.com”);

mail.setSubject("05 1 > BH");

mail.setText("L—%:" + logininfo.getUserCd() + " DO AV IZRBLELT");

/) BHIX—ILEEIELET,

MailSender sender = new JavaMailSender(mail);

try {
sender.send();

} catch (MailSenderException e) {
e.printStackTrace();

}

}
}

YYTNTSTAVERET7AI

<?xml version="1.0" encoding="UTF-8"?>
<plugin>
<extension point="jp.co.intra_mart.security.user.certification">
<certification
name="Sample UserCertification / UserCertificationValidation / UserCertificationListener"
id="sample.programming_guide.user_certification" version="1.0" rank="50">

<I-- UserCertification -->
<certification-class>sample.SamplePasswordHashUserCertification</certification-class>

<I-- UserCertificationValidation -->

<certification-validation>
<validation-class>sample.SamplePasswordHashUserCertificationValidation</validation-class>

</certification-validation>

<I-- UserCertificationListener -->

<certification-listener>
<listener-class>sample.SampleMailAlertUserCertificationListener</listener-class>

</certification-listener>

</certification>
</extension>
</plugin>

SRELDERAIEE LTEITLAEV, FRDOULEBEITVET,
ayqvR—s7anty

OJ4VERROR—Y AR ERERELET,
ZZTHBIN B/ I, PageManager APl @ forward() XV RTHIAINZ/SAERTHY, URLTIFAVD TERELTLEIL,

ZEILRE->TOTA Y R—VIER %, PageUrl 7 TV I MIRELET,
BREINIR=IITETHT—RICLYBRINETH, PageUrl TV TV MINIIZAR IS A= EBINRETHIENTRETT,

FIC—BILAWEEE null ZRFTBLIICLET,
TDZA.TZTAVELTREINROTANA S IEA B EH]ANET,

VI TT—RES

package jp.co.intra_mart.foundation.security.certification.provider;
public interface LoginPageProvider {

PageUrl getLoginPage(Logininfo logininfo, HttpServietRequest request, HitpServletResponse response);

mETO1Y
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EHIS52E (—E1—HF)

jp-co.intra_mart.system.security.certification.provider.impl.StandardUserLoginPageProvider
ANIBREEE

PageManager.getPageUrl() APl ZF AL C. OV A R—Y DR RERPZLET,
EEDOR=I/NRRUE U FICEEINTVET,

IS5AT V94T = PC DIFE: <plugin/jp.co.intra_mart.certification.page.standard/plugin.xmi>
I54T VN1 T = SP DIFE: <plugin/jp.co.intra_mart.security.user.login_page.sp/plugin.xmi>

AP| DB HUTIEE I 5 —YO—NRId. jp.co.intra_mart.foundation.security.certification.CertificationPage.LOGIN_PAGE TY
REHVTI

FED)IIAMNIZA—4 (custom) BEREINTWBIEEIL. TSTAVRERET7AIVDS OTA U R=VDR=V/RREY YT ARG A= ZEG
ITBHUTILTY,

%>V Java A—K

package sample;

public class SampleLoginPageProvider implements LoginPageProvider, XmlInitParamable {
private String page;
private Map<String, String> params;

@Override
public PageUrl getLoginPage(LoginInfo logininfo, HttpServietRequest request, HttpServietResponse response) {

/) AT BERTIAN N G TR MNGX—IPEHRILAOQT A= G 75V ERIFLET,
String custom = request.getParameter("custom");

if (custom != null) {

if (page != null && Ipage.isEmpty()) {
N TZT1RETZ7AINDIEED S, AT N—IGHRENEELET,
PageUrl pageUrl = new PageUrl(page, params);
return pageUrl;

}
}

/| FAIRNDIEEIE, EOMDTONTIICBELET,
return null;

}

@Override
public void init(Node node) {
// XmlnitParamable &#E& 3 ET. TS50 1V BRETrAND S/~ NIERERETEIET,

W TSOLRETrANDS, R—2/VREY DT NSX—SERELET,
XmlINodel[] nodes = new XmINode(node).select("page");

this.page = nodes|0].getValue();

params = XmINodeConverter.createlnitParamMap(node);

YYTNTSTAVEET7AI

<?xml version="1.0" encoding="UTF-8"?>
<plugin>
<extension point="jp.co.intra_mart.security.user.login_page">
<page
name="Sample LoginPageProvider" id="sample.programming_guide.login_page"
version="1.0" rank="200">

<page-provider-class>sample.SampleLoginPageProvider</page-provider-class>

<page>/sample/login.jsp</page>
<init-param>
<param-name>foo</param-name>
<param-value>bar</param-value>
</init-param>

</page>
</extension>
</plugin>

EBER—ITOAMY

OJ4YRINBEHOER T 2EEDR—Y /R RAEREREBLET,
ZZTHBIN B/ R, PageManager API @ redirect() XV RAEFMMBLTIY 1L MFBURLIEEHRTT .

IS TBR LIER %, PageUnl TV TV MIBRELET,
PageUr Z 7V T ME VI T ARG A BB ETHIENTEET,
F7.POSTICL BBREARE T,
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SEEC—BLANMBA . null BRITBEIICLET,
FDBA.TSTAVELTEREINIRODTOANA Y IAEBAB | DN FE T,

2D [ BEGN—2TO/518 | THEBRAVBS TERD o/2HE FRAAPIZTHYY M AV FFANDKR—LURLEIELET,

AV ITT—RESE

1 package jp.co.intra_mart.foundation.security.certification.provider;
2
3 public interface TargetPageProvider {
4
5 PageUrl getTargetPage(Loginlnfo logininfo, HttpServietRequest request, HttpServletResponse response);
0
Z=RETONAY

FRIFRAE (—R1—FF)
jp-co.intra_mart.system.security.certification.provider.impl.StandardUserTargetPageProvider
IR E
UTFDIRICR—VIEREIBGLET,

AT ERICERER—VNRZADBEINTUVDIHAE. TOR—I /N RERFLETS,
HTTP Y avIlBRERHRAREINTWIHEE. TOR—INREMBLET,
G TEAMNo7/I5A8 null ZRALET,

EREHGVTIL
WEOTAYA—FICH L TITIHLR—VERRTEIYVTILTT,

H> 7L Java I—R

; package sample;

i public class SampleWelcomeTargetPageProvider implements TargetPageProvider {

g private static final String WELCOME_PAGE = "/welcome";

7 @Override

g public PageUrl getTargetPage(final LoginInfo logininfo, final HttpServletRequest request, final HttpServletResponse response) {
0 /B 1> 755 ERFL&E T

1 l // 58&FY X 7 [SampleFirstLoginUserCertificationListener/ THE5 LD, YOI I MIBREL THEFET,
12 final String isFirstLoginFlag = (String) request.getAttribute("first_login");

1_31 final boolean isFirstLogin = Boolean.valueOf(isFirstLoginFlag);

15 if (isFirstLogin) {

1 ? return new PageUrl(WELCOME_PAGE);

18 !

I I HRHDIFEIL, EOMDT A/ SIBRLET,

20 return null;

21 }

22

23 }

YYTNTSTAVEETAI
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1 <?xml version="1.0" encoding="UTF-8"?>
2 <plugin>
3 <extension point="jp.co.intra_mart.security.user.target_page">
4 <page
5 name="Sample TargetPageProvider" id="sample.programming_guide.target_page"
S version="1.0" rank="200">
g <page-provider-class>sample.SampleWelcomeTargetPageProvider</page-provider-class>
10 </page>
" </extension>
12 </plugin>
EETO(YORBE 70—
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intra-mart Accel Platform DFREEEY 21— L TIREIN TV S — 21— AZE SO FICL DR 70— T ORY T,

-

UE-E P

WEEE

RREITORAS

MY ST A
B0 5

—RI—HOBETONAFERIALIIFEDRETO—

HTRUARETONAYT DREI S UL LT DBYTY,

R —R1—vREZETON(Y—E

EETSONMY REIFR rank
OJ 4o R—<7O/144'1 jp.co.intra_mart.system.security.certification.provider.impl.StandardUserLoginPageProvider 100
YO T ZAMEFRTO/NR(H1 jp-co.intra_mart.system.security.certification.provider.impl.StandardLoginRequestAnalyzer 100
SREEONA 41 jp-co.intra_mart.system.security.certification.provider.impl.StandardUserCertification 100
BRER—ITONAS1 jp-co.intra_mart.system.security.certification.provider.impl.StandardUserTargetPageProvider 100
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<?xml version="1.0" encoding="UTF-8"?>
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<init-param>
<l-OJ4>I5—DIZ5—~N—ID -->
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</init-param>
</page-config>
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