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1 package jp.co.intra_mart.system.security.certification.provider.ldap;
2
3 o
4+ —ea—4 LDAP SAIRM#HE T/ 15 <BR>
5 5

/
6 public class LDAPUserCertificationValidation implements UserCertificationValidation {
7
8 /** LDAP ZBAFERD1 >R 9> REBMLET .,
9 private LDAPContextinfoModel contextinfo;
10
11 Jox
2 *IPRASHS—
13 %
14 public LDAPUserCertificationValidation () {
15
© // LDAP SEAESBRET I EMERLLET,
17 this.contextInfo = LDAPContextInfoBuilder.buildLDAPContextInfo(null);
18 }
19
20 Vs
21 * LDAP SZEEY—/ \DFIF A ZEHEL S
22 %
23 public boolean validate(LoginInfo logininfo, Accountinfo user, HttpServletRequest request, HttpServletResponse response) {
24 // LDAP ZBFEBFIFAAED E S E ML R ERLE T,
25 return this.contextlnfo.isEnable();
26

}

27
28 }
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1 package jp.co.intra_mart.system.security.certification.provider.ldap;
2
3 Ve
4 —pa— 1 LDAP A S0/ N1 5'<BR>
5 *
6 public class LDAPUserCertification implements UserCertification, XmlInitParamable {
7
8 /** LDAP ZEZEIEHRD 1R 9> REEMLET, Y/
9 private LDAPContextinfoModel contextInfo;
10
11 Ve
2 * 2— YO0 B DML ETVET . <BR>
13 Y
14 i
@Override
15 public void init(Node node) {
16 // LDAP ZAFIEHREZN BB LET
17 this.contextInfo = LDAPContextInfoBuilder.buildLDAPContextInfo(node);
18 }
19
20 Yed
21 * LDAP SZAF Y —/ \ICERAF S AL & T
22 %
23 public CertificationStatus certification(LoginInfo logininfo, AccountInfo user, HttpServietRequest request, HttpServletResponse response) {
24
25 /| BEINI= LDAP FEEEY—/ \ORIEII N — TS ET,
26 for (LDAPServerinfoModel serverinfo : this.contextInfo.getLDAPServers()) {
27
28 DirContext dirContext = null;
29 try {
30 /| BFSBIEDDREERIELET,
31 dirContext = new InitialDirContext(serverlnfo.getSearchEnvironment());
32
93 N BFEIANIICL— YT FERELET,
34 String filter = serverlnfo.getSearchFilter().replaceAll("\\?", logininfo.getUserCd());
35
96 /LDAP T1—YDRFEETLET,
37 NamingEnumeration<SearchResult> answer = dirContext.search(serverlnfo.getBaseDn(), filter, serverlnfo.getSearchControls());
38
9 I BRI LT B EHELES,
40 if (answer.hasMoreElements()) {
41
42 SearchResult sr = (SearchResult) answer.nextElement();
43
4 /| A=Y DIRFAERERIC/ YR T— FDREFETL £
9 W AHENS/ YR T— R EFEAFIEHRE L T LDAP Y —/ VICEBAFEAk#AL 5T
46 String name = sr.getName();
47 dirContext = new InitialDirContext(serverinfo.getCertifyEnvironment(name, ",", loginInfo.getPassword()));
48
49 ) SEETHSS LDAP SR LECEELET,
50 return CertificationStatus.CR_OK;
51 }
52
53 } catch (CommunicationException e) {
54
95 I BIEIHDRBELEIFE T5—ELET,
56 return CertificationStatus.CR_ERROR;
57
58 q .
} catch (NamingException e) {
59
60 /| A— Y DIRFE, F712/ YR T— R ORIFI KR L7 5B KD LDAP H—/NTRAFETLE T
61 continue;
62
}
63 }
64
o return CertificationStatus. CR_NG;
66 }
67 }
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SEIF GRIETONATDHTT DT UTDIDDHEMERL, [FREETANAY |, [FREEFRAHIET AN | £ LTSN,

<?xml version="1.0" encoding="UTF-8"?>
<plugin>
<extension point="jp.co.intra_mart.security.user.certification"s
<certification
name="standard"
id="jp.co.intra_mart.security.user.certification.ldap"
version="8.0"
rank="90">
<certification-class>jp.co.intra_mart.system.security.certification.provider.ldap.LDAPUserCertification</certification-class>
<certification-validation>
<validation-class>jp.co.intra_mart.system.security.certification.provider.ldap.LDAPUserCertificationValidation</validation-class>
</certification-validation>
</certification>
</extension>
</plugin>

L =
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T34V Trank] BHED NS WEICEAAFENES DT, [ 100) SUNSWMEERET DR ENHYET,

Web Application Server CEIFRERT S

Web Application Server TEIMEAFEERT B7OICIE MEMR L7252 E plugin.xml % Web Application Server 7 7AA5ICaE—LET,

EVA—IVEERTHIET War 774 )L OVERRBHICEEBICIE LWEGRTICERBINHE T, CCTREMFRIBDAOICUTONARICFHTIE—LET,

LCONTEXT_PATH}»
WEB-INF

classes

Lol i —S

~.class

<Plugin ID}

plugin. xal

TANAY DECE S

771V DERERIC. Web Application Server Zi#2&IL £,
ZHUITEY AERR LZEREEE Y 2 — L ANRIRI N LDAP H—/NICLZRA AR AR AINET,

EWRIC LDAP SR A R EFI AT 57 0(0I1E LDAP H—/XDIEEE LDAP OF AEHROBENBEILRYET,
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SSOA—¥a—K7anA¥ -S54

— M 1—FDSSOERIRTZILIF ROTONA I ERELET,

Tang54& BE

TIU1v—K

HERRAV b

SSOa—HI—R7TON\14

YT AMERETTIC, SSOIH 7
WaA—HO—RERAILET,

jp.co.intra_mart.foundation.security.certification.sso.user.providers

SSOa—HIA—RFONAY - TS T4V

1V971—EHR
1 package jp.co.intra_mart.foundation.security.certification.sso;
2
3 import javax.servlet.http.HttpServletRequest;
4
5 Ve
6 SN AT DEBOT A ISR DRIEE T I E TT—X T,
7 *
7
8 public interface SSOUserProvider {
9
10 Ve
” BB A2 E T2~ A~ P ERHILE T, <br>
= * 2 — RERAG TELD > I BN ERHIL E T
13 * @param request ¥—7L v )OI,
14 * @return 2—Y%3I—R
15 %
16 String getUserCd(final HttpServletRequest request);
17
18

AR
DERETRHEINDZTONITEHYEE A,

ES-3

)P T2 R85 %—% Tsample_user_code] h5>1—HI—REEEL.SSOT2 YV FILTT,
I1—H%YIITAMSX—4Tsample_user codel ELTGEETRIEICLY ., BEIOV AV ARBLET,

BB ARIA—REY Y TN THZD, EFX1T12ERBLTVEEA,

H>7I)L Java I—K

package sample;

1

2

i import javax.servlet.http.HttpServiletRequest;

2 import jp.co.intra_mart.foundation.security.certification.ss0.SSOUserProvider;
7 public class SampleSSOUserProvider implements SSOUserProvider {

g @Override

12

13 if (userCd I= null) {

14 return userCd;

15 }

16

i J NUllEARZTT BEE TRID T O/ S I MR TEEY
18 return null;

19 }

public String getUserCd(final HttpServletRequest request) {
10 ) YZI RIS X—SH58S021—T—RERIFLET
final String userCd = request.getParameter("sample_user_code");
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<?xml version="1.0" encoding="UTF-8"?>
<plugin>
<extension point="jp.co.intra_mart.foundation.security.certification.sso.user.providers"s
<sso-user-providers
id="sample.programming_guide.sso_user_provider"
name="Sample SSO User Provider"
version="1.0"
rank="50">
<sso-user-provider class="sample.SampleSSOUserProvider"/>
</sso-user-providers>
</extension>
</plugin>
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EBNCERR L=REE 7 ONAS CoEO/ MU IR AR5 H %
27y TR LR T O/ M Y &R L BN (Y F oy I AT IORA T AN T &R TS
27y 72:plugin.xml DFEEEEIMNTS

ZENTA Ve BFE

ZEOJMUMIE#REC I BRSOV MY L TWAI - R LAY a—REFIALZBDRE (F57F) hoDOT 1V &Bh IS 2HEETT,
(ZERT AV IEREE)

ZEOJAVRGIEBRE AR A LR ORI IR I LT OEMEETWET,
1. BWREBENEINHIEETT D,
ZZTWebt —ERPAEBY IR I TEHEY 12— L0 EDHEREIEAPIEFI A LR HLEE X BN T 1B b #EE
DRRHERYET,
ZEOTA VISR BRI RIEBEOAT A VLB TONET,
2. OJAVERET HIY MEBRODI—HI—R /KRT—RDLEETTD,
OJAERETHIVMERNRLDIHE I CORF R CTRIANGERYET,
3. TAR=RIIATA 2y aVERIEFHFEINTOINF VI EIT,
OJ4 ey aVv BN EETZHAIE. ZEATV1VELTRIINGEAYET,
4. OTAVNEBEFT,
5. A4V Lica—¥DRy(4r vy avERET —IR—UEET 5,
=N

OJ4v 2y ay EEMEOBEREICEALTLI TV MNEBEREAIN] - TOT1V vy ava Sk 5 128RL T
7230,

ZEOJAUBILHEE RERE IO - ST
ZEOVAVHIEBREIATORIETONAY - TSI AV THERIN TUVET,
RETANAY
REITR
Jjp.co.intra_mart.foundation.security.login_session.certification.LoginSessionUserCertification
IR E
O7AVIERET ATV MERODI—HI—R RRT—RNELLELET,
;—*f:l— RORAZT—=RICEEWD R ITNIE O 1y avERESRLT ZE0J/1VFoviaiTunE
FREEY) AT
EEITR
Jjp.co.intra_mart.foundation.security.login_session.listener.LoginSessionUserCertificationListener
IR E
OB AT TRAT Ay avfERET — I R—ZANBHLET,
FHIncOd vy avBERIZI—FDOITIMNIIGEP Y ay OBHERLI TN IHEE Y
2av BT BE R THIBRIN T,
TEOJ/ AU ERERNE T 2%

ZEOJMUB R A EME L2 WB AL LT O plugin.xml @ enable EHEIC false #5&%E L. intra-mart Accel Platform B8 L <72
Xy,

F72iE, IM-Juggling 7OV I MILTF D& ICEEE L7z pluginxml 77L& ST plugin 745 %70V METFICIE—LT.WARZ7
AIVEERLBT 7O/ LTI,

BRETTAIV
%CONTEXT_PATH%/WEB-INF/plugin/jp.co.intra_mart.security.user.certification.login_session/plugin.xml|

RENE
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1 <plugin>
2 <extension point="jp.co.intra_mart.security.user.certification"s
3 <certification
4 name="standard"
5 id="jp.co.intra_mart.security.user.certification.login_session"
6 version="8.0"
7 rank="90"
8 enable="false">
9 <certification-class>jp.co.intra_mart.foundation.security.login_session.certification.LoginSessionUserCertification</certification-class>
10 <certification-listener>
" <listener-class>jp.co.intra_mart.foundation.security.login_session.listener.LoginSessionUserCertificationListener</listener-class>
12 </certification-listener>
13 </certification>
14 </extension>
15 </plugin>
£l D
Fio. ZEOVMVE LA EMELTO 1 v v a Yy BEEEEDOHFIFT 25 A1E. <certification-class> &AM NUEREEY 2T DH
BMLET,
BERS
1 <plugin>
2 <extension point="jp.co.intra_mart.security.user.certification"s
3 <certification
4 name="standard"
5 id="jp.co.intra_mart.security.user.certification.login_session"
6 version="8.0"
7 rank="90">
8 <!I-- certification-class X2 f PO EEZEOI L FIy I3 {THNEE A,
9 <certification-class>jp.co.intra_mart.foundation.security.login_session.certification.LoginSessionUserCertification</certification-class>
10 =5
1 <certification-listeners
12 <listener-class>jp.co.intra_mart.foundation.security.login_session.listener.LoginSessionUserCertificationListener</listener-class>
13 </certification-listener>
1 <[certification>
15 </extension>
18 </plugin>
£l )

ZERJMUFIvIETOTICOT A B ETIAE
UserCertificationManager L TOYV AV LEAREITTSHAIC. forcelogin XV B L TCEFIOS AV ETID AT OILEBEEEZO Y A
VERICRESHIET. ZEAV/AVF v ThICAT (VB RITI RN TEET,
HRERE MR
im_login_session.certification.validation
JREREMEAE
false

REPUILLTDEIICHRYET,

loginRequestinfo.setAttribute("im_login_session.certification.validation”, "false");
UserCertificationManager.getinstance().login(loginRequestinfo);

BERIVER LR T O/ M 5 CZENJ 1V BhIL e A RIR I 3 4%

FLOERAEARICH IS B/ DICER LRI TANAY - TSUA VT ZENT A VLR 2RI T DI U T OEENBEITRYET,
ZITWE Y7 OTLDAP B = A LR AR DT O/ (I EQT AV Fy/ZB MY 2HIEFI B LA SHEALET.

27y AFBL AR SO/ M Y R L —EOT (Y F v ETIRBAE T O T R TS

FLOWEREEARICH IS R T ONA Y AL T ZEAT 1V F v I SO/ 19 HERLET
METORAINBA I LIIZE. ZEAT AV FIvIaiTILIICERLET,
ZEOVAVFIVIETIICIE AT OAPIEERLET,

API1UZ 2%
Jjp.co.intra_mart.foundation.security.login_session.LoginSessionManager

e
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public class LoginSessionLDAPUserCertification extends LDAPUserCertification {
@Override
public CertificationStatus certification(final LoginInfo loginiInfo, final Accountlnfo user, final HttpServletRequest request, final HitpServietResponse response) {
/| BT DEFFINIEEETLET,
final CertificationStatus status = super-.certification(logininfo, user, request, response);
if (status != CertificationStatus.CR_OK) {
/| GRAFEIL DIZE L, EDFFESRFRT—Y R ERHILE T,
return status;

}
/) ZEOVA>FIyETLET,
return DuplicationLoginChecker.certification(loginInfo, user, request, response);

7 v72:plugin.xml DFREEEINT S

pluginxml (AR L ZBEOT AV Fry o T IRATONI T DR ELEERLET,
FUWEEEA RIS IS BFREE 7O/ ¥ D& E & B L7 pluginxml DLLTFORNBEERELEY,

<certification> @ rank Bk
BEOZEOTA VIR AN LYENIVME (90K ) 2B ELE T,
<certification>/<certification-class>
BREAR
Jjp-co.intra_mart.system.security.certification.provider.ldap.LoginSessionL DAPUserCertification
2T T TR LIZRREE T ANAY VS R &/ ELET,
<certification>/<certification-listener>/<listener-class>
BREAR
Jjp.co.intra_mart.foundation.security.login_session.listener.LoginSessionUserCertificationListener

AT vy av B R ATV RAERELET.

<?xml version="1.0" encoding="UTF-8"?>
<plugin>
<extension point="jp.co.intra_mart.security.user.certification"s
<certification
name="standard"
id="jp.co.intra_mart.security.user.certification.ldap"
rank="80">
<certification-class>jp.co.intra_mart.system.security.certification.provider.ldap.LoginSessionLDAPUserCertification</certification-class>
<l-- ZEFIDFF T O/NT IS5 R
<certification-class>jp.co.intra_mart.system.security.certification.provider.ldap.L DAPUserCertification</certification-class>
>
<l- OO0 1>ty GHREEIRT B/D DY RS V5 X >
<certification-listener>
<listener-class>jp.co.intra_mart.foundation.security.login_session.listener.LoginSessionUserCertificationListener</listener-class>
</certification-listener>
<certification-validation>
<validation-class>jp.co.intra_mart.system.security.certification.provider.ldap.LDAPUserCertificationValidation</validation-class>
</certification-validation>
</certification>
<extension>
</plugin>

(4] D

YRR L7=V 5 R & pluginxml ZZHTWART7A VAR LB T 7O1%1T58, ZEAJ 1 VB IEEEEN EMICRYET,
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